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ABSTRACT

Safety-critical, agent-based systems are beingloesd without mechanisms and
analysis techniques to discover, analyze and vefyware requirements and prevent
potential hazards. Agent-oriented, software-bagggrcaches have provided powerful
and natural high-level abstractions in which sofevdevelopers can understand, model
and develop complex, distributed systems. Yetyéladization of agent-oriented software
development partially depends upon whether agesgcaoftware systems can achieve
reductions in development time and cost similarotber reuse-conscious software
development methods. Further, agent-oriented softveagineering (AOSE) currently
does not adequately address: (1) requirements ifispéon) reuse in a way that is
amenable to the reduction of the development cgaititizing reusable assets, and (2)
analysis techniques to evaluate safety.

This dissertation offers our AOSE methodology, Galia(Gaia — Product Line)
for open, agent-based distributed software systensapture requirements specifications
that can be easily reused. Our methodology use®dugt-line perspective to promote
reuse in agent-based, software systems early ideelopment lifecycle so that software
assets can be reused throughout the developmerydie and system evolution.

The main contribution of this work is a requirenegespecification pattern that
captures the dynamically changing design configomatof agents. Reuse is achieved by
adopting a product-line approach into AOSE. Requéets specifications reuse is the
ability to easily use previously defined requirensespecifications from an earlier system
and apply them to a new, slightly different systerhis can significantly reduce the

development time and cost of building an agent-thagstem.
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Xiii

For safety-critical agent-based systems, this d@sen incorporates reuse-
oriented safety analysis methods for AOSE to allthwe discovery of new safety
requirements and the verification that the desigtisBes the safety requirements.
Specifically, Product-Line Software Fault Tree Argaé (PL-SFTA) and its automated
tool, PLFaultCAT ProductLine Fault Tree Creation andAnalysis Tool), have been
created to provide the technique and tool supmortife safety analysis of safety-critical
software product lines. The PL-SFTA allows for tigentification of new safety
requirements and the analysis of safety-criticabunements and requirement
interactions. An AOSE-adapted Software Failure Modgfects and Criticality Analysis
(SFMECA) technique has been created to suppodéhigation of a safety analysis asset
using the specifications of Gaia-PL allowing foe tidentification of possible hazard
scenarios and the failure points of specific agel&s. Using the assets generated via PL-
SFTA and SFMECA, Bi-Directional Safety Analysis (BB) is shown to aid in the
completeness of PL-SFTA and SFMECA, help verifyshtety properties and strengthen
the safety case when safety compliance to safatydatds of the multi-agent system is
necessary.

Results from an application to a large, safetyigait multi-agent system product-
line show that Gaia-PL provides strong reuse cdifiabi Evaluation of the Gaia-PL
methodology used in conjunction with the PL-SFTAEFMECA and BDSA safety
analysis techniques shows that safety analysisnohgent-based software system is

feasible, reusable and efficient.
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CHAPTER 1. INTRODUCTION

Safety-critical, agent-based systems are beingloesd without mechanisms and
analysis techniques to discover, analyze and vefyware requirements and prevent
potential hazards. Agent-oriented, software-bagggrcaches have provided powerful
and natural high-level abstractions in which sofevdevelopers can understand, model
and develop complex, distributed systems. Yetyéladization of agent-oriented software
development partially depends upon whether agesgcaoftware systems can achieve
reductions in development time and cost similarotber reuse-conscious software
development methods. Further, agent-oriented softveagineering (AOSE) currently
does not adequately address: (1) requirements ifispéon) reuse in a way that is
amenable to the reduction of the development cgasititizing reusable assets, and (2)
analysis techniques to evaluate safety.

This dissertation addresses these problems bya@nglan AOSE methodology,
Gaia-PL, that can reduce the cost of developinggemt-based system by producing and
utilizing reusable assets during the requiremespedification) phase of design and
development. Further, this dissertation detailsessv product-line oriented, safety
analysis techniques that can evaluate the safety @igent-based, product-line system in
such a way that: (1) discovers, verifies and amalyzhe agent-based systems’
requirements, and (2) produces safety analysidsaisat are reusable for other agent-
based systems created within the same product line.

The work presented here is part of a larger effioat investigates how safety
analysis can become a reusable asset of a pradadty developing a framework and a
suite of techniques and tools for the safety amalgsproduct lines. The long-term goal
is to provide verification results for a new systenthe product line in a timely and cost-

efficient manner.

www.manaraa.com



This chapter begins with the motivation for thisriv@and an overview of the
contributions of this dissertation. First, softwagm®duct-line engineering is discussed as
an incentive for its extension to AOSE to developltragent system product lines
(MAS-PL). Next, software safety analysis for safetyical, software product lines is
discussed as a driving factor for the developmérnechniques and tools tailored to the
development of reusable safety analysis assetraluct lines. Then, motivation for the
inclusion of such product-line safety analysis tegbes into the development of MAS-
PL is provided. The introduction concludes by sitiny thesis and providing an outline

for the remainder of the dissertation.

1.1 Product-Line Engineering for Agent-Based System s

Reuse is highly desirable in software engineering avay to reduce the cost of
the design and development of software. Approatheshieve reuse have been pursued
implicitly and explicitly in the design and developnt of software systems for many
years [12], [76]. For example, software designgrag have been proposed as a design
template that acts as a repeatable solution fommamty occurring problems in software
design [33]. Object-Oriented Programming has beelely used as an approach to reuse
logical units of software code in several differapplications [33].

Implicitly, software programmers commonly copy e¢ixig code into a new
application when the functionality is similar [6Zhe product family concept was first
introduced by Parnas in [61]. Parnas’s claim ig th& advantageous to study a set of
programs when the programs share many common é&satWhen developing a set of
programs that share common features, Parnas saddest it is best to initially identify
those features that are common to all the programisthen modify and accommodate
the design. This produces tailored programs adeidnes of a tree structure where the

nodes within the tree represent the design dedsitade to arrive at a leaf node.
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Software reuse technologies have been a drivingefar significantly reducing
both the time and cost of software requirementsipation, development, maintenance
and evolution [11], [12], [67], [74], [88]. Industs continuous demand for shorter
software development cycles and lower softwarescestourages software development
methodologies to exploit software reuse principiegnever possible.

Software product-line engineering is one such reesknology that supports the
systematic development of a set of similar softwagstems by understanding,
controlling and managing their common, core charastics and their differing variation
points [12], [67]. Software product-line enginegrimodels provide software engineers
with a reuse-conscious development platform thatomantribute to significantly reducing
both the time and cost of software requirementsipation, development, maintenance
and evolution [12]. In a product line, the commorgnaged set of features shared by all
members is the commonalities. The members of dugtoline may differ from each
other via a set of allowed features not necesstmipnd in other members of the product
line (i.e., the variabilities). The benefits of theduct-line concept come from the reuse
of the common requirements of the product linehendevelopment of a new product-line
member [76]. Software product-line engineering ustifer discussed in Chapter 2 as
related and background work to the provided in dingsertation.

Agent-oriented, software-based approaches havedawvpowerful and natural
high-level abstractions in which software develgpeain understand, model and develop
complex, distributed systems [90], [92], [94]. Y¢he realization of agent-oriented
software development partially depends upon whetlgent-based software systems can
achieve reductions in development time and costilainio other reuse-conscious
software development methods such as object-oderdesign, service-oriented

architectures and component based systems [7].
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In recent years, several Agent-Oriented Softwaregirtgering (AOSE)
methodologies have been proposed for various dupgdd application domains. The
Gaia methodology [92], [94], in particular, offeascomprehensive analysis and design
framework based on organizational abstractions ipplying schemas, models and
diagrams to capture the requirements of an agesgebsoftware system.

The Gaia methodology centers on defining an agaséd upon the role(s) that it
can assume during its lifetime [92], [94]. Eachel® requirements specification is
defined by its protocols (i.e., defines how agemseract), activities (i.e., the
computations associated with the role that canxeewged without interacting with other
agents), permissions (i.e., the information resesithat the role can read, change and
generate) and responsibilities (i.e., the livenasd safety properties the role must
ensure).

However, Gaia has three limitations. First, altHo@@gia provides a mechanism
to allow the role of an agent to change dynamigatlis unclear how to document agent
requirements specifications during the analysisd@dagign phases when an agent must be
updated to include new functionality. Second, tlesigh of an agent in Gaia is not
hierarchical [42]. That is, the roles of an agerg aoarsely defined, allowing little
flexibility (i.e., little opportunity for reuse) fosimilar, yet slightly different behavior in
the same role in different agents. Third, the Gaeathodology fails to provide a
mechanism by which the requirements specificatemplates developed during the
analysis phase can be reused to be incorporatedhatcurrent system or to build a new,
similar but slightly different system.

This dissertation offers our AOSE methodology, Glia(Gaia — Product Line)
for open, agent-based distributed software systengapture requirements specifications
that can be easily reused during the initial rezagnts phase as well as later if the

software needs to be updated. Our methodology asesoduct-line perspective to
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promote reuse in agent-based, software systemsiedhe development lifecycle so that
software assets can be reused in the developnierydie and during system evolution.

The main contribution of this work is a requirengemspecification pattern to

capture the dynamically changing design configoreti of agents and reuse the
requirement specifications for future similar sysse The ability of the requirements
specifications to accommodate the dynamically chrapglesign configurations of an
agent is important because an agent may need p add reconfigure itself based on
external conditions (e.g., environment conditistate of the MAS, changing goals, etc.).
This is achieved by adopting a product-line appnoacto AOSE. Requirements
specifications reuses the ability to easily use previously definedgqugements
specifications from an earlier system and applyrtite a new, slightly different system.
This can significantly reduce the development taneé cost of building an agent-based
system.

Specifically, the following are contributions ofetfGaia-PL methodology work

that will be detailed in this dissertation:

 The inclusion of software product-line engineeripgnciples into the
development of MAS to build MAS product lines (MAS:) [19]

* The creation of an AOSE methodology, Gaia-PL, sugiports the design and
development of MAS-PL using aspects of Gaia, arab#ished AOSE
methodology, and FAST, an established software ymilihe engineering
methodology [19], [21]

* The illustration of how our Gaia-PL methodology @nenable to the
development of reusable software engineering askeiag the design and
development of MAS-PL and how the reusable asseise used to develop

systems of the MAS-PL [19], [21]
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* An evaluation of our Gaia-PL methodology’s abilitypy reduce the
development cost of MAS via a case study and coisgrarto the Gaia
methodology

This dissertation details the development of am&based software product line

using our AOSE methodology, Gaia-PL to illustrageability to reuse produced software
engineering assets and reduce the effort needethdodevelopment of such a system.
We demonstrate our approach on an agent-basedyaseftproduct line — NASA’s
Prospecting Asteroid Mission (PAM). Although thissertation illustrates our Gaia-PL
AOSE methodology using PAM as a case study, ouor pwork has shown this
methodology applied to another NASA-proposed migstbe TechSAT21 mission [8],
[71], [85], in [18], [19], [21] and [22].

Chapter 4 provides the application of Gaia-PL amn BAM case study. The next

section further motivates the need for safety aiglyn AOSE and discusses our

additional work in this area.

1.2 Safety Analysis for Safety-Critical Software Pr  oduct Lines

Reusability has transformed entire industries aagsed software engineers to
adapt their methods to further this goal. The safeaproduct-line engineering approach
supports reuse by developing a suite of productsirsy core commonalities [12].
However, the development of safety-critical, sof®vgroduct lines in industry has
emerged ahead of the development of product-liakety analysis techniques and tools.
This has created a lack of techniques and toolgadne to software engineers to ensure
the safe reuse of software engineering artifactsutghout a product line [51]. It is only
after a full suite of safety analysis tools andhteques are available to software

engineers to ensure the safety in safety-criticatlpct lines that safety-critical software
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product lines will gain organizational and industriacceptance and assume more
responsibility in everyday safety-critical applicais.

Performing safety analysis on software product slingreviously entailed
considering each product line member in isolatiot applying traditional safety analysis
techniques to them [44]. Yet, this fails to leverape fact that product-line members
share a common core.

This dissertation offers additional assurance fonswe engineers by providing a
safety analysis technique applicable to produdaslirSpecifically, an adaptation of the
Software Fault Tree Analysis (SFTA) technique aaplio product lines in order to
derive reusable analysis assets for future systeitisn the existing product line is
detailed [17]. The product-line SFTA (PL-SFTA) miaims the safety analysis qualities
of traditional SFTA while accommodating the reusaddset objective of the product-line
concept. Traditional SFTA targets the safety analgépotentially harmful states for one
specific product. A PL-SFTA, however, contributesthe safety analysis for the entire
product line including variabilities among the puats. The PL-SFTA can then be reused
as part of the safety analysis for the introductocdhnew product line members. The
development of the SFTA for the new product is @ebd through a pruning method. The
goal is to support the reduction of the safety ysialneeded on a new product within the
product line and, ultimately, a less expensive stmatter product development process.

This dissertation provides a detailed process bichwh software engineer can
construct a PL-SFTA for the initial product linesrove the new system’s SFTA from the
PL-SFTA and modify the PL-SFTA to accommodate clesnm requirements due to
system evolution of a product line. In additionistresearch has provided mechanisms

that:

* Aid in discovering additional system safety reqoiesnts [17]

» Help in identifying additional product-line depemndes [18]
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» Allow for analyses to assess failure points andtgadritical requirements [23]
 Complement Software Failure Modes, Effects and icatity Analysis, Bi-

Directional Safety Analysis and other safety analyschniques to strengthen a

safety case when system certification is requig&] [

To support this technique, a software safety armalieol, called PLFaultCAT
(ProductLine Fault TreeCreation andAnalysisTool) has been developed as a part of
this work. This tool builds on a previously deyegd technique that adopted Software
Fault Tree Analysis (SFTA) to product line safetyalysis [17]. PLFaultCAT is an
interactive, partially-automated software supp@plation to aid software engineers
with the visualization and pruning process of a$HFA. Specifically, the tool exploits
the reusability inherent in product-line enginegrlsy deriving reusable safety analysis
assets (i.e., the product-line members' fault jrémsfuture systems within the existing
product line.

The contribution of this work is to further invegdie how and to what extent the
PL-SFTA technique, supported by the PLFaultCAT tozdn be used by software
engineers as a reusable safety analysis. This agpremploys Weiss and Lai’'s Family-
Oriented Abstraction, Specification, and Transkati®AST) model [88]. This model
employs a two-phase software engineering appraadehdomain engineering phase and
the application engineering phase. The domain erging phase defines the product line
and constructs the PL-SFTA with the aid of the RU&SAT tool; the application
engineering phase develops and performs the safefyysis on new product-line
members also using PLFaultCAT.

We first provide a framework for the constructi@nded by PLFaultCAT, of a
PL-SFTA during the domain engineering phase and si@ply the means for reusing the

PL-SFTA for new members as it is implemented in Fid-aultCAT tool. Within the
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application engineering phase we utilize PLFaultCtATracilitate the derivation of new
product-line members' fault tree(s).
In addition, the main contributions of the PLFaiCtool to support our PL-
SFTA safety analysis technique described in thesettation include:
* Automatically derive all of the product line memIi8#H#TAs from PL-SFTAs [24]
» Link product-line requirements to PL-SFTA nodesiw in traceability [23]
» Search the set of PL-SFTASs to identify single-pdaures [18]
» Identify safety-critical requirements by analyziihg set of PL-SFTAs [18], [48]
* Provide a minimum-cut set analysis of a PL-SFTAdentify hazard paths [24]
This dissertation details each of these contrilmgtiftor an agent-based, software
product line — NASA’s Prospecting Asteroid MissighAM). This dissertation illustrates
our PL-SFTA technique using PLFaultCAT for an agessed system by extending our
prior work which applied this technique and tool \ideiss and Lai’'s [88] Floating
Weather Station in [17] and [24], to a pacemakedpct line in [45], [47], [48] and to
another NASA-proposed mission, the TechSAT21 mis§8), [71], [85], in [18], [19],
[21] and [22].
Chapter 5 reports on this work, as well as addiicafety analysis techniques we
have adopted for the use in our Agent-Oriented v&o# Engineering (AOSE)
methodology, Gaia-PL (Gaia — Product Line). Thetrsexction further motivates the need

for safety analysis in AOSE and discusses our madit work in this area.

1.3 Safety Analysis for Multi-Agent System Product Lines

Safety-critical systems composed of highly simikgmi-autonomous agents are
being developed in several application domains. ekample of such a multi-agent

system (MAS) is a swarm of satellites. In swarnissatellites, each satellite is
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commonly treated as a distinct autonomous agehtntiiat cooperate to achieve higher-
level goals of the swarm [71].

The emergence of distributed systems (e.g., foondtying, satellite swarms) as
a viable and reliable architecture for missionicait domains coupled with the
advantages of adopting an agent-oriented persgefcinsoftware development has led to
a number of proposed systems utilizing these twacepts. A MAS is an application
“designed and developed in terms of autonomouswvaodt entities that can flexibly
achieve their objectives by interacting with onether in terms of high-level protocols
and languages” [94].

Actual proposed systems including the Terrestritdn& Finder-1 (TPF-I)
spacecraft [81] and the TechSat-21 [8], Sun-Solgsteédn Connection, Search for
Earthlike Planets and Universe Exploration all rety constellation missions to achieve
their scientific goals [56]. In addition to thesgamples, there is NASA’s Prospecting
Asteroid Mission [71], [77], [83], [84], the castudy used throughout this dissertation
and detailed in Chapter 3. Agent-oriented softwamngineering (AOSE) appears be an
appropriate software development methodology fohsystems [71].

A safety-critical system can directly or indirectgmpromise safety by placing a
system into a hazardous state causing the potdosal or damage of life, property,
information, mission or environment [44]. Like etlsafe-critical software systems (e.qg.,
cardiac pacemakers, aircraft flight-control systemditary weapons systems, nuclear
power monitoring systems, etc.) some MAS requir¢éeresive safety analysis and,
potentially, safety certification. Although scidmti satellite swarms, such as the PAM
case study used in this dissertation, may not tir@ause the loss of human life as a
result of an accident, a system-wide failure/aatideay result in the loss of an entire

mission, the spacecraft and the millions of doliErswvestment.
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A challenge to safety analysis of multi-agent distred systems, such as
constellations of satellites, is the ability of agbased software systems to dynamically
alter their configurations (for example, from aetito passive). A configuration of an
agent in this work is the set of behaviors impletadnn an agent’s roles. In addition, we
would like to reuse safety analysis results whilsuging the maintenance of safety. That
is, a tradeoff of higher reuse potential for lesf®ty in the final product is not acceptable.

Certification is a process whereby a certificatianthority determines if an
applicant provides sufficient evidence concernimg ineans of production of a candidate
product and the characteristics of the candidavelymt so that the requirements of the
certifying authority are fulfilled [31], [40], [69] [72]. Software safety analysis
techniques have previously been shown to contribatéhe certification of software-
intensive systems in [2]. However, little work Hasen specifically aimed at software
product lines or MAS. In addition to illustratingioproduct-line Software Fault Tree
Analysis (PL-SFTA) for a MAS product line (MAS-PLYescribed in the previous
section, this dissertation adopts and tailors auttht safety analysis techniques of our
AOSE methodology, Gaia-PL (Gaia — Product Line)support the creation of reusable
safety analysis assets; discover, verify and aeabafety requirements; and aid in the
certification of MAS-PL.

The main contribution of this work is to extend Birectional Safety Analysis
(BDSA) to MAS-PL and show how the analysis artigatttus produced contribute to the
software’s safety case for certification purpos&be product-line approach lets us reuse
portions of the safety analysis assets for multipimilar agents, significantly reducing
the burden of certification.

First, we further the inclusion of safety analysechniques into AOSE by
providing a structured process to perform a Sofwaailure Modes, Effects, Criticality

Analysis (SFMECA) for safety-critical MAS-PL in ouBaia-PL methodology. The

www.manaraa.com



12

SFMECA is reusable for other agents in the systeresour approach incorporates the
product-line vision of a MAS from [21].

Second, we use the safety analysis assets from SAVEAd from our product-
line Software Fault Tree Analysis (PL-SFTA), deled in the previous section, to
perform a BDSA on the MAS-PL to contribute to systeertification by verifying
software design compliance with robustness andtysafandards. The application of
BDSA to a MAS-PL assists in the certification okagtbased software systems by:

* Providing assurances that certain classes of &ilmodes that might occur in
individual agents will not produce unacceptable&l in the composite system,
strengthening the safety case by demonstrating cthrapliance of failure-
monitoring and failure mitigation software taskedthwthe system safety
requirements to safety standards

* Enabling reuse of certification arguments while ugimgy that the reuse of the
safety analysis artifacts in the certification argunts accurately reflects the
differences amongst the agents of the system
This dissertation details this work, along with daL-SFTA safety analysis

technique, as safety analysis techniques for amtdigsed, software product line —
NASA'’s Prospecting Asteroid Mission (PAM), detailedChapter 3. This work has been
previously been demonstrated on another NASA-pregasission, the TechSAT21

mission [8], [71], [85], in [18], [19], [21] and . However, the application of our safety
analysis techniques for a MAS-PL described in tlssertation is at a much larger scale.
Specifically, the PAM MAS-PL case study discussedhis dissertation consists of 97
high-level requirements, including 47 featureswlig the development of 160 unique
spacecraft in the PAM MAS-PL.

Chapter 5 describes this work using our Agent-Qe@rSoftware Engineering

(AOSE) methodology, Gaia-PL (Gaia — Product Line}twe PAM case study.
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The next section formally provides this dissertaisostatement of thesis and

provides the contributions of this dissertatiorstipport the thesis.

1.4 Statement of Thesis

The problems addressed in the work described m digsertation are twofold.
First, Agent-Oriented Software Engineering (AOSH)rrently does not adequately
address requirements (specification) reuse in a thay is amenable to reducing the
development costs (i.e., time and money) by dewvetppnd utilizing reusable assets.
Second, safety-critical, multi-agent systems (MAB¢ being developed without the
mechanisms and analysis techniques and tools inEA@®thodologies to discover,
verify and analyze software requirements and pikesdfety hazards.

Based on this problem statement, the theses ofwitik presented in this
dissertation is thaan AOSE methodology can be devised to enhanceetise rin the
design and development of a safety-critical MASnbgrporating software product-line
engineering principles to develop reusable softwangineering assets in a way that
allows software engineers to take advantage ofr¢lusable assets to create MAshd
that product-line safety analysis techniques and toals lbe developed and adopted to
support the development of a safety-critical MASlisgovering, analyzing and verifying
the MAS’s requirements in a way that produces relesaafety assets that can be used
for future systems of the MAS

This thesis is supported in this dissertation by:

* Incorporating software product-line engineering npiples into the

development of MAS to build MAS product lines (MAS.)

* Creating an AOSE methodology, Gaia-PL, that sugpdine design and

development of MAS-PL using aspects of Gaia, arabiished AOSE

www.manaraa.com



14

methodology, and FAST, an established software ymilihe engineering
methodology

* lllustrating how our Gaia-PL methodology is ameeata the development of
reusable software engineering assets during thigrdesid development of
MAS-PL and how the reusable assets can be usedvielap systems of the
MAS-PL

» Evaluating our Gaia-PL methodology’s ability to ued the development cost
of MAS via a case study and comparison to the @Gaitnodology

* Developing the product-line Software Fault Tree ksis (PL-SFTA)
technique to support the safety analysis of satatical software product
lines in a way that the resulting PL-SFTA is reusdbr the products in a
product line

» Designing a software tool, PLFaultCAT, to suppb# treation of a PL-SFTA
and the automatic derivation of a SFTA for the mad in a product line

» Evaluating PL-SFTA and PLFaultCAT’s ability to remudevelopment costs
through the reuse of the PL-SFTA

* Adapting Software Failure Modes, Effects and Cality Analysis
(SFMECA) into the Gaia-PL AOSE methodology to pdwvia structured
process in which software engineers can derive MESFA directly from the
assets of our Gaia-PL methodology

* Describing how the PL-SFTA and SFMECA can be useath va Bi-
Directional Safety Analysis (BDSA) to discover nawigsing safety
requirements, verify the safety analyses and dautiieito the safety case of a
safety-critical MAS

These results, as well as additional contributitmsupport the thesis statements, are

described in the remainder of this dissertation.
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1.5 OQOutline

Chapter 2 reviews related work in software proding-engineering, Agent-
Oriented Software Engineering (AOSE) and softwaaety analysis to provide the
necessary context and background information. Wtiadally discuss the differences
of the related work from the work presented here.

Chapter 3 describes the Prospecting Asteroid Mis@RAM) case study that is
used throughout this dissertation to illustrate avwdhluate our work. This chapter
provides the background information needed to wtded the domain and context of the
case study.

Chapter 4 details our Gaia-PL (Gaia — Product LIAQ)SE methodology for
designing and developing multi-agent system protines (MAS-PL). The methodology
produces reusable software engineering assetsasduiiding systems of the MAS-PL
can be done efficiently, in terms of developmergt@nd time. We evaluate Gaia-PL’s
ability to reduce the development cost of a MAStigh its application to the design and
development of a case study, and its comparisarsittg a different, non-product line,
approach.

Chapter 5 discusses our safety analysis technigoneégools for the analysis of
safety-critical software product lines. Specifigathis chapter describes our product-line
software fault tree analysis technique (PL-SFTAJ @s tool, PLFaultCAT We again
provide an evaluation of these safety analysisrtiegctes through an application to our
case study to illustrate their value as reusabfietysassets, ability to increase safety by
identifying new and missing safety requirements poténtial for reducing development
costs compared to a non-product line safety arsaggproach.

Finally, Chapter 6 offers conclusions, a discussibthe research’s contributions

and ideas for future work.
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CHAPTER 2. RELATED WORK

The work described in this dissertation builds ugba overlapping areas of
software product-line engineering, agent-orientefiwsare engineering and software
safety analysis. This chapter discusses the baghdranformation and related work in
these areas of software engineering and describksed concepts, techniques,
methodologies and tools that are related to the-B&i(Gaia-Product Line) methodology

and product-line software safety techniques deeslap this work.

2.1 Software Product-Line Engineering

A softwareproduct lineis defined as “a set of software-intensive systeheing
a common managed set of features that satisfypeeific needs of a particular market
segment or mission and that are developed frommanmmn set of core assets in a
prescribed way" [12]. The members of a particuladpct line differ from each other via
a set of allowed variabilities/variation points.

Softwareproduct-line engineerings a proactive and systematic approach for the
design and development of software applicationsréate an array of similar products
[12]. Software product-line engineering createsamily of products and relies on the
analysis of the commonalities and differences efritembers of the family prior to the
design or development of any software engineenmtitaets (i.e., during the requirements
engineering phase) [87]. The goal of software pcbdine engineering is to support the
systematic development of a set of similar softwarstems through by understanding,
controlling and managing their common, core charastics and their differing variation
points [12], [67].

Software product-line engineering is a widely atedpand active research field
in academia. Several academic textbooks solely cdesti to software product-

engineering exist including [12], [36], [67] and8]8 In addition, theSoftware Product
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Line Conference$75], the major conference of software producéliengineering, is
currently in its 11 cycle including more than a half-dozen associgteatuct-line
workshops.

Product-line engineering is also widely accepted @sed in industry, and in fact,
has been used for many years. For example, auttesphbirplanes, televisions, cellular
phones, etc. are product lines that people encoimtgaily life. Software product lines
have also begun to be adopted by industry. For pkgnhe Software Engineering
Institute (SEI) at Carnegie Mellon University hascagnized Hewlett Packard [82],
Nokia [39], Boeing [27], Philips [89], CelsiusTe8ystems [12] and others as members
of their Product Line Hall of Fame [68]. These ca@migs, and countless more, have
recognized the advantages of software productéingineering and have adapted its
approach as their development paradigm to offetoousrs a wide variety of products
while incurring reduced development effort.

The benefits of the product-line concept come fribra reuse of the common
requirements of the product line in the developnadrd new product-line member [76].
Thus, the assets gained from the initial engingeoh the product line, such as the
underlying architecture, requirements and safeglyaes and testing artifacts, can be at
least partially applied to any new product-line nbem For example, CelsiusTech
Systems claims to have reused up to 90% of theatasn the development of systems in
their shipboard command and control systems proliluet[12]. In this sense, product
line engineering allows for the amortization of tsos startup development and analysis
of the initial product line members over the depeh@nt of the entire product line. In
fact, studies suggest that the product-line engingeconcept can reduce the
development and production time as well as the alvepst and increase the product

quality by a factor of 10 times or more [74].
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The following subsections review the software pidine engineering terms,

techniques and tools relevant to this work.

2.1.1 Commonality and Variability Analysis

The analysis, design and documentation of commiynadnd variability
requirements play a crucial role in all phasesaffware product-line engineering [12].
Early in the development of a software product,liagproduct line’s requirements are
often identified and specified through a Commowgadind Variability Analysis (CVA).
The CVA, as detailed by Ardis and Weiss in [1] aiidiss and Lai in [88], provides a
comprehensive definition of the product line thedides a dictionary of terms, a list of
the commonalities, a list of the variabilities aadlist of parameters of variation.
Although not a part of the CVA as detailed in [1jhda [88], a list of
dependencies/constraints on the variabilities ef phoduct line may also be included.
The CVA technique aids in providing a software eegring artifact that details the
relevant domain definitions, the core set of praduaits and the scope of the product

line.

2.1.1.1 Commonalities

Pohl, Bockle and van der Linden define a produne lcommonalityas a
requirement that is identical in each member cdraily [67]. Similarly, Weiss and Lai
define a commonality as an “assumption that is taneall members of a family” [88].
Commonalities describe requirements of the entnedyrct line and contribute to the
development of the core assets of the producttfiaeare common to all members of the
product line. An example of a product-line commdgals “All widgets of the
WidgetFamily product line shall have four wheelShis means that, any product that is

built from the WidgetFamily product line must, woilt exceptions, have four wheels.
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Any product that does not abide by this requirenigrty definition, not a member of the

product line since it does not have this produst-kommonality.

2.1.1.2 Variabilities

Weiss and Lai define a product-lin@riability as “an assumption about how
members of a family may differ from each other” J[88ariabilities capture optional or
alternative features not contained in every menobéne product line and should capture
the anticipated variations of the product-line memiwer the “foreseeable lifetime of the
product line” [12]. An example product-line varibtyi is “The color of the products in
the WidgetFamily product line may vary”.

Variabilities also frequently have associated "paaters of variation” that detail
the degree to which the variability can occur [88he parameters of variation describe
the acceptable range of variation. Weiss and Lsciidae theparameters of variatiomas a
“quantification of a variability, including the diston represented by the variability, the
range of values allowed in making the decision, tihee at which the value for the
decision must be fixed, and a default value fordeeision” [88].

A variability's parameters of variation within eoduct line often fall into one of
three categories: Boolean parameters of variaioamerated parameters of variation, or
range parameters of variation. These categoriesparimeters of variation get
increasingly more difficult to analyze for safetg the complexity in the number of
choices increases. Boolean parameters of variaterihose variabilities that can either
be present within a product-line member or not.eAamerated parameter of variation is
any variability in which the product-line member shehoose from a relatively small list
of values for a particular variability.

A simple example of an enumerated parameter ofatran is "Widget X can

either be blue, green, red, or yellow". A range apaeter of variation are those
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variabilities in which the product-line member mistve a precise number associated
with the variability, where the number lies withime range of acceptable parameters of
variation specified in a Commonality and Varialilidnalysis (CVA). For example,
"Widget X may have between 1 and 100 user functiems simple range parameter of

variation.

2.1.1.3 Dependencies

A product-line dependency(i.e., constraint) restricts and/or dictates some
combinations of variability subsets from being Walproducts in the form of "mutual
exclusion” or "requires" variability dependenci@8]| [43]. A dependency requirement
can thus take the form "Any product-line membet tias Variability A can not also have
Variability B" or in the form "Any product-line melper that has Variability C must also
have Variability D". The first example indicatesatrany member of this product line is
restricted from displaying both behaviors A andABernatively, a dependency may also
be in the form “Any product-line member that hagigaility A with a value of ‘a’ can
not also have Variability B with a value of ‘b”. dpendency requirements can derive
from actual physical limits, undesired or infeasildombinations of behaviors, user
restrictions, or business decisions.

Dependency requirements are especially importanthfie hazard analysis of a
safety-critical product line and should be expljcdocumented. By reducing the subset
of potential viable products stemming from the prateine definition, we reduce the

scope of the needed hazard analysis.

2.1.2 Feature Modeling

An alternative or supplemental approach to defirargpftware product line is in
terms of its mandatory (i.e., required), optionad.( not required) and alternative (i.e.,

one or more from a list of alternatives is requjréghtures [36], [67]. Svahnberg, Gurp
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and Bosch define a feature as a “logical unit dfidséor that is specified by a set of
functional and quality requirements” [80]. A featumodel hierarchically defines the
mandatory, optional and alternative features ofaalyct line by breaking down a single,
high-level feature into its subfeatures. A prodatta product line is thus a set of the
mandatory features, a selection amongst the atteenfeatures and the desired optional
features. A child feature can only be present prauct of the product line if its parent

feature is also present.

2.1.3 Product-Line Engineering Phases

Weiss and Lai's Family-Oriented Abstraction, Speaifion and Translation
(FAST) approach is an approach for developing pcofamilies that was designed and
used at Lucent Technologies [88]. The FAST appraadiased on investing resources
proactively in the early design of a set of systémglentify their common and variable
parts [88], as advocated by Parnas in [61]. The FARproach advocates such a strategy
because they claim that the high investments afuregs in the early design stages are
amortized over the set of product-line members dénatproduced. Similarly, the time-to-
market and variety in the production of new prodweithin the product line will provide
the company with a competitive advantage [88].

The FAST approach for building software producesinutilizes the Commonality
and Variability Analysis (CVA) and partitions thesign and development of a product

line into two unigque phasedomain engineeringndapplication engineering

2.1.3.1 Domain Engineering

Pohl, Bockle and van der Linden defidemain engineerin@s “the process in
software product-line engineering in which the coomadity and the variability of the
product line are defined and realized” [67]. Thalgaf the domain engineering phase of

the FAST approach is to define the product-lineunegnents, design, architecture and
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other software engineering assets that pertairh@oentire product line, rather than a
single product-line member [88]. This process sepamarily on the knowledge and skill
of domain experts to produce such assets [12], [B7¢ purpose to make it possible to
produce members of a product line, during the appbn engineering phase, using the
assets generated during this phase. This is tlestiment phase that allows practitioners
to, during the application engineering phase, duickalize a wide variety of products

within the product line for a competitive advantage

2.1.3.2 Application Engineering

Pohl, Bockle and van der Linden defiapplication engineerings “the process
of software product-line engineering in which thgplications of the product line are
built by reusing domain artifacts and exploring fhveduct-line variability” [67]. The
goal of the application engineering phase of th&SFAapproach is build an individual
product-line member(s) from the product-line reguoients specified during the domain
engineering phase [88]. Building a new producthe product line during this phase
entails selecting values for all the parameters vafiation consistent with the

dependencies as detailed in the Commonality anchbility Analysis (CVA).

2.1.4 DECIMAL

Given a product-line’s commonalities, variabilitiasd dependencies as detailed
in a Commonality and Variability Analysis (CVA), aalid product-line member’s
requirements consists of the commonalities andlectsen of variabilities (and their
values) that conform to the dependencies for tloelyst line. To aid in automatically
checking the conformance of a product-line membea product line’s variabilities and
dependencies, Padmanabhan and Lutz developed DEKCINZecision Modeling
Application), a requirements validation tool to certthat a set of requirements for a

proposed product line member does not breach thendiencies of the product line [58],
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[59]. In addition, DECIMAL provides requirements geneers with the ability to
document the commonalities, variabilities and delpecies of a product line, define a
variability in terms of its parameters of variatiamd define a product-line member

through the choice of its variabilities (and thetues) [23], [58], [59].

2.1.5 Summary

Software product-line engineering is a rich, esthleld software design and
development field that has been shown be advaniagedhis approach relies on the
development of reusable, core assets that candekinishe design of a set of similar, yet
differing, software systems. The use of such reesaibre assets has been shown to
provide significant cost savings (i.e., developntent and cost) to the development of a
set of software systems.

The work described in this dissertation integrates software product-line
engineering approach described in this sectionh® development of agent-based
software systems, described in the following sectin addition, this dissertation
develops techniques and tools for the safety aisabfssoftware product lines built using

the concepts and approach described in this section

2.2 Agent-Oriented Software Engineering

The second area of related research that this rthse draws on is the
increasingly important design and development ditritiuted, agent-based software
systems. In addition to the increase in complejty], the demands and expectation
placed on modern software systems have signifigactitanged causing a new set of
challenges to be addressed by software engine¢d#pg Zambonelli, Jennings and
Wooldridge argue the following new characterisb€soday’s software systems:

By default are concurrent, distributed and expected interact with

components and services that are dynamically desealvat runtime
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» “Always-on” entities that can’t be stopped, maintd or restored in the
traditional ways
* Exist in an open, dynamic environment where new mament join, existing
components leave and the operating environmentaditons change in a,
possibly, unpredictable manner
One approach to address and accommodate these halenges in software
engineering is Agent-Oriented Software Enginee(®@SE) [40], [90], [92], [94]. The
AOSE methodology presented in this dissertationa®& (Gaia - Product Line) differs
from Gaia in that we integrate software producélengineering concepts into the Gaia
methodology allowing for software engineering tptcae the reuse potential of a MAS'’s
software engineering assets so that future systam$e built quickly and cheaply.
The following subsections review the AOSE termshteques and tools relevant

to this work.

2.2.1 Agents and Multi-Agent Systems

Agent-Oriented Software Engineering (AOSE) desigmg develops the agents of
a multi-agent system (MAS) to solve a problem. Vdodige defines amgentas “an
encapsulated computer system that is situatednire @mvironment, and that is capable of
flexible, autonomous action in that environmenionder to meet its design objectives”
[90]. Jennings and Wooldridge [40] and Zambonelknnings and Wooldridge [94]
classify several characteristics that comprisegamgs behavior:
* Problem solving entities that are clearly idenkfeg have well-defined
boundaries and interfaces
» Situated in a particular environment where theyenex inputs related to the
states of the environment via sensors and may @mt the environment via

their effectors
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» Have specific objectives (i.e., roles) to achiehattmay be explicitly or

implicitly represented within the agent

* Autonomous in that they have control of their intdrstate and their own

behavior

 Capable of exhibiting flexible, context-dependenproblem-solving

characteristics

» Able to respond to changes that occur in theirrement in a timely manner

so that they can satisfy their objectives (i.eactive)

» Able to opportunistically adopt new objectives weeer appropriate and take

the initiative to satisfy their goals (i.e., praae)

For most problems, a single-agent solution is iingeht and thus requires a
multiple-agent solution [40]. Zambonelli, Jenniragsd Wooldridge define multi-agent
system(MAS) as an application that is “designed and t@ped in terms of autonomous
software entities that can flexibly achieve théyjextives by interacting with one another
in terms of high-level protocols and terms” [94huE, AOSE’s objective is to provide
software engineers with the design methodologiedeteelop the agents of a MAS to

address the solution of a particular problem.

2.2.2 Agent-Oriented Software Engineering Methodol  ogies

Agent-oriented software engineering (AOSE) [91] moelologies surfaced in the
late-90's to provide tools and techniques for alesittg, modeling, analyzing and
designing agent-based software systems early idgtelopment lifecycle [79]. Different
methodologies, such as Gaia [6], [92], [94], Trof®]s[34] and MaSE [25] for example,
use different abstractions and models for agemrted software development. Recent
work has produced AOSE methodologies that focusthen reusability of software

engineering assets produced so that future systam$fe developed faster and cheaper.
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This section briefly details these methodologieshia context of the work presented in

this dissertation.

2.2.2.1 The Tropos and MaSE Methodologies

The Tropos Agent-Oriented Software Engineering (Ep$ethodology covers
all phases of software development (from early ireguents engineering to actual
implementation) and is based on the notions thahtsghave goals and plans [3], [34].
Based on Yu’'si* goal-modeling approach [93], Tropos focuses oneliging and
understanding the goals and subgoals of a systenthanagents of a system through the
creation of goal model diagrams [3], [34].

The Multiagent Systems Engineering (MaSE) AOSE wdtlogy utilizes
graphically based models derived from standard Uttidels to analyze the agents of a
software system [25]. Unlike Tropos, MaSE views tlevelopment of a multi-agent
system (MAS) as a further abstraction of the obpented (OO) paradigm and, thus, it
builds upon known OO techniques and applies thenméodesign and development of
MAS.

The work described here differs from both Tropod MaSE previous work in
that our methodology focuses on developing reusabsets rather than understanding
and developing the goals and subgoals of a MAS dsapos or adapting UML models
for MAS as in MaSE.

In addition, we adapt the Gaia AOSE methodologgduiésed in the next section)
for the development of MAS rather than using TropW®SE or any other AOSE

methodology.

2.2.2.2 The Gaia Methodology

The Gaia Agent-Oriented Software Engineering (AO&tEthodology was the

first methodology proposed in literature to guide process of designing and developing
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a multi-agent system (MAS) from the analysis phasthe design phase [6], [92], [94].
The Gaia methodology adopts a computational orgéinizal metaphor where each agent
within a MAS may play a variety of roles and wh#re agents cooperate with each other
to accomplish a common organizational goal [6]].[94
Briefly, the analysis phase of the design and dpraknt of a MAS in Gaia

methodology, shown in Figure 1 [94], concentratesspecifying the requirements and
specifications of the roles that an agent may gadte during its lifetime in a set of Role
Schemas. An Agent Model defines an agent by adsagithe roles, detailed in the Role

Schemas, that that agent may partake in.
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Figure 1 The Gaia Models and their Relationshipsf{om [94])
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The Gaia methodology was selected in this workséreral reasons. First, it was
the most mature AOSE methodology (i.e., it spaomfthe analysis phase to the design
phase of agent-based development). Second, it isstablished, well-published and
widely accepted methodology in the AOSE commurkipally, the Gaia methodology’s
development process and models best fit with thes@h of the software product-line
engineering, described in the previous section.

The AOSE methodology described here, Gaia-PL (G&aoduct Line) differs
from Gaia in that we integrate software producélengineering concepts into the Gaia
methodology allowing for software engineering tptcae the reuse potential of a MAS'’s
software engineering assets so that future systansbe built quickly and cheaply.
Further, Gaia-PL focuses on capturing the reusgloh the software engineering assets
developed during the design and development of é&M8ing a software product-line

engineering approach so that future systems cémiltequickly and easily.

2.2.2.3 Reuse-Oriented Methodologies

From its onset, one of the goals of Agent-Oriereftware Engineering (AOSE)
has been to provide methodologies for reusing aathtaining agent-based software
systems [85]. In spite of this goal, AOSE method@e have failed to adequately
capture the reuse potential, since many of the ldpgd methodologies center on the
development of specific software applications [34]few attempts, including [34] and
[38], have been proposed for reuse in an agentiede development environment.
However, in each case, reuse is positioned indtez ktages of design and development.
In [34], the Multi-Agent Application Engineering @AE) work exploits reuse during the
design phase of a multi-agent software system.wisge [38] utilizes reuse principles
from component-based development to reuse comp®riierh a previously developed

agent-based component repository.
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The work described here differs from previous wankthat we present an
approach, based on software product-line engingeton capture the reuse potential of
distributed, agent-based software systems in thein@ments analysis and specification

stage.

2.2.2.4 The MaCMAS Methodology

More recently, Pefia, Hinchey, Ruiz-Cortés and edi developed the
Methodology for analyzing Complex Multiagent Syste(MaCMAS) using a software
product-line engineering approach to build multeagsystem product lines(MAS-PL)
[62], [64], [65], [66]. Their AOSE methodology usé&BVL to model a MAS-PL and
focuses on handling the complexity of MAS-PL andding its core architecture [64].

The MaCMAS methodology, like the Gaia-PL (Gaia-RrctdLine) methodology
described in this work, utilizes a feature modeldimcument the commonalities and
variabilities of the MAS [64]. In addition, the MMAS methodology uses an automatic
algorithm to analyze the features (i.e., commowaditd variability requirements) of a
MAS-PL to partition the requirements as either camalities or variabilities based on
the probability that a feature will appear in aquot [64]. This information is then used
to determine which features should be includedygugieir approach, in the MAS-PL’s
core architecture [64]. For example, a feature ihatojected to be present in 60% of the
products of a particular MAS-PL will be includedtire MAS-PL’s core architecture.

The MaCMAS methodology incorporates and extendsiades of incorporating
software product-line engineering techniques in@S& originally reported in [19], [21].
The AOSE methodology, Gaia-PL, presented here dstam established, well-known
AOSE methodology, Gaia [6], [92], [94], by introdng software product-line
engineering concepts from an established, well-knewftware product-line engineering

approach, FAST [88]. Further, the Gaia-PL methogyplpresented in this dissertation
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and previously presented in [19] and [21] diffexeni that of MaCMAS in that we focus
on the reusability of the MAS-PL’s requirementgjuieements specifications and safety

analysis assets rather than the MAS-PL’s architectu

2.2.4 Summary

Agent-Oriented Software Engineering (AOSE) is awgng field in software
engineering for the design and development of ragént systems (MAS). AOSE
methodologies provide software engineers with #ahiiques to abstract, analyze and
design of MAS.

The work described in this dissertation integratssftware product-line
engineering approach into an AOSE methodology teld@ MAS product lines (MAS-
PL). In addition, this dissertation develops antégmates techniques and tools for the

safety analysis of MAS-PL.

2.3 Software Safety Analysis

A safety-critical system can directly or indirectgmpromise safety by placing a
system into a hazardous state causing the potdosal or damage of life, property,
information, mission, or environment [44]. Safetytical software systems are being
assimilated into our everyday lives in a vast raofjdomains and markets [51]. Safety-
critical software runs applications such as pacarsgkaircraft flight-control systems,
military weapons systems and nuclear power momiprsystems. Software safety
analysis aims at providing safety and software reegjis with the techniques and tools to
ensure the safety of such software applications.

Just as autonomous software products have causadesats, product-line
software applications have also contributed to stedphic losses. For example, the
Therac-25 medical system and the Ariane 5 lossae wecidents caused, in part, by

product-line engineering mistakes [44], [76]. Therkv described here is particularly
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aimed at providing safety analysis techniques &fety-critical product lines to prevent
such accidents.
The following subsections review software safetgl Hre software safety analysis

techniques relevant to this work.

2.3.1 Software Safety

The aim of software safety is to prevent accidéraagh the analysis possible
hazards in the software system. Leveson defa#éstyin a software system as “freedom
from accident or losses” [44]. An accident is amdasired and unplanned (but not
necessarily unexpected) event that results ine@st) a specified level of loss” [44]. A
hazard is a “state or set of conditions of a sysfenan object) that, together with other
conditions in the environment of the system (oreob); will lead inevitably to an

accident (loss event)” [44].

2.3.2 Software Safety Analysis Techniques

Software safety analysis techniques center onnhestigation of how software
can jeopardize or contribute to the safety of ysiesn [44]. The following subsections
describe three of the most common safety analgsliiques used by software engineers
on safety-critical software: Software Fault Treealsis (SFTA), Software Failure
Modes, Effects and Criticality Analysis (SFMECA)daBi-Directional Safety Analysis
(BDSA). These safety analysis techniques are usedhe work described in this

dissertation and are described next.

2.3.2.1 Software Fault Tree Analysis

Software Fault Tree Analysis (SFTA) is a traditibsafety analysis technique
that has proven to be an essential tool for sofvesugineers during the design phase of a

safety-critical software product [37], [44], [53K0]. SFTA is a tree-based top-down
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(deductive), backward search method utilizing Banléogic to depict the causal event
contributing to an undesirable event (the root nodlke analysis begins at the root node
with the engineer specifying a root node event. $adety-critical systems, the root node
of the tree will often represent a system-wideastbphic event taken from a preexisting
hazards list [44]. The hazard represented by tlo¢ node is hypothesized to have
occurred, and the engineer proceeds to determimeseéh of necessary preconditions
causing the root node. The set of possible caasegoined to the parent node by
standard logical relations represented via logitega@o describe their contributing

relation. This process continues through each lef/éhe constructed subtree until basic
events are reached or until the level of subsystetail is achieved [44].

However, traditional SFTA only considers the bebawf a single system rather
than the behaviors of the multiple systems of alpeb line, as of concern in this work.
Coppit and Sullivan in [13] and Pai and Dugan if®][@xamine dynamic SFTA to
represent multiple possible outcomes of a compofagnte, for example, depending on
whether a cold-spare, warm-spare or hot-spare coamas available. However, these
approaches still only describe single-system bemavather than the product-line
behavior of concern here.

Lu and Lutz presented the Fault Contribution Tremlsis (FTCA) approach in
[49]. Their approach, closely related to SFTA, gmas the safety and robustness of
safety-critical product lines in a reusable trée-Istructure. Using the FTCA approach,
software engineers can prune the FTCA for spepiociuct-line members. The Product-
Line Software Fault Tree Analysis (PL-SFTA) appfoatescribed in this work differs
from the FTCA approach in that we adopt the mormailfar SFTA for the use with
product lines and provide a tool in which develgpean create PL-SFTA’s and then

automatically derive the product-line members’ SEFA
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2.3.2.2 Software Failure Modes, Effects and Critadity Analysis

Failure Modes, Effects and Analysis (FMEA) is adtt@nal analysis technique
originally developed for reliability engineering b@ able to predict equipment reliability
with a goal to establish an overall probability tthiae product will operate without a
failure for a certain length of time [44]. Softwdrailure Modes, Effects and Criticality
Analysis (SFMECA) was adopted from FMEA and applied software-intensive
systems. SFMECA is a tabular (inductive), forwaedéd search technique that starts
with the failure of a software component or subsystind then looks at its effect on the
overall system [44]. SFMECA first lists all the cpanents comprising a system and their
associated failure modes. The possible causeslafefare listed and the effects on other
components or subsystems are evaluated and likdad with the consequence on the
system for each component's failure mode(s). Binall criticality assessment (e.g.,
minor, major, critical, catastrophic, etc.) is domnted to denote the seriousness of the
occurrence of such a failure. Like SFTA, SFMECAoidy as good as the domain and
system expertise of the analyst. Note that SFME@A Software Failure Modes and
Effects Analysis (SFMEA) are identical except tIi@MEA does not evaluate and
document the criticality of a failure.

In [53], Lutz and Woodhouse provide a list of genéailure-mode guidewords to
aid in the process of constructing a SFMECA fotufais in data communication and
event processing. These guidewords, when apptietheé failure of a component or
subsystem, help engineers systematize the protekteymining the possible effects of
each failure mode on other components of the systatmcould lead to a hazard(s). For
data failures, Lutz and Woodhouse propose thevidhig keywords to guide the analysis
to construct a SFMECA table: “incorrect value”, $aint value”, “wrong timing” and

“duplicated value”; likewise, for event failures,uiz and Woodhouse propose the
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following keywords to guide the analysis to constra SFMECA table: “halt/abnormal
termination”, “omission”, “incorrect logic/event’ha “timing/order” [53].

In [32], Feng and Lutz detail the creation of aduct-line SFMEA by using the
SFMEA analysis and additionally including an entyyspecific which for which product
the current failure mode and its effects are belogumented. We follow Feng and Lutz
[32] in this work by partitioning the SFMECA intepgarate analyses on the data and
events.

However, the work described here differs in thadrovides a structured process
to create and document a SFMECA table for a mgkird system product line (MAS-
PL) using the Gaia-PL agent-oriented software eswging methodology rather than a

general product line.

2.3.2.3 Bi-Directional Safety Analysis

The results of a forward search, such as a Softwarere Modes Effects and
Criticality Analysis (SFMECA), and a backward sdgrsuch as a Software Fault Tree
Analysis (SFTA), will not necessarily be the samwien times both types are utilized in
the safety analysis of a safety-critical system].[44itz and Woodhouse developed the
Bi-Directional Safety Analysis (BDSA) approach tontbine the advantages of the
forward and backward search techniques [53]. ®hedrd and backward techniques can
be viewed as complementary since the output ofdiveard technique (i.e., the potential
system-wide hazards) should match-up with the mpmit the backward technique.
Similarly, the output of the backward technique.(ithe low-level, local errors that cause
a system-wide hazard) should match-up with the tsyofi the forward technique [44].
For example, we can verify the completeness ofSIR€A by ensuring that every unique
hazard listed in the SFMECA table with a particdrel of criticality or higher (e.qg.,

major criticality) is a root node within one of tfault trees of the SFTA.
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In [32], Feng and Lutz utilize a BDSA to discovacempleteness in the SFMEA
and SFTA of a safety-critical product line. In [52utz and Gannod specify a telescope
subsystem as a product family and incorporates BD®BA identify additional
requirements.  Similarly, in [53], Lutz, Helmer, BEman, Statezni and Tockey
performed a forward and backward search for hazandsepresentative members of a
flight instrumentation display product family in pes of deriving additional safety
requirements.

In this work, however, the BDSA is adapted for thee of multi-agent system
product lines (MAS-PL) to discover incompletenasshe SFMECA and a Product-Line
Software Fault Tree Analysis (PL-SFTA), demonstrabe compliance to safety
standards of a MAS-PL by verifying its safety regments and enable the reuse of

safety certification arguments for the MAS-PL.

2.3.3 Summary

Software safety analysis techniques provide sof#weamgineers with the tools
necessary to identify, analyze and verify the gafetjuirements of software-critical
software systems. Software safety analysis teclesigse different approaches to analyze
the causes of a system accident and possible tsaabedsystem failure.

The work described in this dissertation developsdpct-line safety analysis
techniques and tools for safety-critical producte$i. In addition, this dissertation
develops and integrates these safety analysisitp@®and tools for the safety analysis

of multi-agent system product lines (MAS-PL).
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CHAPTER 3. CASE STUDY: THE PROSPECTING ASTEROID
MISSION

The work described in this dissertation is illustth and evaluated using the
Prospecting Asteroid Mission (PAM), a NASA AutonamsoNano-Technology Swarm
(ANTS) mission [9], [14], [15], [64], [65], [68],71], [77], [83], [84]. Like the ANTS-
based mission, the PAM spacecraft can be viewedl asilti-agent system product line
(MAS-PL) [64], [65], [66]. From a product-line emggering perspective, the similarities
in requirements that are to be found on every spafteof the PAM swarm (e.g., the
navigation and guidance capabilities, the preventiocollisions capability, the ability to
warn other spacecraft of an impending solar st@tm) can be viewed as product-line
commonality requirements.

As described in Chapter 4, the application of alpod-line engineering approach
to this MAS using our AOSE methodology, Gaia-PL i@Ga product line) utilizes
reusable, core assets to reduce the development effjuired. This chapter introduces
the ANTS mission as well as the PAM mission to mevnecessary context and

background information.

3.1 The Autonomous Nano-Technology Swam Mission

The Autonomous Nano-Technology Swarm (ANTS) is a9%Aconcept mission
in the 2015-2030 timeframe that entails a collectd agents that work cooperatively,
and autonomously to achieve mission goals [68]. ptmwosed ANTS technology is a
system architecture for scalable, robust and higldyributed systems, and it has been
proposed to be used in an family of missions (emith differing objectives and goals),
shown in Figure 2, to explore our solar system [B4], [15], [64], [68], [71], [77], [83],
[84]. For example, the wide range of ANTS-basedsioiss include a swarm of flight-

based spacecraft to orbit Saturn and investigaectimposition of Saturn’s rings [10]
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and to travel amongst the asteroid belt betweensMerd Jupiter to investigate the
composition of asteroids [9], [14], [15], [83], [Btb ground-based spacecraft to look for
ice or volcanic material just beneath the surfacéviars [14]. In addition to the NASA-
proposed, ANTS-based missions, shown in Figuréh@,United States Department of
Defense has shown interest in exploring similar ANJased systems using autonomous
technologies for the investigation of extreme emwiments on Earth and for underwater
exploration [77].

The ANTS architecture will be based on autonomaedf-addressable, self
configuring components that will have the followikgy aspects [14]:

* Independent, specialized elements

* Multi-level intelligent, autonomous behavior

* Organization via a social insect analogy

ANTS-based
spacecraft
Flight-based Ground-based
ANTS spacecraft ANTS spacecraft
Y Y
Mars ANTS Prospectin Saturn wander
Resource Survey pecting ) Amorphous
Missi Asteroid Mission Autonomous Ring Rover Antenna
[SSEE PAM) Array (SARA)
(ANTS/MARS) ( Y (LARA)
Martian-based Lunar-based
Lander Lander
Amarphous Amaorphous
Rower Antenna Rover Antenna
(LARA) (LARA)

Figure 2 The Family of NASA’s Proposed ANTS-Basellissions
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Some of the components of the architecture willsestnof common subsystems
that all spacecraft must have (e.qg., inter-spaftecoaaxmunication components, guidance
and navigation components, etc.) and some compeispetcialized to a small subset of
the spacecraft (e.g., X-ray spectrometer compoheniais, the architecture is designed
particularly for highly autonomous spacecraft eagecialized to perform a specific
mission function [14], [15], [68].

The autonomy required by ANTS-based missions wiljuire each spacecraft to
have the ability to be self-configuring, self-heaglj self-optimizing and self-protecting
[77]. Briefly, self-configuring behavior in ANTS-bad missions is needed since the
nature and objectives of the mission may changd¢inas progresses. For example,
new/different science goals may need to be invastdydepending on collected data or
the current surrounding environment. Self-healiagneeded to allow a spacecraft to
autonomously discover and recover from malfuncti@g., the spacecraft’'s memory is
corrupted as a result from exposure to solar radipand be able to continue to perform
scientific operations. Self-optimization in ANTSdeal spacecraft is desired so that
specialized spacecraft (e.g., a spacecraft wittagnetometer) are able to optimize their
abilities to perform their scientific objectivesdalearn how they can better achieve their
scientific goals through their learning from thespaxperiences. Finally, self-protection
is needed in each ANTS-based spacecraft so thatpheecraft can prevent itself from
harmful situations (e.g., collisions with other eperaft, radiation from solar storms,
etc.).

While these behaviors will have many similaritiesrass all ANTS-based
missions (e.g., all ANTS-based spacecraft will bE-grotecting by avoiding collisions
with other spacecraft), the specific autonomic praps will very depending on the

specific mission and the specific objective of acgeraft (e.g., some spacecraft of the
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ANTS-based mission to explore Saturn’s rings shallable to optimize their near-
infrared spectrometer to be able to better charaetéhe ring’s composition) [77].

The similarities in the characteristics, behaviad aequirements amongst the
proposed ANTS-based systems, shown in Figure 2)esiig that adopting a product-line
engineering approach may be advantageous in thensysdevelopment since portions
of the software engineering assets can be reusedsaseveral missions [64], [65], [66].
Using a product-line engineering approach, commamponents (e.g., the navigation
and guidance components and the collision avoidaongonents of flight-based ANTS
systems) can be viewed as product-line commonaliémilarly, components particular
to only some of the ANTS-based spacecraft (e.draned radiometer components for
spacecraft specialized to investigate a planetstaraid’s Regolith characterization) can
be considered as product-line variabilities. Thhg, family of ANTS-based spacecraft
could be built as a multi-agent systems produd@-{NAS-PL), as proposed by Pefa,
Hinchey, Ruiz-Cortés and Trinidad [64], [65], [66].

In this work, we concentrate on a single ANTS-basesssion, the Prospecting
Asteroid Mission (PAM) [71], [77], [83], [84], asMAS-PL to illustrate and evaluate our
approach. In the following section, the PAM ANTSsbd mission is described to provide
background and context to the examples and casty gitesented throughout the

remainder of this dissertation.

3.2 The Prospecting Asteroid Mission

The Prospecting Asteroid Mission (PAM) is a curkerd 2020-2025 NASA
concept mission lasting 5-10 years based on therfubous Nano-Technology Swarm
(ANTS) technology to explore the asteroid belt kew Mars and Jupiter [71], [77], [83],
[84]. The proposed PAM mission will consist of up1,000 pico-spacecraft (spacecraft

weighing less than 1 kilogram) that will autonomlgufrm subswarms to investigate
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asteroids of interest in the asteroid belt. Inipalar, the PAM spacecraft’s objective is to
search for asteroids that have characteristicscatidig that they have resources and
material with astrobiologically relevant originsdafeatures. Except for a spacecraft’s
scientific instrumentation specialties, each PAMcgzraft will have identical hardware.

Each PAM spacecraft will be designated deaaler (sometimes calledulers), a
messengeor aworker [15], [68], [71], [83], [84]. A spacecraft tasked aleader will
determine the types of asteroids and data the enissiinterested in and will coordinate
the efforts of other spacecraft, in particuhaorker spacecratft, to investigate asteroids to
satisfy mission objectives. A spacecraft designatsda messengerlis tasked with
coordinating the communication messages betweerwtr&er spacecraft, théeader
spacecraft and the Earth. In addition, thessengespacecraft will, along with theader
spacecraft, maintain the position and trajectoria dd all spacecraft in the swarm as a
requirement for intra-spacecraft communicatigvorker spacecraft will each contain a
single specialized, onboard scientific instrument e tasked to perform scientific
investigation particular its specialized equipmeiitypes of specialized, onboard
scientific instruments thaworker spacecraft will contain for the PAM mission inckud
spectrometers, altimeters, magnetometers and eafradiometers.

Currently, there are nine proposed specializedrunstnts, shown in Table 1,
each designated with its own unique objective endkploration of an asteroid [15], [68],
[71], [83], [84]. Of the approximately 1,000 spaxat proposed for the PAM mission,
approximately 80% will bavorker spacecraft and the remaining 20% will be equally
divided amongst theeaderand messengespacecraft. Thus, for each type of spacecraft
there will be a great amount of redundancy sinceSNArojects that 60%-70% of the
PAM spacecraft will be lost over the duration oé tmission due to failures, collisions,

etc.
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Table 1 Types of Specialized Instruments fowWorker Spacecraft

Worker Specialization Primary Obijective

Visible Imager Asteroid detection, 3D modeling, Rigeology

Near-Infrared Spectrometer Mineral abundance mappin

X-ray Spectrometer Major element/volatile abundameg@ping

Gamma-ray Spectrometer Heavy element/volatile aducel mapping

Neutron Spectrometer Heavy element/volatile abucelamapping

Altimeter Shape detection, 3D modeling, Topography,
Geomorphology

Radio Science/Magnetometer Gravity/Magnetic fietdgoping, Interior
characterization, 3D modeling

Radio Sounder/Infrared Regolith characterization

Radiometer

Neutral Mass Spectrometer Volatile characterization

To explore the asteroids within the asteroid b#ie PAM spacecraft will
autonomously form subswarms of approximately 10fcspraft, thus forming around 10
subswarms [15], [68], [71], [83], [84]. Each subsmawill spend approximately one
month investigating a single asteroid and will gehsf severaleader and messenger
spacecraft, and the majority of the subswarm vaWorker spacecraft, of which, several
of each instrument specialization will present wrery subswarm. The heterogeneous
spacecraft of a subswarm will work together to fartvirtual instrument” to investigate
an asteroid by combining the data discovered byh eait the specializedvorker
spacecraft to form a single model of the asteriaport to mission control on Earth.

A typical scenario of a PAM subswarm to exploreaateroid within the asteroid

belt may be as follows [71]:
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The leader spacecraft of a subswarm will contain models ef types of
science that should be performed. Parts of thisainaede communicated to
messengespacecraft so that thmessengespacecraft can relay it to tieorker
spacecraft of the subswarm. Upon receiving a mofdethat kind of science shall
be investigated on an asteroid, therker spacecraft shall take measurements of
the asteroid using whatever specialized onboartluiments they have until the
collected data of the subswarmi®rker spacecraft fulfills the model sent by the
leaderspacecratt.

The data will then be sent ton@essengespacecraft which will then relay
it to theleaderspacecraft of the subswarm. If this data matchesharacteristics
that the leader spacecraft believe should be further investigathe, leader
spacecraft will command somworker spacecraft equipped with imaging
instruments to determine the exact location, sizé shape of the asteroid to
create a rough model of the asteroid prior to theal of other spacecraft so that
they can have a model for maneuvering around ttezad and avoid collisions.
Other spacecraft would then work together to filtnmodel and mapping of the

asteroid. This process is partially illustratedrigure 3.

From this scenario, the PAM spacecraft can be \delwerarchically as acting as
a team of teams where some teams last longer thansasince the scientific capabilities
of spacecraft differ and because each team is terjyodedicated to a specific task or
objective [15], [68], [71], [83], [84].

In terms of safety, an ANTS requirement, which mhat for the PAM mission,
calls forno single-point failures[15], [68], [71], [83], [84]. This implies that #re must
not be a single, centri@ader spacecraft that commands the entire swarm, thuseed
for high redundancy in the spacecraft and in tharswto ensure, for example, that there

is not a singléeaderspacecraft responsible for commanding the entigers.
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Figure 3 PAM Spacecraft Exploring the Asteroid Bdl (from [77])

Additionally, the extreme conditions of space wicessitate other safety-critical
requirements to be placed on PAM spacecraft todatiazardous situations [15], [68],
[71], [83], [84]. One such situation is that the MAspacecraft will need to protect
themselves from the solar radiation present duarsplar storm. To protect the swarm
from solar radiation, some spacecraft will be taske addition to their other objectives,
to monitor the solar disc for an impending solarmst To meet the no-single point failure
requirement, several spacecraft will be tasked wmtbnitoring the solar disc for an

impending solar storm.
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However, not all of these spacecraft will be adyivaonitoring the solar disc
although they all have the capability. Rather, sapacecraft will switch from not
monitoring the solar disc to actively monitoringtholar disc when it is determined that
the swarm requires additional monitoring spacecfafty., when previous spacecraft
monitoring the solar disc have been lost due tturi collision, etc.). When a solar
storm is detected, this spacecraft will warn thérerswarm to take protective measures.
A PAM spacecraft receiving such a warning will seltnis message to other nearby
spacecraft and may power down its subsystems andsusolar sail as a shield to protect
itself from the harmful effects of solar radiation.

To preserve mission-critical requirements (i.ee gwarm’s ability to pursue
scientific goals and report their findings), aduhi@al capabilities will be given to some
spacecraft of the PAM swarm to achieve redundamndiieaswarm level. Similar to the
ability that some spacecraft will go from not monihg the solar disc for impending
solar storms to actively monitoring it, some spaatcmay be able to switch from a
leader spacecraft to anessengespacecraft or vice versa if conditions of the swar
determine that additionahessengeispacecraft oleader spacecraft, respectfully, are
needed to due the loss or failure of spacecralft [68], [71], [83], [84].

Like the ANTS-based mission, the PAM spacecraft banviewed as a multi-
agent system product line (MAS-PL) [64], [65], [66Jrom a product-line engineering
perspective, the similarities in requirements tua to be found on every spacecraft of
the PAM swarm (e.g., the navigation and guidancpalbdities, the prevention of
collisions capability, the ability to warn otheraggcraft of an impending solar storm,
etc.) can be viewed as product-line commonalityiregnents. Similarly, the differences
amongst the spacecraft of the PAM swarm (e.g.,differing requirements between
leader, messengeandworker spacecraft, the ability of some spacecraft to meorthe

solar disc for impending solar storms, the abibfysomemessengespacecraft to be
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upgraded to deader spacecraft, etc.) can be considered as produtyariability
requirements.

This work uses NASA’'s ANTS-based PAM mission asaaecstudy throughout
the remainder of this dissertation to motivatejsitate and evaluate our Agent-Oriented
Software Engineering (AOSE) methodology, Gaia-Phi& Product Line), to construct
a MAS-PL so that its software engineering assets lwa reused when building new
systems. Chapter 4 describes the reduction in ekieldpment effort required as a result
of the application of a product-line engineering@ach using Gaia-PL to this MAS.

Further, we use the PAM mission described in th&pter to motivate, illustrate
and evaluate our product-line safety analysis teglas ability to evaluate and improve
the safety of a MAS-PL in a way that the producaféty analysis assets are reusable for
future systems. Chapter 5 details the product$iafety analysis techniques and tools
ability to identify, analyze and verify the safeqguirements of the PAM mission. In
addition, we evaluate safety analyses value asupmgd reusable safety artifacts and
their ability to reduce development costs compaeed non-product line safety analysis

approach.
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CHAPTER 4. DEVELOPING MULTI-AGENT SYSTEM PRODUCT
LINES USING THE GAIA-PL METHODOLOGY *

Chapter 1 stated as a thesis that an Agent-OrieSuéitvare Engineering (AOSE)
methodology can be devised to enhance the reusieeinlesign and development of a
safety-critical, multi-agent system (MAS) by incorpting software product-line
engineering principles to develop reusable softwamgineering assets in a way that
allows software engineers to take advantage ofr¢lusable assets to create a MAS.
Based on the foundation of background informatiow aelated research given in
Chapters 1 and 2, this chapter describes our Qaig=Ria — Product Line) AOSE
methodology to design and develop multi-agent syspeoduct lines (MAS-P?)using
software product-line principles. This chapter detahow to develop reusable
requirement specifications for a MAS-PL and themsee them for initial system
development as well as during evolution. To illasér and evaluate our Gaia-PL
methodology, we use the Prospecting Asteroid MisgAM) case study described in

Chapter 3.

! This chapter extends our previous work that hgeared in papers at t2605 International Conference
on Software Engineering Workshop on Software Emging for Large-Scale, Multi-Agent Systems
(SELMAS’05), a 2006 chapter iBoftware Engineering for Multi-Agent Systems I\Vgtlue Notes In
Computer Scienceo-authored with Robyn R. Lutz as well as a foothing book chapter entitle€urrent
Research in Multi-Agent System Product Lines (MAj-8o-authored with Joaquin Pefia, Antonio Ruiz-
Cortes, Michael Hinchey and Robyn R. Lutz.

2The term multi-agent system product line (MAS-Rids coined by Joaquin Pefia, Michael Hinchey,
Antonio Ruiz-Cortes and Pablo Trinidad for what previously called product-line, multi-agent systems
(PL-MAS).

www.manaraa.com



a7

4.1 Integrating Software Product-Line Engineering Principles
into the Gaia Methodology

This section examines the need for the integrabbrsoftware product-line
engineering principles into the design and develampmof MAS and describes our
approach of using an agent’'s variation points asmexhanism to include software

product-line engineering principles into our GalafRethodology.

4.1.1 The Need for Reuse in Developing Multi-Agent ~ Systems

Reuse is highly desirable in software engineersi@ avay to reduce the cost of
the design and development of software. Softwasear¢éechnologies have been a driving
force in significantly reducing both the time andst of software requirements
specification, development, maintenance and evaiutndustry's continuous demand for
shorter software development cycles and lower soBwcosts encourages software
development methodologies to exploit software rguseiples whenever possible.

Agent-Oriented Software Engineering (AOSE) methodms have provided
software engineers with the mechanisms to undetstarodel and develop complex
multi-agent systems (MAS). From its onset, one hed goals of AOSE has been to
provide methodologies for reusing and maintainiggrd-based software systems [85].
Despite this, no methodology has provided softvesgineers with the reuse mechanisms
at an early stage in the software developmentclige (i.e., requirement specification
phase). The realization of MAS development paitidkpends upon whether AOSE can
achieve reductions in development time and costpeoable to other reuse-conscious
software development methods [7].

Software product-line engineering, discussed inp@#ra2, is one such reuse
technology that supports the systematic developmieatset of similar software systems

by understanding, controlling and managing themewn, core characteristics and their
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differing variation points [12], [67]. The benefitd the product-line concept come from
the reuse of the common requirements of the proliuetin the development of a new
product-line member [76]. Thus, the assets gaimerh fthe initial engineering of the
product line can be at least partially appliedrnig aew product-line member.

The Gaia-PL methodology provides a requirementsciBpation pattern to
capture the dynamically changing design configoreti of agents and reuse the
requirement specifications for future similar sys$e This is achieved by adopting a
product-line approach into AOSE by capturing thenaiyically changing design
configurations of agents as product-line variatoints and reusing them for future
systems. The use of variation points in Gaia-PLtlierdesign and development of MAS

is discussed in the following section.

4.1.2 Using Variation Points in Multi-Agent System s

The Gaia methodology centers on defining an agased upon the role(s) that it
can assume during its lifetime [92], [94]. EacHei® requirements specification is
defined by its protocols (i.e., defines how agemseract), activities (i.e., the
computations associated with the role that canxieelged without interacting with other
agents), permissions (i.e., the information resesirihat the role can read, change and
generate) and responsibilities (i.e., the livenard safety properties the role must
ensure).

However, Gaia has three limitations of interestthie work presented in this
dissertation. First, although Gaia provides a meidma to allow the role of an agent to
change dynamically, it is unclear how to documemerd requirements specifications
during the analysis and design phases when an agesit be updated to include new
functionality. Second, the design of an agent imaGanot hierarchical [42]. That is, the

roles of an agent are coarsely defined allowirttelitexibility (i.e., little opportunity for
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reuse) for similar, yet slightly different behavior the same role in different agents.
Third, the Gaia methodology fails to provide a naubm by which the requirements
specification templates developed during the amalyase can be reused to be
incorporated into the current system or to builsheav, similar but slightly different
system.

Gaia-PL addresses these limitations by introducragation pointsinto the
design and development of MAS. Product-line engingeuses variation points to
capture the allowed differences amongst membemngelg to the same product family.
For Gaia-PL, we define the variation points fopadfic role of an agent as the differing
protocols, activities, permissions and responsiédi available to that role. Variation
points typically stem from the grouping of the puotlline variabilities defined in the
Commonality and Variability Analysis (CVA), discessin Section 2.1.1, documented as
part of the output of the Requirements Documentgbioase of Gaia-PL, discussed in the
next section.

The introduction of variation points in Gaia-PL agkes the limitations of Gaia
by allowing the software engineer to define a nolth greater flexibility and partition
some functionality of a role depending on the agesm system’s current configuration.
The variation point notion is important becauseaitls in capturing the different

arrangements of agents and promotes reuse.

4.1.2.1 Variation Points

Variation points are added with the Gaia charagties of a role [92], [94]. This
allows Gaia-PL to leverage a product-line-like perdive to maximize reuse among
software products that share a great many simdaramongst each other and differ by
only a few variations. In the following paragrapagamples of variation points are given

to illustrate this.
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From previous work [19] [21], we have shown thatimuportant way to classify
variation points for an agent of a MAS is basedttms varying intelligence levels for a
specific role. For example, in the TechSat21 stgetonstellation [8], [73], a cancelled
NASA-proposed, agent-based, satellite constellabomparable to the Prospecting
Asteroid Mission (PAM) case study used in this esgtion, variation points for a role
were ordered in terms of increasing intelligencelg, 14 through 11, defined as follows:

* 14:the role is able to receive and execute commmand

* 13: the role is able to participate in local plampiactivities pertinent to the

role as well as receive and execute commands

* 12: the role is able participate in local planniagd interaction activities

pertinent to the role, contains partial clusteriktezlge related to the role’s
objective as well as receive and execute commands

* I1: the role is able participate in cluster-levdarming and interaction

activities pertinent to the role, contains full ster-knowledge related to the
role’s objective as well as receive and executermands

Thus, in this example, as a role in a TechSAT2¢&llgat is promoted to a higher
intelligence level (from I3 to 12, for example) thenfiguration of the agent dynamically
changes by incorporating additional protocols, \aots, permissions and/or
responsibilities. The reverse occurs when a roldeimoted from a higher intelligence
level to a lower intelligence level (from 12 to Iy example). Using this construct, our
notion ofan agent’s role may have one or more variation f®in

The actual decision as to which features to grmgether and how to classify
each variation point is domain and/or applicatipacdfic and is not covered in this work.
Rather, we assume that domain experts group thabildres listed into variation points
so that they can be used during the analysis pbés&aia-PL. However, in the

application of Gaia-PL to the PAM case study, wenfd that the variation points were
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intuitively identifiable from the functionality desbed in the variability requirements of
the differing spacecratft.

The variation points will initially be fixed uponegloyment of the MAS based
upon the software and hardware facilities availablthe agent as well as the role's goal.
At deployment a default variation point for eackeris set. During execution, a role may
change its variation point (e.g., intelligence Igvbased upon its internal state,
commands from external sources or the environment.

Alternatively, within a distributed, agent-basedstsyn, it is not likely that the
same set of variation points will be included ity gwven role throughout the entire MAS
[19]. Thus, from a product-line engineering persive¢ we can view the set of roles
containing different role/variation point combirais as a product line. The set of roles
and dynamic variation points an agent containssisonfiguration

For example, in a small case study on the appticatif an earlier version of
Gaia-PL to the TechSAT21 case study we performdd9h[21], the intelligence levels
listed above describe the variation points forla tbat was tasked to perform allocation
planning for the TechSAT21 satellites to equalize ftuel use across the entire cluster.
Any agent with this role would be assigned a vamapoint based on the intelligence
level, 14-11, it is capable of assuming duringlitstime. One agent may be assigned an 14
intelligence level for this variation point. Thisyplies that this specific agent can never
increase its intelligence level (i.e., be upgraded) higher. However, an agent assigned
with an 12 intelligence level for this role’s vati@n point has the configuration so that, at
any point in its lifetime, it may be operating aétl4, 13 or 12 intelligence level. This may
be useful for systems that require redundancyekample, the agent assigned with an 12
intelligence level for this role’s variation poinhay primarily operate at the 13

intelligence level and only be upgraded to the rielligence level if it is needed to
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assume the planning for another agent operatirigeat2 level that is failing, has been
damaged or needs replacement.

The intelligence level variation point of this exale will not be universal to all
agent-based, distributed systems. Variation pangsparticular to each application and,
indeed, particular to each role. For example, otfagration points could include active,
passive; hot-spare, cold-spare; etc.

For the PAM case study used in this dissertati@veral different types of
variation points were identified for the variouse® of the spacecraft (i.e., agent). Note
that for the PAM case study, we define agentat the spacecraft-level. This follows
other work on PAM by Pefia, Hinchey, Ruiz-Cortés dmohidad in [63] [64]. This
additionally follows our previous work in applyin@aia-PL to the TechSAT21 case
study in [19] [21] and other work by Das, Krikorisaand Truszkowski in [16] and
Schetter, Campbell and Surka in [73].

In the PAM case study, one of the important vasrapoints we identified for the
roles of an agent as based on whether the space@afto be deader, messengeor
worker spacecratft for the PAM swarm. For some roleswmidentified in the PAM case
study, further described in Section 4.2, functiggalill slightly differ depending on
what kind of spacecratft it is (i.deader, messengeor workern. However, despite the
slight differences in functionality, a majority dhe functionality will be common
regardless of what kind of spacecratft it is. Faaraple, each PAM spacecraft will have a
Self-Optimizerrole that is tasked with improving its ability tdentify, explore and
communicate data of an asteroid. While some funatity of this role will be common
to all types of PAM spacecraft (e.g., the abilityeck the spacecraft’'s current power
consumption, check the status of the solar sadlgutate the spacecraft's position and
current velocity, etc.), other functionality of tBelf-Optimizerole will be tailored to the

type of spacecraft. For exampldeaderspacecraft will additionally require functionality
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continuously optimize its ability to decide whah#éis of asteroid to investigate past on
recent historical data. Furtherwerker spacecraft will additionally require functionality
to be able to optimize the use of its onboard, igfized scientific instrument via
repositioning itself, altering its scientific goatc. Finally, amessengespacecraft will
additionally require functionality in th&elf-Optimizerrole to be able to optimize its
facilitation of the swarm’s communication network deeciding what messages should be
sent to other spacecraft, repositioning itself éstbcommunicate with other spacecratft,
etc. In this case, all PAM spacecraft will share doammon functionalities for th&elf-
Optimizerrole and will then be further specialized with #ppropriate, extende8elf-
Optimizer role variation point depending on what type of cgmaaft it is. Note that
requirement specifications for ti&elf-Optimizerole, and all other roles of the PAM case
study, can be found in the Gaia-PL Role Schemgedlim Appendix D.

Besides defining the variation points of a role &PAM spacecraft based on the
type of spacecraft that it is (i.dgader messengeor worker, we found that other
variation points could be defined for other rolEer example, deader spacecraft of the
PAM swarm will have a role calletleaderPlannerthat is tasked with managing,
planning and coordinating the spacecraft of a PAlldssvarm so that the subswarm can
effectively pursue and satisfy system-wide andvigdial scientific goals. For this role,
we identified the variation points as follows:

» Passive: Acts as a backup to verify/double-check tommands and
calculations of a spacecraft withLaaderPlannerole acting with
the “active” variation point; does not actually cmand spacecratft,
only calculates, verifies the actions to be perfedm

» Active: Able to command the spacecraft of a PANMaSN regarding its plan

to coordinate that spacecraft regarding their pursti scientific
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goals; request from “passive” LeaderPlannes
verification/agreement on its calculated strategy
In this role, d_eaderspacecraft'd eaderPlannerrole will be configured as either passive
only or both passive and active. Againl.@aderPlannerole configured with both the
passive and active variation points may only assangof the variation points at a time.
This may be useful in the event that.@ader spacecraft acting as a backup (i.e., the
spacecraft'd eaderPlannerole acting at the “passive” variation point altigh it is also
capable of the “active” variation point) needs $swame an “activel.eaderPlannerole
if anotherLeaderhas failed.

However, not every role that can be defined foragent will necessarily have
variation points. For those roles that have noatemns amongst the agents of a MAS, no
variation points should be defined. This implieatfifor any agent with a role that has no
defined variation points, the functionality will béentical. To accommodate this, Gaia-
PL does not require defined variation points foergwole and, rather, follows the Gaia
approach for those roles without identified vagatpoints.

In the PAM case study, for example, one such was theNavigatorrole. This
role is tasked with providing the PAM spacecrafthwthe functionality to maneuver itself
in space using its solar sail. This functionality required in all PAM spacecraft
identically regardless of the type of spacecraft. (leader, messengeor worker or any

other possible variations.

4.1.2.2 Binding Time in Variation Points

For every variation point identified, kinding timeis associated to it which
defines the time at which the variation point coblel assumed by a role. Potential

binding times include design-time, specificatiomi configuration-time and run-time.
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In the case of our PAM case study, most of theiboptimes were at design-time.
For example, th&elf-Optimizerole’s variation points oLeader Messengenr Worker
must be decided for a specific PAM spacecraft wiile being designed. Thus, designers
would have to integrate the functionality assodatéth the chosen variation point with
the common functionality to theelf-Optimizerole found in all spacecratft.

For theLeaderPlannerole, however, the binding time is not straightward.
The decision for whether a spacecraft with lte@aderPlannerole should have only the
“passive” variation point or both the “passive” diagtive” variation point must be done
at design time. Yet, for thoseeaderPlannerroles that have both the “passive” and
“active” variation points, the ability to switchdim “passive” to “active” or vice versa,
based on its own decision or on a command receigedpne at runtime. Thus, the
decision for the possible configurations of thisiaton point is decided upon at design-
time, the ability for the spacecraft to alter itsnfiguration for this variation point is at
runtime.

In the application of the Gaia-PL methodology te #AM case study, we found
that the binding time of a role’s variation poirftem followed that of thé.eaderPlanner
example described above. This is likely a core attaristic of many MAS because of
their need to be autonomous and adapt to the amgusiuation and environment. For
example, the need for thieeaderPlannerrole to be either “passive” or “active” is
primarily due to the need for the PAM swarm to hghly redundant and able to
reconfigure itself in the event of failure.

Identifying the variation points to which a role yndynamically switch, such as
shown in theLeaderPlannerrole, allows us to classify at which variation misi the
protocols, activities, permissions and/or respaligds are introduced to the role.
Partitioning the requirements specifications (tiee, protocols, activities, permissions and

responsibilities) of an agent in this manner willo@ us to reuse the requirement
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specifications for future systems. Thus, futurenagevithin a domain such as Earth-
orbiting microsatellites can more readily utilizesats that have been specified in such a
way. These future systems employ roles comprisiomes of the variation points

previously defined as well as new capabilitiesfoand in any of the previous systems.

4.1.2.3 Gaia and Variation Points

In the beginning of this section, Section 4.1.2wis stated that the Gaia
methodology [92], [94] has the following limitatien

1. It is unclear how to document an agent’s requirdmepecifications during
the analysis and design phases when an agent eugtdated to include new
functionality particularly when the role of an agjean change dynamically

2. The roles of an agent are coarsely defined allowitlg flexibility for similar,
yet slightly different behavior in the same roledifferent agents because the
design of an agent’s roles in Gaia is flat rathanthierarchical [42]

3. There is no clear mechanism by which the requirésnespecification
templates developed during the analysis phase a@nresed to be
incorporated into the current system or to buildeav, similar but slightly
different agent

The ability to define and document variation poimsGaia-PL specifically addresses
these limitations in Gaia to facilitate the reudetle requirement specifications for
several, similar but slightly different agents.

For agents that have roles that may dynamicaliyhgk its functionality during its
lifetime, the ability to partition a role’s varyinfunctionality via its variation points
allows the designer to specify the possible coméiggans of the role (i.e., the selection of
the variation points that the role may assume dutslifetime) at an early binding time

(i.e., design-time, specification-time). Then, thadrticular role can assume (or be
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commanded by another spacecraft to assume) a yarticariation point of the role
during runtime. Thd_eaderPlannerrole of the PAM case study described in Section
4.1.2.2 illustrated this situation. Thus, the véoia points provide a mechanism to
capture the functionality of a role that may dyneeily change during execution. The
mechanism to document the roles, variation pointslanding times for the agents of a
MAS-PL is detailed and illustrated in Section 4.2.

Partitioning the role of an agent into its comnpamts and its variable parts (i.e.,
the variation points), Gaia-PL provides softwargiraers with the ability to define a role
hierarchically. Using this approach, the commonctiomality of a role is captured and
the variable functionality is captured as the u@rapoints at a level below. The use of a
Feature Model aids in structuring the roles andatan points of an agent hierarchically.
This is further detailed and illustrated in Sectbg.1.

Structuring the roles and variation points of gera in a hierarchical manner and
partitioning the common and variable functionalafya role allows for flexibility and
reuse of the requirements specifications of theesroand variation points. These
requirements specifications can be reused for annyet slightly different agents during
the initial development of a MAS as well as durexglution. This is further detailed and

illustrated in Section 4.3 and contrasted with@a@a methodology in Section 4.4.

4.2 Documenting the Requirements Specifications of a MAS-PL
in the Gaia-PL Methodology

This section describes the Requirements Documentafinalysis and Design,
and the Detailed Design phases of the Gaia-PL mdetbhgy. The process and software
engineering artifacts generated from these phaseslastrated in Figure 4. This figure
illustrates the Gaia-PL methodology in contextthte phases of Gaia (i.e., Requirements

Documentation, Analysis and Design, and the Dataidesign) and Weiss and Lai’s
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Family-Oriented Abstraction, Specification and fgiation (FAST) [88] product-line
engineering approach. For each phase, we desbel@dotumentation process and how
each document will later contribute to the easeeo$e, discussed in Section 4.3.
Although Gaia-PL is detailed as its own methodglogthis chapter to develop
and document the requirements and requirementsfispgons of a multi-agent system
product line (MAS-PL), Gaia-PL can be applied agatension to the Gaia methodology
[92], [94], shown in Figure 1. This would entailing the Gaia-PL schemas and
procedure discussed in this chapter for the remqardgs specifications and other Gaia

methodology’s models and schemas for other pards @fgent-oriented system.

4.2.1 Requirements Documentation Phase

The Requirements Documentation phase of the GaiaBthodology involves
identifying and documenting the multi-agent systgmnoduct line’s (MAS-PL)
commonality and variability requirements. This gattdescribes the Commonality and
Variability Analysis (CVA), the Parameters of Varan Table(s), the Feature Model and
the use of DECIMAL [23], [58], [59] to facilitatehe requirements documentation

process.

4.2.1.1 The Commonality and Variability Analysis

Documenting the requirements of a multi-agent sygteoduct line (MAS-PL) in
Gaia-PL follows the same principles of software dud-line engineering. In the
development of a software product line, requiremeamé collected and then documented
in a Commonality and Variability Analysis (CVA) agll as a Parameters of Variation
table for the variability requirements [1], [70]89]. The requirements engineering
process of [1], [70], [88] to gather, identify addcument the product-line requirements

in a CVA for a product line can be used in GaiaaPd is thus not covered here.
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Alternative approaches to the CVA in documentingdoict-line requirements and
performing variability analysis include the goalemted [5] or the feature-oriented [43]
approach. Alternatively, the use of domain or aggtion expertise may also suffice in
this process. This work exclusively used the CVA the medium for variability
documentation and analysis because of our useeoFAST methodology (in which a
CVA is exclusively utilized to document and analyziabilities). In terms of reuse,
CVA is superior to either goal-oriented or featoreented approaches since it clearly
defines those requirements that will be found iergumember of a product line (i.e.,
commonalities) and those requirements that willyobé found in a subset of the
members of a product line (i.e., variabilities).

In the PAM case study, we identified a total of Bigh-level commonality
requirements and 62 variability requirements toutheent in the CVA. Excerpts from the
CVA for the PAM MAS-PL are shown in Figure 5 (Commadities) and Figure 6
(Variabilities). The entire CVA for the PAM casaidy can be found in Appendix A.

From the CVA'’s variabilities, the Parameters of faon table can be derived to
better define the variabilities listed in the CV88|. The Parameters of Variation tables
listed the parameters name, the associated vatyalelquirement (for traceability), a
description of the parameter, the domain of thesiptes values of the parameter, the
binding time at which the configuration of the paster must be selected.

In the PAM case study, 48 parameters of variatie@rewfound from the 62
variability requirements. Note that several produw variabilities can constitute a
single parameter of variation. For example, for Yadability “A spacecraft performing
subswarm allocation and planning may vary in it rom allocation and planning
activities”, the domain of parameter values fosthariability is [passive, active]. Note

that variability corresponds to theeaderPlannerrole discussed in Section 4.1.2.1.
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COMMONALITIES

General Commonality Requirements

C_GL
C_G2

The PAM swarm shall have no single point ofufil [15].
The PAM swarm shall be robust to minor faultd aatastrophic failures [14].

Self-Optimization Commonality Requirements

C_so1.
C_so2.
C_sos3.
C_soa.

Every spacecraft shall be able to adjust to tleanding environment [77], [84].

Every spacecraft shall be able to optimize itdetbugh calibrating its instruments [77], [83]4]8

Every spacecraft shall be able to optimize itwgroconsumption [15], [65], [66], [84].

Every spacecraft shall be able to monitor andsddis relative positions to optimize its scieintéxploration [77], [84].

Self-Healing Commonality Requirements

C_SHI1.
C_SH2.

C_SH3.

Every spacecraft shall be able to recognizeithaemory is corrupted/damaged [64], [65], [68K ]I

Every spacecraft shall be able to request anrcuqgtied memory from another spacecraft in the ethattit recognizes that its
memory is corrupted [71], [84].

Every spacecraft shall be able to send its unpted memory to another spacecraft upon requekt[B4].

Self-Protection Commonality Requirements

C_SP2.
C_SP3.
C_SP4.
C_SPS5.
C_SP6.
C_SP7.
C_SPs.

Every spacecraft shall be able to communicate mgiarby spacecraft in order to prevent collisi@d$, [66], [71], [77], [84].
Every spacecraft shall be responsible for prengrdollisions with asteroids [64], [65], [66], [K177], [84].

Every spacecraft shall be able to store a 3D ofiaygarby asteroids in order to prevent collisipfld, [77], [84].

Every spacecraft shall be able to take acceptahe while attempting to satisfy its scientifioags [71], [77], [84].

Every spacecraft shall be able to deploy itsrssdd to use as a shield for protection againstrsiorms [66], [77], [83], [84].
Every spacecraft shall be able to switch ofgitbsystems when needed to protect against solaticaad66], [77], [83], [84].
Every spacecraft shall be able to receive messagen other spacecraft giving advanced warninguofimpending solar
storm [65], [66], [77], [84].

Miscellaneous Commonality Requirements

C_ML1.
C_M3.

Every spacecraft shall have the ability to cdntsoown guidance navigation and control functi¢i4], [15], [83].
Every spacecraft shall be able to use their stigids as its means of flight [14], [15], [6536].

Figure 5 Excerpt of the Commonalities from the Cormonality and Variability Analysis for the PAM MAS-P L
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VARIABILITIES

Self-Optimization Variability Requirements

V_SO1.
V_S02.
V_S03.
V_SO04.
V_SO5.

V_S08.

A spacecraft’s ability to optimize itself via impfiag their ability to identify asteroids of intetaway vary [15], [71], [77],
[83] [84].

A spacecraft's ability to share its optimizatiorformation regarding the identification of asteromfsinterest withleader
spacecraft may vary [77], [84].

A spacecraft's ability to optimize itself throughogitioning itself appropriately to best facilitatmmmunications with
messengespacecraft may vary [15], [77], [84].

A spacecraft's ability to share its optimizationfoirmation regarding positioning itself approprigteb best facilitate
communications wittmessengespacecraft may vary [15], [77].

A spacecraft’s ability to optimize itself via leang through their past experiences to better ingatt an asteroid may vary
[15], [77], [84].

A spacecraft's ability to share its optimizatiorformation regarding how to better investigate asteroid withworker
spacecraft may vary [15], [77], [84].

Self-Protection Variability Requirements

V_SP1.

V_SP2.

A spacecraft’s ability to be tasked with constamthserving the solar disc to detect signs of areimding solar storm may
vary [65], [66], [77], [84].
A spacecraft’s ability to receive warnings from s control of an impending solar storm may v&%|[ [66], [77], [84].

Leader Spacecraft Variability Requirements

V_L1.
V_L2.
V_L3.
V_L4.
V_L6.

A spacecraft’s ability to be in charge of performsubswarm allocation and planning may vary [1B}][[83], [84].

A spacecraft performing subswarm allocation andmileg may vary in its role in allocation and plampiactivities [15].
A spacecraft’s ability to be able to assign teaimsarkerandmessengespacecraft may vary [83].

A spacecraft’s ability to direct/coordinatsrker spacecraft to investigate a specific asteroid waay [77], [83], [84].

A spacecraft’s ability to be responsible for det@ing the types of asteroids to investigate may vigil], [77], [83], [84].

Messenger Spacecraft Variability Requirements

V_ML1.
V_M2.

A spacecraft’s ability to relay/coordinate messdussveenvorker spacecraft anttaderspacecraft may vary [15], [71], [77].
A spacecraft’s ability to relay/coordinate messdugtaveerieaderspacecraft and mission control may vary [15] [TZT].

Figure 6 Excerpt of the Variabilities from the Commonality and Variability Analysis for the PAM MAS-P L
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Table 2 Excerpt of the Parameters of Variation Take for the PAM MAS-PL

Parameter Meaning \ Domain \ Binding Time  Default
GENERAL VARIABILITY REQUIREMENTS
P1: vSpacecraftRole . - | [Leader, Messenger, .
V_G1 The role that a spacecratft is to initially assume. Worker] Design Worker
SELF-OPTIMIZATION VARIABILITY REQUIREMENTS
. . . _.__.. | The ability of aleaderspacecraft to optimize its
P4: vidAsteroidsOptimization ability to identify asteroids of interest and share [True, False] Specification False
V_S01, V_S02 T . )
this information with otheleaderspacecratft.
P5: vCommOnbtimization The ability of a spacecraft to optimize its
' P positioning for communications and sharing this [True, False] Specification True
V_S03, V_S04 N .
— — optimization with other spacecratft.
P6: vScienceOntimization The ability to optimize its scientific exploratiarf
' P an asteroid and sharing this optimization with [True, False] Specification False
V_SO05, V_S06
other spacecraft.
SELF-PROTECTION VARIABILITY REQUIREMENTS
) The ability of a spacecraft to constantly watch the )
P7: vSolarDiscWatch | solar disc for the signs of an impending solar [Passive, Warm- Design Passive
V_SP1 storm. Spare, Active]
) The ability of a spacecraft to receive messages
P8: vMissConStormWarn | from mission control warning of an impending [True, False] Design False
V_SP2 solar storm.
MESSENGER SPACECRAFT VARIABILITY REQUIREMENTS
P20: vRelayMessagesSwarm  The ability to relay and coordinate messages I
V_ M1,V M4 between spacecraft, [True, False] Specification False
P21: vRelayMessagesMisCon The ability to relay and coordinate messages|to [True, False] Specification False

V_M2 mission control.
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Similarly, for the variability “A spacecraft's abiy to be tasked with constantly
observing the solar disc to detect signs of an mdp®y solar storm may vary” the
domain of parameter values for this variability [mssive, warm-spare, active]. An
excerpt of the Parameters of Variation table, idiclg these two examples, is shown in
Table 2. The entire Parameters of Variation Tablesgiven in Appendix B. Note that
the CVA shown in Figure 5 and Figure 6 and the atars of Variation Table shown in

Table 2 will also be used in Chapter 5 to illustrdte safety analysis of a MAS-PL.

4.2.1.2 Using DECIMAL to Document the Requirements

To document the Commonality and Variability Anaty§CVA) of the, we utilize
the DECIMAL tool [23], [58], [59], shown in Figur&. Within DECIMAL, the
commonalities and the variabilities, and their assted parameters of variation can be
documented. For example, the variability V_SP1 nffrthe CVA in Figure 6): “A
spacecraft’s ability to be tasked with constantigerving the solar disc to detect signs of
an impending solar storm may vary” with parameferasiation of [passive, warm-spare,
active] (from the Parameters of Variation Tabl@able 2) is shown in Figure 8.

Although DECIMAL only provides a digital medium iwhich to document the
commonality and variability requirements of a mialgjent system product line (MAS-
PL) in Gaia-PL, we use it for two reasons. FirsE@MMAL provides a convenient
mechanism to document and store the requiremenis MAS-PL during Gaia-PL’s
Requirements Documentation Phase as well as prayian automated check to verify
that an agent’s variable requirements abide byMA&-PL’s dependencies during Gaia-
PL’s Detailed Design Phase, discussed in Secti@3.4Second, for safety-critical MAS-
PL, DECIMAL is used in conjunction with the safedpalysis techniques and tools we

describe in Chapter 5.
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4.2.1.3 The Feature Model

A developed and documented Commonality and VarigbAnalysis (CVA)
during the requirements collection phase may gesetbpers an insight into what roles
might be appropriate for the multi-agent systerbéadeveloped. In terms of multi-agent
system (MAS) development, a CVA may assist in theniification of possible roles
since it partitions those requirements that willfbend in every future instantiation of a
particular role from those requirements that willyobe found in some instantiations of a
particular role.

The actual identification of appropriate roles ®MAS is not discussed here.
Gaia proposes to identify roles through an inspeatif the problem (via the division of a
system into organizations and sub-organization), [94]. Rather, for Gaia-PL we only
claim that documenting a MAS requirements in a C™MAy aid in confirming the role
definition and help in the preliminary role model(s

In the collection of the requirements for the Pexgmg Asteroid Mission (PAM)
case study used in this dissertation, we founditheds straightforward to group both the
commonality and variability requirements into lagicfunctional groups. As detailed in
Chapter 3, the PAM mission relies on four autonosnoliaracteristics to operate: self-
coordination, self-healing, self-optimization arelfgrotection. Thus, it was natural to
identify and group requirements in such categofieesooth commonality requirements
and variability requirements. In addition, it wasetul to group variable requirements
into groups depending on what type of spacecraftéiguirements were targeted for (i.e.,
a Leader Messengeor Worker spacecraft of the PAM swarm). Such groupings ef th
requirements in the CVA for a MAS may also provgleédance to the identification of
the roles for the agents of a MAS, as was the icesar PAM case study.

The variabilities of the CVA will help define theaation points of the product-

line, multi-agent system. Partitioning the varidigis into similar groups provides the
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initial requirements for the variation points osgstem. For example, from Figure 6 we
can derive the variation points for tiself-Optimizerole, discussed in Section 4.1.2.1.
The variability V_SO2 implies the “leader” variatigpoint, variabilities V_SO3 and
V_SO4 imply the “messenger” variation point and iaitity V_SO6 implies the
“worker” variation point all for theSelf-Optimizerole. Similarly, from Figure 5 we can
derive the common functionality for ti&elf-Optimizerole from commonalities C_SO1,
C_S02, C_S03 and C_SO4.

In addition to a CVA, this work utilized a Featuvtodel, shown in Figure 9as
well as in Appendix C, to help identify and organthe roles and variation points of the
PAM case study. Using the CVA, requirements canflother refined and detailed
requirements can be derived during the analysis dasign phases so that a Feature
Model and more detailed requirements specificatioas be created and documented
[43], [67], [80]. Pohl, Bockle and van der Lindeavie provided a process to derive a
Feature Model from the requirements of a CVA [6l#us, we do not cover this process
here.

However, from the Feature Model, shown in Figurar@ in Appendix C, the
roles and variation points are readily illustrat€dr example, th&elf-Optimizerrole,
discussed in Section 4.1.2.1, is shown as a maryd&tature of a PAM spacecraft in
which only one of the subfeatures (i.e., variatfmwints) “optimization for workers”,
“optimization for messengers” or “optimization ftgader” may be selected. For the
LeaderPlannerole, also discussed in Section 4.1.2.1, the Fed#odel illustrates this
as the Leader and Planning subfeatures a subfeafutlee Swarm Role feature. As
indicated in the Feature Model, of the variationnpo for this role, “passive” and
“active” at least one must be selected. This folaxactly how thé.eaderPlannerole

was described in Section 4.1.2.1.
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Figure 9 Feature Model Derived from the Commonaliy and Variability Analysis for the PAM MAS-PL
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4.2.2 Analysis and Design Phase

The Analysis and Design Phase of Gaia-PL takesatpgirements documented in
the Requirements Documentation Phase and develmbsdacuments the multi-agent
system product line's (MAS-PL) requirements speaifions. Requirements
specifications are documented in three schemas:Rike Schema, The Role Variation
Points Schema and The Variation Point Schema. Té&samas serve as a requirements
specification pattern in which requirements camlégned and documented.

This section describes the development and docuatientof the roles and
variation points for the Prospecting Asteroid Missi(PAM) from the requirements
discussed in the previous section and documentadeirCommonality and Variability
Analysis in Appendix A. Note that the complete sétschemas documenting PAM
mission’s requirements specifications can be fouméppendix D. In this section, we

only show a small set of the schemas to illust@ae-PL.

4.2.2.1 The Role Schema

For those roles that have been identified havingar@ation points (i.e., the role
will have identical functionality in all agents thiaave the role), Gaia-PL uses a slightly
modified version of the Role Schema from Gaia [924]. For example, th&lavigator
role of the PAM mission, discussed in Section 411.@as identified to have no variation
points and thus can be documented in Gaia’s Rdier8a, shown in Figure 10.

The process Role Schema used to document the eatpnits specifications in
Gaia-PL for those roles that have no variation fois identical to Gaia [92], [94] and is
therefore not discussed here. However, Gaia-PL thwhsde additional information into
the requirements specifications schemas. Firsinweduce identification numbers to all
schemas for traceability, organization and managémerposes. Second, a row is added

to indicate specifically which variation point thequirements specification is describing
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(not applicable for a Role Schema, however, sif@¥et are no associated variation
points). An “Inherits” row provides which schemassnbe included with the schema for
a particular variation point. This will be descrbéurther in the following section.

Finally, rows to indicate the Parameters of Vaoiatand Requirements that are related to

the schema are provided also for traceability, wigion and management purposes.

Role Schema: Navigator Schema ID: N
Variation Point:  N/A
Inherits: None
Parameters of Variation: N/A
Requirements: C M1, C M2, C M3,C_M4,C M5, C M6, C_ M7, C_M8
Description:

Provides the functionality to a spacecraft to maneuver itself using its solar sail.

Activities and Protocols:

AdjustSolarSail, CalculateThrust, CheckOrbit, CheckSolarSailStatus,
CheckSystemStatus, ExtendSolarSail, MoveToPosition, RetractSolarSail

Permissions:
Reads -
currentAttitude /I attitude of the spacecraft
currentOrbit /Il current orbit of the spacecraft
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
systemStatus /I status of the spacecraft
solarSailStatus /I status of the solar sail
Changes -
currentAttitude /[ attitude of the spacecraft
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
Generates -
systemStatus /I status of the spacecraft
solarSailStatus /I status of the solar sail
thrustNeeded /[ calculated thrust needed to move
Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
maneuver the spacecraft to the desired location.

Safety -
None.

Figure 10 The Requirements Specifications for thilavigator Role

Documented in a Role Schema
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Role Variation Points Schema:  SelfOptimizer Schemata ID: SO

Parameters of Variation: P4, P5, P6

Description:

At the swarm-level, the collection of these roles within all the spacecraft aids in

autonomously and continuously improving the spacecraft’s ability to identify, explore

and communicate the information discovered while investigating asteroids. At the

spacecraft-level, these roles aid in the spacecraft to continuously learn and improve

its specialized abilities and communicate its findings with other similar spacecraft.
Variation Points:

Core: The core elements of a spacecraft to be able to optimize itself in

- regard to general spacecraft functions so that it can continuously
learn from the environment and perform better within the swarm.
[SO-Core]

Leader: The elements needed in a leader spacecraft to be able to optimize
itself in regards to its ability to best manage, oversee and direct the
swarm to optimize the swarm’s ability to achieve scientific goals.
[SO-Leader]

Messenger: The elements needed in a messenger spacecraft to be able to
optimize itself in regards to its ability to best perform the
communication necessary within the swarm so that commands and
information can best be transmitted. [SO-Messenger]

Worker: The elements needed in a worker spacecraft to be able to optimize
itself in regards to its ability to best optimize its ability to achieve its
own scientific goals. [SO-Worker]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design
time. However, a spacecraft that may switch it's operating variation point (i.e.,
P2=True or P3=True) may have this variation point alter at runtime.

Figure 11 The Role Variation Points Schema for th&elf-Optimizer Role

4.2.2.2 The Role Variation Points Schema

The Role Variation Schema, shown in Figure 11 fog $elf-Optimizerrole
discussed in Section 4.1.2.1, defines a role aedvdriation points that the role can
assume during its lifetime. The Role Variation Rd8thema, introduced in Gaia-PL,
describes the role, the role’s variation points #redbinding time for the variation points.
The variation points are described for the role prakide the identification tags (e.g.,
SO-Core, SO-Leader, etc.) for the Variation Poictieédna, discussed in the next section,
to aid in traceability, organization and managenwdnthe requirements, parameters of

variation, roles and variation points of the malgjent system product line (MAS-PL).
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For most roles, one of the variation points listadthe Role Variation Point
Schema will contain the common functionality of tieée, denoted in the Role Variation
Point Schema by being underlined. Thus, this vianapoint will be included for all
agents containing the role in addition to the otkeltected variation point(s). For
example, the “Core” variation point for theelf-Optimizerrole shown in Figure 11
contains the common functionality (i.e., commoraliequirements C_SO1, C_SO2,
C_SO03 and C_S0O4 from the Commonality and Varigbflnalysis (CVA)) for the role.

The introduction of the Role Variation Point Schemma Gaia-PL provides
software engineers with the ability to define arwl a hierarchical manner. The common
functionality defined by a variation point (e.dhet“Core” variation point for th&elf-
Optimizerrole shown in Figure 11) is further refined by theriable variation points.
Thus, the Role Variation Point Schema achieves ltierarchical nature of the

functionality in a role as modeled by the Featumad®l, see Figure 9.

4.2.2.3 The Variation Point Schema

The Variation Point Schema, shown in Figure 12ufedl3, Figure 14 and Figure
15 for the variation points of theelf-Optimizerole, captures the requirements of a role
variation point's capabilities. The Variation PoiBthema and the Role Schema,
described in Section 4.2.2.1 are identical; howetee Variation Point Schema will
always have a Role Variation Points Schema assaCiaith it (denoted in the Schema-
ID using the convention dRole Variation Points Schema ID — Variation Poilt).l
Some variation points will inherit other variatipoints, as denoted in the Inherits row.
For example, the Variation Point Schema in Figugedénotes that it inherits the SO-
Core variation point, Figure 12, since the SO-Cédagiation Point Schema provides the
common functionality of theSelf-Optimizerrole. This additionally illustrates the

hierarchical nature possible in the definition bk in the Gaia-Pl methodology.
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Role Schema: SelfOptimizer Schema ID: SO-Core

Variation Point: Core

Inherits: None

Parameters of Variation: N/A

Reguirements: C_SO1, C_SO2, C_SO3, C_S04, C_M1, C_M2, C_M4, C_M5

Description:
Provides the spacecraft with the functionality to optimize itself in regards to general
spacecraft functions so that it can continuously learn from the environment and
perform better within the swarm.

Activities and Protocols:
AdjustToEnviron, CalcNewPosition, Calibratelnstr, CheckSystemStatus,
CheckEnvironStatus, CheckPowerConsump, CheckSolarCellStatus,
EvaluatePositionForGoal, MoveNewPos

Permissions:
Reads -
currentAttitude /Il current attitude of the spacecraft
currentGoal Il current goal of the spacecraft
currentPosition /Il current position of the spacecraft
currentVelocitylncr /Il current velocity increment of the
/I spacecraft
environmentStatus /Il current status of the detectable parts of
/I the surrounding environment
powerConsumplLevel /Il current level of the spacecraft’'s power
/I consumption
riskForSystemFactor /I current risk to spacecraft to see if recent
/ solar storm
systemStatus /I current status of the spacecraft
Changes -
environmentState Il current state that the spacecraft believes
/I its surrounding environment is in
currentPosition /Il current position of the spacecraft
currentAttitude /Il current attitude of the spacecraft
currentVelocitylncr /Il current velocity increment of the
/I spacecraft
instrCalibValue /[ vector of the current calibration values
/I for the onboard instruments
instrVector [/l vector of all the spacecraft’'s onboard
[/l instruments
Generates -
newEnvironStatus /I new status of the detectable parts of the
/I surrounding environment
newVelocitylncr /I calculated new velocity increment for the

/] spacecraft

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the spacecraft’s ability to perform its given tasks.
Safety -

None.

Figure 12 The Variation Points Schema for the Cor&ariation Point of the Self-

Optimizer Role
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Role Schema: SelfOptimizer Schema ID: SO-Leader

Variation Point: Leader

Inherits: SO-Core

Requirements: V_SO1,V_SO2, C SC1, C_SC2,V L6,V L7,V L8,V L11

Parameters of Variation: P4=True

Description:
Provides the spacecraft with the elements needed in a leader spacecraft to be able
to optimize itself in regard to its ability to manage, oversee and direct the swarm to
optimize the swarm’s ability to achieve scientific goals. Specifically, the ability for a
leader spacecraft to optimize its ability to identify asteroids of interest and share this
information.

Activities and Protocols:
DeviseNewAsteroidldRules, EvaluateCurrentAsteroidldRules, ReviewAsteroidldHis,
AcceptOptimizationinfo, AcceptOptimizationReq, RequestOptimizationinfo,
ShareQptimizationinfo

Permissions:
Reads -
asteroidldRules /I current vector of rules that is used to
[/l identify asteroids of interest given
[/l preliminary data points on the asteroid
asteroidPrelimData /l preliminary data points of an asteroid
asteroidld /I identification number of an asteroid
asteroidldHistory /I the history log kept of the spacecraft's
/I identification of asteroids of interest
optimizationinfoRec /l message to received after requesting

/I for another spacecraft’s current
/I optimization information
leaderVector I/l vector of nearby leader spacecraft
/ to aid in sharing optimization information

Changes -
asteroidldRules /I vector of rules that is used to identify
/l asteroids of interest given preliminary
/I data points on the asteroid
Generates -
asteroidldRulesValue /I evaluation value of the accuracy of the

/I spacecraft’s current ability to identify

/I asteroids of interest
optimizationinfoMsg /l message to deliver upon receiving a

I/l request for spacecraft’s current

/l optimization information

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to identify asteroids of interests to investigate for all
leader spacecraft in the swarm.
Safety -
None.

Figure 13 The Variation Points Schema for the Leder Variation Point of

the Self-Optimizer Role
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Role Schema: SelfOptimizer

Schema ID: SO-Messenger

Variation Point: Messenger

Inherits: SO-Core

Requirements: V_SO03,V_S04,C SC1,C_SC2

Parameters of Variation: P5=True

Description:
Provides the spacecraft with the elements needed in a messenger spacecraft to be
able to optimize itself in regards to its ability to perform the communication
necessary within the swarm so that commands and information can best be
transmitted. Specifically, the ability of the spacecraft to optimize its positioning for
communications and sharing this information with others.

Activities and Protocols:

DeviseNewCommStrategy, EvaluateCurrentCommStrategy, EvaluateCurPosition,
ReviewCommHis, AcceptOptimizationinfo, AcceptOptimizationReq,

RequestOptimizationinfo, ShareOptimizationInfo

Permissions:
Reads -
communicationStrategy
communicationHist

optimizationinfoRec

messengerVector

Changes -
communicationStrategy

Generates -
optimizationinfoMsg

communicationStratVal

Il current strategy for spacecraft's

/I communication

/l current history log of the spacecraft’s

/I past communication sessions

/l message to received after requesting

/l for another spacecraft’s current

/I optimization information

/I vector of nearby messenger spacecraft
/ to aid in sharing optimization information

Il current strategy for spacecraft’s
/I communication

/l message to deliver upon receiving a

/I request for spacecraft’s current

/I optimization information

/I evaluation value of the accuracy of the
/I spacecraft’s current ability to

/I communicate with the subswarm

Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to communicate for all messenger spacecraft in the

swarm.
Safety -
None.

Figure 14 The Variation Points Schema for the Megnger Variation Point of the

Self-Optimizer Role
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Role Schema: SelfOptimizer Schema ID: SO-Worker

Variation Point:  Worker
Inherits: SO-Core
Requirements: V_SO0O5,V_S06, C_SC1, C_SC2
Parameters of Variation: P6=True
Description:
The elements needed in a worker spacecraft to be able to optimize itself in regards
to its ability to best optimize its ability to achieve its own scientific goals.
Activities and Protocols:
DeviseNewSciExplorStrategy, EvaluateCurrentSciExplorStrategy,
EvaluateCurPosition, ReviewSciExplorHis, AcceptOptimizationinfo,
AcceptOptimizationReg, RequestOptimizationinfo, ShareOptimizationinfo
Permissions:
Reads -
optimizationinfoRec /l message to received after requesting
/l for another spacecraft’s current
/I optimization information
sciExplorationStrategy Il current strategy for spacecraft's
/I science exploration using its specialized
/I onboard equipment

sciExplorationRules /I current rules for the spacecraft to abide
/I by in its scientific exploration
sciExplorationHist /I current history log of the spacecraft’s
/I past science exploration of asteroids
workerType /I the type of worker spacecraft (i.e., based
/I on its specialized onboard equipment
workerVector /I vector of nearby worker spacecraft with
/I the same onboard equipment
scienceGoal /Il current scientific goal pursued by the
/I spacecraft
Changes -
sciExplorationStrategy /I strategy for spacecraft's science
/I exploration using its specialized onboard
/I equipment
Generates -
optimizationinfoMsg /l message to deliver upon receiving a

I/l request for spacecraft’s current

/I optimization information
sciExplorationStratVal /I evaluation value of the accuracy of the

/I spacecraft’s current ability to

/] achieve its scientific goals

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to achieve scientific goals for all similar worker spacecraft
in the swarm.
Safety -
None.

Figure 15 The Variation Points Schema for the Workr Variation Point of the Self-

Optimizer Role
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4.2.2.3 Documenting the Roles and Variation Poinis Gaia-PL

During the initial development of a multi-agent tg&ys product line (MAS-PL)
(the product-line domain engineering phase of thamify-Oriented Abstraction,
Specification and Translation (FAST) product-linethodology [88]), the focus must be
primarily on identifying the overall requirementgesifications of the system. It is later
(during the product-line application engineeringagd of FAST) that actual members of
the distributed system can be instantiated withesomall of the requirements established
earlier. We consider those initial requirement dpmtions in the Role Variation Points
Schema and the Variation Point Schema. Note thatRole Schema is not discussed
here since its documentation follows that of Gaia.

To capture the requirements specifications of tlesrand variation points of a
MAS-PL and document them in the two schemas, weheséllowing procedure:

1. Identify the roles within the system as discusse8ection 4.2.1. Each role
will constitute a new Role Variation Points Scheim&e created. If the role
has no identified variation points (see Step 3@ntkimply create a new
Role Schema and follow Steps 4a — 4c).

2. For each role, provide the role's name, a uniqeatification, a listing of
the associated parameters of variation, a briefrgesn of the role and the
variation points binding time in the appropriateldis of the Role Variation
Points Schema. In Gaia-PL we follow and advocate mlaming and
numbering scheme of Schetter, Campbell and Sudka [r3] as shown for
the for theSelf-Optimizerole depicted in Figure 11.

3. For each role, identify and define the differingiation points that the role
can adopt during all envisioned execution scenadbghe system as

described in Section 4.2.1. For each variation tpdih in the Variation
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Points section of the Role Variation Points Schéayancluding the name,
a brief description of the variation point and derence identification
number to the Role Variation Point Schema that givke detailed
requirements of the variation point (see Step 4a).

4. For each identified variation point (Step 3), ceeatnew Variation Point
Schema. For each Variation Point Schema:

a. Document the name of the role to which the vamatipoint
corresponds as well as the name of the variatiomtpan the
appropriate sections of the Variation Point Schenmalicate the
variation point identification tag (correspondirgythe variation point
identification in Step 3) in the appropriate fietdthe Role Variation
Points Schema. Further, provide the identificatiags of the
associated product-line requirements and paramefersariation as
well as an identification tag to any Variation Ra8thema(s) or Role
Schema that the variation point inherits.

b. Identify the protocols, activities, permissions aedponsibilities that
are particular to only that variation point. That define the protocols,
activities, permissions and responsibilities thrat r@ot found in any of
the variation points.

c. Document and define the identified protocols, atéig, permissions
and responsibilities in the appropriate sectionshef Role Variation
Point. (Note, in accordance with the Gaia convergtiactivities are
distinguished from protocols by being underlined@iaia-PL).

These steps result in a set of Role Variation Botathemas that have an
associated set of Role Variation Point Schemasitidbadlly, these steps conform to the

domain engineering phase of software product-lieeetbpment in that they define the
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MAS-PL'’s requirements, design, architecture anceiooftware engineering assets that
pertain to all of the agents, rather than to jusingle type of agent [88].

Figure 11, Figure 12, Figure 13, Figure 14 and Fagib illustrated the Role
Variation Point Schema and the Variation PointseB8th for theSelf-Optimizerole of
the PAM case study used in this dissertation. TiigeePAM case study developed and
documented a total of 11 Role Variation Points &che and 39 Variation Points
Schemas that can be found in Appendix A. To furttestrate the Gaia-PL approach to
designing and documenting the requirements spatiitcs of a MAS-PL in the Role
Variation Points Schema and the Variation PointheBtw, we provide additional
examples to illustrate some minor differences srties and variation points discovered
in the PAM case study. Figure 16 shows a portiotheffull Feature Model of the PAM
case study from Figure 9 that describes #wdf-Protectorrole. (Note that theSelf-

Protector role additionally includes functionality to prevemwbllisions that is not

If the parent is present, the child is:

_«” | =

Mandatory Optional

-

Only one Al least one

Protect from Solar Storms

Use Solar Sail As Shield | [Warn of Solar Storms

| Power Down Subsystems |

| Relay Warning Message of Solar Storm |

| Actively Observing Solar Disc for Solar Storm

| Backup Observing Solar Dic for Solar Storms |

Figure 16 A Portion of the PAM Feature Model to llustrate Hierarchical Role

Variation Points Schemas
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discussed here or shown in Figure 16). Furtheryarsabf the requirements for this role
and feature revealed two additional subroles ofSaK-Protectorrole were required: a
SolarStormWarner role and a SolarStormProtector role. Additionally, the
SolarStormWarnerole had three associated variation points.

To document the requirements specifications feséroles while maintaining the
structure of the Feature Model, the Role Variaftmnts Schema for th®elf-Protector
role was defined with variation points for theSolarStormWarner and
SolarStormProtectoroles, shown in Figure 17. Note that these areired roles (i.e.,
variation points) according to the Feature Moddie Tidentification tag given for the
roles, SSW and SSP respectively, identify the Rd&iation Points Schema and
Variation Point Schema for th&olarStormWarneand SolarStormProtectoroles. The
SolarStormWarneiRole Variation Points Schema, shown in Figure th@n lists the
possible variation points (Figure 19, Figure 20 &iglre 21) for the role similar to the
Self-Optimizer role example shown in Figure 11 and described aboUke
SolarStormProtectorole (Figure 22), however, does not contain angiatian points
(i.e., the functionality listed will be identicabif all agents with th&olarStormProtector
role) and, thus, defines the role’s functionalitylyoin a Role Schema similar to the
Navigatorrole example shown in Figure 10 and described @bov

This situation encountered in the PAM case stuliystilates the need for the
ability of a software engineer to define a roleguirements specifications hierarchically,
a feature of Gaia-PL not possible in Gaia. Here, ahility to define theself-Protector
role hierarchically allows the requirements speatiions to more accurately reflect the
MAS-PL’s Feature Model and avoid potential confasemongst the relationship(s) of

the roles, variation points and requirements ammex system.
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Role Variation Points Schema: SelfProtector Schemata ID: SP

Parameters of Variation: N/A

Description:
At the swarm-level, the collection of these roles within all the spacecraft aid in
autonomously maintaining the system’s scientific operations while enduring solar
storms, spacecraft collisions, etc.

Variation Points:

SolarStorm\Warner: Detects solar storms through monitoring the solar disc and
being able to receive warning messages from mission control
of an impending solar storm. After detecting an impending
solar storm, it measures solar storm risk to determine the best
course of action for the swarm. [SSW]

SolarStormProtector:  Protects the spacecraft from the solar radiation present during
solar storms by using the solar sail as a shield, powering off
systems and/or moving to a better position. [SSP]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time,

Figure 17 An Excerpt of the Role Variation PointsSchema

for the Self-Protector Role

Role Variation Points Schema: SolarStormWarner Schemata ID: SSW

Parameters of Variation: P7, P8

Description:
Detects solar storms through monitoring the solar disc and being able to receive
warning messages from mission control of an impending solar storm.

Variation Points:
Passive: The spacecraft does not have the ability to constantly monitor the
solar disc to watch for solar storms but can warn other spacecraft
after itself receiving a warning message. [SSW-Passive]

Warm-Spare:  The spacecraft has the ability to constantly monitor the solar disc to
watch for solar storms and receive messages from mission control
but is acting in a backup/redundant capacity. [SSW-Warm]

Active: The spacecraft is tasked to constantly monitor the solar disc and
receive warning messages from mission control so that it can warn
other spacecraft of an impending solar storm. [SSW-Active]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time,
however, the spacecraft may switch is operating variation point (e.g., from Warm-
Spare to Active) at runtime. All spacecraft shall have the Passive variation point as a
commonality. Spacecraft with the Warm-Spare variation point shall also include all
functionality of Passive.

Figure 18 An Excerpt of the Role Variation PointsSchema for the

SolarStormWarner Role
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Role Schema: SolarStormWarner Schema ID: SSW-Passive

Variation Point: Passive

Inherits: SP-Core

Parameters of Variation: P7=Passive; P8=False

Requirements: C_G1,C_SH4, C_SP5,C _SP8,V _SP1,V_SP2

Description:
Receives warnings from other spacecraft about impending solar storms and
calculates the risk factor to itself from solar radiation damage. Notifies other nearby
spacecraft of the impending solar storm.

Activities and Protocols:
CalculateStormRisk, UpgradeToWarm, AcceptUpgrade, AcceptWarnMsg,
RecieveHeartbeat, ReplyHeartBeat, SendSolarStormWarnMsg

Permissions:

Reads -
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
curScienceGoalFactor /I current spacecraft scientific goal factor
subswarmVector /I vector of nearby spacecraft to warn
supplied stormType /I type of storm supplied by warning
supplied stormintensity /I storm intensity supplied by warning
supplied stormVector /I storm vector supplied by warning

Changes -
riskForSystemFactor Il current risk to spacecraft

Generates -
stormRiskValue /I new value of the risk to the spacecraft of

/I the solar storm

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to satisfy scientific goals while minimizing the risk factor.
Safety -
Prevent other spacecraft from being damaged by notifying others.

Figure 19 The Variation Points Schema for the Pasge Variation Point of the

SolarStormWarner Role
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Role Schema: SolarStormWarner Schema ID: SSW-Warm

Variation Point: Warm-Spare

Inherits: SSW-Passive

Parameters of Variation: P7=Warm-Spare; P8=False

Requirements: V_SP1,V_SP2

Description:
Acts as a redundant backup to those spacecraft that are actively monitoring the
solar disc and warning other spacecraft of impending solar storms that may
damage their onboard equipment. With actively monitoring spacecraft, verifies
measurements and other solar storm measurements.

Activities and Protocols:

CalculateStormDataAccuracy, CompareVerifyStromData, DetectStormData,
DowngradeToPassive, ObserveSolarDisc, UpgradeToActive, AcceptStormData,
AcceptDowngrade, AcceptUpgrade, SendHeartbeat, SendStormData,
VoteStormDataAccuracy

Permissions:

Reads -
supplied prelimStormType /I preliminary type of storm supplied by
/Il active spacecraft to be verified
supplied prelimstormintensity /I preliminary intensity of storm supplied by
/I active spacecraft to be verified
supplied prelimstormVector /I preliminary storm vector supplied by
/I active spacecraft to be verified

Changes -
stormDataAccuracyValue /I current value of the accuracy of the
/I supplied data compared to detected data
stormRiskValue /I current risk value of the storm to the
/I spacecraft
Generates -
detectedStormType I type of storm as detected
detectedStormintensity /I intensity of the storm as detected
detectedStormVector // storm vector as detected
Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will be able to maintain
heartbeat with other spacecraft monitoring the solar disc.

Safety -
Prevent dissemination of false solar storm warnings.

Figure 20 The Variation Points Schema for the WarnSpare Variation Point of the

SolarStormWarner Role
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Role Schema: SolarStormWarner Schema ID: SSW-Active

Variation Point: Active

Inherits;: SSW-Warm

Parameters of Variation: P7=Active; P8=True

Requirements: C_M9,V_SP1,V_SP2

Description:
Continuously monitors the solar disc for the signs of an impending solar storm
whose solar radiation may damage the swarm’s spacecraft. Upon detecting a solar
storm, it seeks to verify the data and then proceeds to warn the swarm’s spacecraft.
Also able to receive warning messages from mission control of an impending solar
storm.

Activities and Protocols:
CompareMissionControlData, DowngradeToWarm, AcceptDowngrade,
AcceptMissionControlWarn, AcceptStormDataVote, InitiateStormDataVote,
[nitiateStromWarning

Permissions:
Reads -
detectedStormType I type of storm as detected
detectedStormintensity /I intensity of the storm as detected
detectedStormVector /I storm vector as detected
supplied MCStormType I type of storm supplied by mission control
supplied MCStormintensity /I storm intensity supplied by mission
/ control
supplied MCstormVector /I storm vector supplied by mission control
Changes -
stormRiskValue /I new value of the risk to the spacecraft of
/l the solar storm
Generates -
riskForSystemFactor I current risk to spacecraft
stromWarningConfidence /I confidence in the warning provided by
/I mission control
voteConfidence /I confidence in the verification of detected
/I storm data by other spacecraft
warningMessage /I warning message to be sent to other

/] spacecraft

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
establish a communication connection with mission control.
Safety -
Initiate warnings to spacecraft of an impending solar storm.

Figure 21 The Variation Points Schema for the Actie Variation Point of the

SolarStormWarner Role
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Role Schema: SolarStormProtector Schema ID: SSP

Variation Point: SolarStormProtector

Inherits: None

Parameters of Variation: N/A

Requirements: C_SP5, C_SP6, C_SP7

Description:
Provides the spacecraft with the functionality to autonomously protect itself from the
affects of solar radiation during a solar storm.

Activities and Protocols:
CheckSolarSailStatus, DeploySolarSailAsShield, EvaluateRiskToGoal,
PowerDownSubsystems, PowerUpSubsystems

Permissions:

Reads -
curScienceGoalFactor /I current spacecraft scientific goal factor
position Il current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor I current risk to spacecraft
solarSailStatus /I status of the solar salil
detectedStormType /I type of storm as detected
detectedStormintensity /I intensity of the storm as detected
detectedStormVector /I storm vector as detected
subsystemsList [/l vector list of the spacecraft's subsystems

Changes -
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor Il current risk to spacecraft
systemStatus /I status of the spacecraft
solarSailStatus /I status of the solar salil
subsystemsStatus /I list of the statuses of the spacecraft’s

/I subsystems

Generates -
riskForSystemFactor I current risk to spacecraft
riskToGoalFactor /I calculated value of the current risk factor

/I to the advantage of pursuing scientific
/] exploration

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually take the
steps needed to prevent radiation damage from a solar storm.
Safety -
Prevent the solar radiation damage to the spacecraft possible during a solar
storm.

Figure 22 The Variation Points Schema for the Sot&tormProtector Variation

Point of the Self-Protector Role
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The Analysis and Design Phase of Gaia-PL takesettpgirements documented in
the Requirements Documentation Phase and develmbdacuments the multi-agent
system product line’s (MAS-PL) requirements speatiions. Requirements
specifications are documented in three schemas:Rike Schema, The Role Variation
Points Schema and The Variation Point Schema. Té&samas serve as a requirements
specification pattern in which requirements canléfned and documented.

This section describes the development and docuatientof the roles and
variation points for the Prospecting Asteroid Missi(PAM) from the requirements
discussed in the previous section and documentedeirCommonality and Variability
Analysis in Appendix A. Note that the complete sétschemas documenting PAM
mission’s requirements specifications can be foumdppendix D. In this section, we

only show a small set of the schemas to illust@de-PL.

4.2.3 Detailed Design Phase

The Detailed Design Phase of Gaia-PL integratesagh@ication engineering
phase of the Weiss and Lai’'s Family-Oriented Alustom, Specification and Translation
(FAST) product-line methodology [88] with Gaia’s taded Design Phase [92], [94].
The Detailed Design Phase designs and documentagirets of a multi-agent system
product line (MAS-PL) reusing the requirements gpEation previous developed.

This section describes the development and docatentof an agent of a MAS-
PL from the roles and variation points developedha Analysis and Design Phase,
described in Section 4.2.2. We again illustrate fitocess using the Prospecting Asteroid
Mission (PAM) from the requirements specificati@mhemas developed in the previous
section and listed in Appendix D. Note that, sitke PAM case study used in this
dissertation contains a possibility of 160 unigyees of spacecraft (agents), this section

and dissertation only illustrates a small set efgibssible agents to illustrate Gaia-PL.
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4.2.3.1 Designing and Documenting an Agent in GalaL

Upon completion of the initial requirements anatyand development of multi-
agent system product line (MAS-PL), it will be nssary to utilize the derived
requirements specifications to instantiate a nunobenembers of the system. During this
initial deployment of the agents, it is not necegshat all agents be equipped with equal
capabilities, intelligence or functionality. Sintlee prior steps have specified all the
possible variation points of the roles in the scagmwe instantiate a new MAS-PL
member (i.e., agent) to be added to the MAS-PLesydiy specifying each new member
to be deployed in the Role Deployment Schema. Ei@Rple Deployment Schemas for
different configurations of thBolarStormWarnerole are shown in Figure 24 and Figure
25 for PAM spacecraft with the Feature Model shownFigure 16 and Figure 23,

respectively.

Protect from Solar Storms

Use Solar Sail As Shield | [Warn of Soiar Storms

| Power Down Subsystems |

| Relay Warning Message of Solar Storm

Figure 23 A Portion of the PAM Feature Model for he SolarStormWarner Role

with only the Passive Variation Point
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Role Deployment Schema: SolarStormWarner System ID: 2, 3, 8-10

Description:

Detects solar storms through monitoring the solar disc and being able to receive
warning messages from mission control of an impending solar storm. After detecting
an impending solar storm, it measures solar storm risk to determine the best course
of action for the swarm. This configuration of the role provides the maximum
functionality for this role to monitor, detect and warn of an impending solar storm.

Variation Points:

Passive: The spacecraft does not have the ability to constantly monitor the solar
disc to watch for solar storms but can warn other spacecraft after itself
receiving a warning message. [SSW-Passive]

Warm-Spare: The spacecraft has the ability to constantly monitor the solar disc to watch
for solar storms and receive messages from mission control but is acting in
a backup/redundant capacity. [SSW-Warm]

Active: The spacecraft is tasked to constantly monitor the solar disc and receive
warning messages from mission control so that it can warn other
spacecraft of an impending solar storm. [SSW-Active]

Figure 24 Role Deployment Schema for a Configuratn of the SolarStormWarner

Role

Role Deployment Schema: SolarStormWarner System ID: 1, 4-7

Description:

Detects solar storms through monitoring the solar disc and being able to receive
warning messages from mission control of an impending solar storm. After detecting
an impending solar storm, it measures solar storm risk to determine the best course
of action for the swarm. This configuration of the role provides the minimum
functionality for this role to only warm of an impending solar storm.

Variation Points:

Passive:

The spacecraft does not have the ability to constantly monitor
the solar disc to watch for solar storms but can warn other
spacecraft after itself receiving a warning message. [SSW-
Passive]

Figure 25 Role Deployment Schema for a Configuratn of the SolarStormWarner

Role
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The process to design and document an agent of &-MAin the Gaia-PL
methodology is as follows:
1. Identify the roles that will constitute the agembie deployed.
2. For each role identified, create a new Role DepleynSchema and:

a. Provide the role's name, unique system(s) ideatiba and a brief
description of the role specific to this deploymentthe appropriate
fields of the Role Deployment Schema. The agentfs)que
identification, to be placed in the System ID fieldentifies the
specific member(s) of the distributed system todbployed that has
the role configuration described in the particuRwle Deployment
Schema. For example, if agents with identificatmmbers 1, 4-7 are
to employ theSolarStormWarnerole in which only variation point
Passive is possible (Figure 25), we denote thithen System(s) ID
field of the Role Deployment Schema. Similarly, agents with
identification numbers 2, 3, 8-10 are to employ SiméarStormWarner
role in which the variation points Passive, Warna®pand Active are
possible (Figure 24), we denote their identificatioumbers in the
System(s) ID field of the Role Deployment SchemaisTavoids
repetitive manual overhead when designing new menbe be
deployed in the distributed system and supportsced#iaility,
organization and management activities.

b. Identify all possible variation points that theea@an assume during its
lifetime. The set of possible variation points waseviously
established when the original Role Variation Poiffishema was

developed for the particular role.
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c. ldentify the variation point in which the role wile deployed and
specify it in the Role Deployment Schema by undarg it. This
variation point represents the default variatiompat which the agent
will most commonly operate during normal operatiolRsr example,
Figure 25 denotes the agents that haveSthlarStormWarnerole in
which the variation points Passive, Warm-Spare &utive are
possible but where the agent is initially configuite operate at the
Warm-Spare variation point level.

These steps in Gaia-PL are repeated for all agleatsare to be deployed in the MAS-PL.
These steps produce a set of completed Role Deplayr8chemas describing how

different agents of the MAS-PL are to be deployed low they are initially configured.

4.2.3.2 The Agent Model

We illustrate how an Agent Model, expanded from Algent Model of Gaia [6],
can be derived in this section. The Agent Modeppreally illustrates the assignment of
roles to agents as well as variation points tos;oémilar to that of the Feature Model.
The cardinality relationship between agent and ioiadicated and all possible variation
points are listed for each role. At runtime, theigeer annotates the actual cardinality
and the specific possible variation points of aeragnstance (typically a one-to-one
relationship.

In Gaia, the Agent Model defines for each agentrtiles that will map to it.
Gaia-PL extends this model to additionally map dach role the variation points that
may map to it. For example, the partial Agent Maslebwn in Figure 26 illustrates the
Self-OptimizerNavigator and SolarStormWarneroles used throughout this chapter and
their associated variation points. The Agent MadeGaia-PL will likely be similar to

that of the Feature Model and may not be necessary.
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PAM Spacecraft Agent
Agent
P g
1 e
Mavigator Solar Storm Warner
» Roles
Leader Messenger Worker Passive Warm-Spare Active Vanglmn

Points

Figure 26 An Excerpt of the Agent Model for the PM MAS-PL

4.2.4 Summary

The steps of Gaia-PL described in Section 4.2.1Sswdion 4.2.2 conform to the
domain engineering phase of Weiss and Lai’'s Fafiignted Abstraction, Specification
and Translation (FAST) product-line methodology ][88 document the multi-agent
system product line’'s (MAS-PL) requirements andumnegments specifications. The steps
of Gaia-PL described in Sections 4.2.3 conformA&TF's application engineering phase
and produce the documentation shown in the detdgstyn phase shown in Figure 4.

Documenting the requirements specifications in &di&s schemas allows easy
reuse when instantiating actual agents of a MAS\RE. detail how the documentation
created in this section can easily be reused doth initial development and system

evolution using the PAM case study in the nextisact

4.3 Requirements Specifications Reuse in the Gaia- PL
Methodology

Requirements specification reuse is using prevjoudtfined requirements
specifications from an earlier system and applyingm to a new, slightly different
system. Increasing the amount of requirements Sgaton reuse for any given product

may reduce the production time and cost of thenso#t system [12].
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Requirements specification reuse for multi-agestey product lines (MAS-PL)
is simplified in our Gaia-PL methodology by our usfevariation points to handle the
product-line variabilities in similar systems. T@aia-PL methodology takes advantage
of how the requirements specifications for an adgemble were partitioned and
documented in the Role Variation Points Schema\grthtion Point Schema based on
their variation points.

This section describes how the requirements spatidns documentation
detailed in Section 4.2 can be reused during thi@alideployment of a MAS-PL as well
as during its evolution (e.g., the inclusion of nagents, roles or variation points to the

MAS-PL).

4.3.1 Reuse During Initial System Development

The members of a distributed system (including #iragent system product line
(MAS-PL) often will be heterogeneous in their funoil capabilities yet mostly similar
in structure. For example, some of the Prospedsigroid Mission (PAM) spacecraft
may have additional scientific imaging software Mluthers may have additional cluster
planning and reconfiguration software.

Heterogeneity may also arise when resources (suefeght limits, memory size,
etc.) are limited and different members of a distted system must assume different
roles. In the case of MAS-PLs, agents also may déterbgeneous in terms of their
functional capabilities, intelligence levels or etlpossible variation points (see Section
4.1.2.3). For example, depending on the capabiiael (e.g., passive, warm-spare or
active) of those spacecraft with tBelarStormWarnerole (see Section 4.2.2.3) among
agents, not all agents must support all the passidatiation points. That is, not all agents
may be capable of monitoring, detecting and warmtiger spacecraft of an impending

solar storm. Rather, most spacecraft may simplycéygable of relaying a received
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warning to other spacecraft. For this reason,alijtideployed members of a MAS-PL
will likely contain a role(s) that differs amongether members in terms of which
variation points it is capable of assuming. Sevag#nts of the MAS-PL will have the
same role but at different levels of intelligence.

Requirements specification reuse can be exploitethg the initial development
and deployment of the members of a MAS-PL in GdiaiBing the Role Deployment
Schema, illustrated in Figure 24 and Figure 25.h&athan repeatedly defining the
requirements of a role for any given agent (as @dé necessary in Gaia), the Role
Deployment Schema allows us to define the intellagelevels it can assume. This reuse
is possible because the requirements specificafmmsach of the levels of intelligence
were documented in the Variation Point Schemas pacduse the agents of a distributed
system will be similar.

Thus, to document a particular role for severdiedént heterogeneous members
of a distributed system we must only indicate whehiation points it can assume and
give the reference number(s) to the Role Variattwmint Schemas. After assigning
variation points to an instance of a role and & tol an instance of an agent, an Agent
Model can be used to illustrate an actual instarican agent, shown in Figure 26. This
procedure was described in Section 4.2.3.1.

In the application of the Requirements Documentatad Analysis and Design
Phases, described in Sections 4.2.1 and 4.2.2ai@#-FL to the PAM case study the 11
Role Variation Point Schemas and 37 Variation RoiSthemas (see Appendix D)
constructed from the 97 high-level requirements (Bfduct-line commonality
requirements and 62 product-line variability regments) (see Appendix A, 48
parameters of variation (see Appendix B) and 4tufea (see Appendix C) are able to be
reused to design and develop 160 unique PAM spaitg80 uniquéNorker spacecratft,

48 uniquelLeaderspacecraft and 32 uniglessengespacecratft). Thus, the reuse of the
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50 schemas developed in Gaia-PL's Analysis and gbedPhase were able to
accommodate the development of a wide range of RBpstecraft. A further evaluation

of the Gaia-PL approach, compared to that of Gaidiscussed in Section 4.4.

4.3.2 Reuse During System Evolution

Change is inevitable. Hardware failures or altem@idsion goals in a deployed
distributed system typically necessitate softwgpdates to one or more members. For
example, a satellite of the constellation may havealfunctioning planning and control
module that could motivate operators to update fihaticular satellite's software to erase
it and replace it with updated mission planningtwafe. Alternatively, technology or
mission goals after the initial deployment of arilisited system routinely evolve in such
a way that future deployments of members joining dstributed system will require
additional functionality (i.e., new features reduir new requirements).

In the case of the Prospecting Asteroid Mission NBAalthough 1,000 PAM
spacecraft will be initially deployed to investigahe asteroid belt, additional spacecraft
may have to be deployed if a significant amounspmdcecraft are lost due to damage or
failures (e.g., solar radiation, collisions, etf/l], [77], [83], [84]. The new PAM
spacecraft deployed to replace the lost spacenrajt contain additional features not
found in previously deployed microsatellites. Exdespof the types of evolution
additional PAM spacecraft may undergo include imprb scientific equipment, new
scientific software, new communication devices, ragkategies for identifying asteroids
of interest, new functionality in existing rolesc.e

A deployed multi-agent system product line (MAS-REN evolve in three ways
relevant to this work: 1. new agents may be addeti¢ system; 2. new roles with new
functionality may be created that future agents eaploy; and 3. new variation points

may be added to existing roles that future ageasernploy. The following subsections
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discuss how these types of evolution in a MAS-Ph lsa accommodated in the Gaia-PL

methodology.

4.3.2.1 New Agent MAS-PL Evolution in Gaia-PL

When a MAS-PL evolves, a new agent (i.e., spacgcrafy be deployed to
replace a destroyed or failing agent. If this updmicludes functionality previously
defined in the requirements specifications (Roleidteon Points Schema and Variation
Point Schemas), it suffices to modify the Role Dgpient Schema and, possibly, the
Agent Model to reflect the update.

If the evolution of the MAS-PL involves a new agémbe deployed that includes
additional functionality not previously defined the requirements specifications (Role
Variation Points Schema and Variation Point Sche¢mapdates to the MAS-PL’s
requirements specifications is needed. The req@nesnspecifications patterns detailed
in Sections 4.2.1 and 4.2.2 are extensible inithan accommodate this kind of system
evolution by being able to include a new set ofureaments while still reusing the
previously documented requirements. This situatsodiscussed in Section 4.3.2.2 and

Section 4.3.2.3.

4.3.2.2 New Role MAS-PL Evolution in Gaia-PL

The addition of a new role during evolution witlammulti-agent system product
line (MAS-PL) is analogous to the inclusion of &erduring initial system development,
as described in Section 4.2. Briefly, we createw Role Variation Points Schema and a
Variation Point Schema(s) just as during the ihitikevelopment of a MAS-PL.
Following the creation of a Role Variation Pointshma and a set of Variation Point
Schemas, the process in Gaia-PL’'s Detailed Deslggs® outlined in Section 4.2.3, is

used to instantiate a new agent with the new role.
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Note that a new role should have new requirementgoa features associated
with it. The new requirements/features that arel@emented in the functionality of a role
should additionally be represented in the Commobnand Variability Analysis (see
Section 4.2.1.1), the Parameters of Variation tgdbée Section 4.2.1.1) if it is a new
product-line variability requirement and the FeatlModel (see Section 4.2.1.3). The
inclusion of new requirements to a MAS-PL can badbed as is traditionally done for
the evolution of a software product line. This e is described in [12], [67], [88] and
is not the focus of this research. However, the afsBECIMAL [23], [58], [59] (see
Section 4.2.1.2) in Gaia-PL may ease the inclusibnew requirements as a result of
new roles being added to the MAS-PL because dhilty to automatically verify that

the new role and new agents abide by the MAS-Ptrstaints.

4.3.2.3 New Variation Point MAS-PL Evolutionin Gaia-PL

The addition of a new variation point to an exigtirole during multi-agent
system product line (MAS-PL) evolution, howeverguges a modification to existing
Role Variation Points Schema documentation as aslhe creation of a new Variation
Point Schema. To describe and illustrate the psooésipdating Gaia-PL’s requirements
specifications in the event that a new variatiompmust be added to an existing role as
a result of evolution, we use the following hypdite situation in the Prospecting
Asteroid Mission (PAM) case study as motivation:

After the initial deployment of the PAM spacecratftjssion engineers
discover that, in addition to théeader Messengerand Worker types of
spacecraft already present in the PAM swarm, antiaddl Scout type of
spacecraft is desired to better investigate theraist belt. TheScoutspacecraft
would be tasked with working mostly independendyquickly survey asteroids,

assess their relevance to the mission goals andededich asteroids should be
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further explored by a PAM subswarm consistingLefiders Messengersand
Workers

Thus, the newScouttype of PAM spacecraft will include some of the
functionality of theLeaderand Worker spacecraft but will additionally include
new functionality. The inclusion of this new typespacecraft to the PAM MAS-
PL will necessitate the updating of portions of tleguirements specifications.
One such update needed is to include a new “Sc@utation point to theself-
Optimizer role, described in Sections 4.2.2.1 and 4.2.2@,include the
functionality that provides th8coutspacecraft with the ability to optimize itself

in order to better satisfy its scientific goals.

To accommodate a new variation point in an existwlg for the use in future
deployments of the MAS-PL, as described in the abseenario, using the Gaia-PL
methodology, the following process suffices:

1. Update the Role Variation Points Schema to whi@hrtéw variation point
corresponds, and add the new variation point, aleitly a description and
schema reference identification, to the Variationin®s section. An
example of this from the scenario described abavelfe Self-Optimizer
role is shown in Figure 27. Note that the origiRalle Variation Points
Schema for th&elf-Optimizerole is given in Figure 11. Figure 27 expands
the Role Variation Points Schema, from Figure lihttude the new Scout
variation point.

2. Create a new Variation Point Schema, shown in Eig28 for the new
variation point giving the role's name, variatiosirg's name and a unique

variation point identifier in the appropriate fisld
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Role Variation Points Schema:  SelfOptimizer Schemata ID: SO
Parameters of Variation: P4, P5, P6
Description:

At the swarm-level, the collection of these roles within all the spacecraft aid in

autonomously and continuously improving the spacecraft’s ability to identify, explore

and communicate the information discovered while investigating asteroids. At the

spacecraft-level, these roles aid in the spacecraft to continuously learn and improve

its specialized abilities and communicate its findings with other similar spacecraft.
Variation Points:

Core: The core elements of a spacecraft to be able to optimize itself in

- regards to general spacecraft functions so that it can continuously
learn from the environment and perform better within the swarm.
[SO-Core]

Leader: The elements needed in a leader spacecraft to be able to optimize
itself in regards to its ability to best manage, oversee and direct the
swarm to optimize the swarm’s ability to achieve scientific goals.
[SO-Leader]

Messenger: The elements needed in a messenger spacecraft to be able to
optimize itself in regards to its ability to best perform the
communication necessary within the swarm so that commands and
information can best be transmitted. [SO-Messenger]

Scout: The elements needed in a scout spacecraft to be able to optimize
itself in regards to its ability to independently survey asteroids and
decide which asteroids should be further investigated by a PAM
subswarm. [SO-Scout]

Worker: The elements needed in a worker spacecraft to be able to optimize
itself in regards to its ability to best optimize its ability to achieve its
own scientific goals. [SO-Worker]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design
time. However, a spacecraft that may switch is operating variation point (i.e.,
P2=True or P3=True) may have this variation point alter at runtime.

Figure 27 Updated Role Variation Points Schema fathe Self-Optimizer Role as a

Result of Evolution

3. Provide any variation points that the new variatjpmint must inherit.
Additionally denote the associated requirementsgaredmeters of variation
in the appropriate fields of the new Variation R@achema.

4. Document the variation point indicating how the newiation point differs

from previously defined variation points in the Degtion section.
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Role Schema: SelfOptimizer

Schema ID: SO-Scout

Variation Point: Scout

Inherits: SO-Core

Requirements: N/A

Parameters of Variation: N/A

Description:

The elements needed in a scout spacecraft to be able to optimize itself in regards to
its ability to independently survey asteroids and decide which asteroids should be
further investigated by a PAM subswarm.

Activities and Protocols:

Calculate EvaluateAsteroidStrategy, SendNewAsteroidData,

Permissions:
Reads -
currentPosition
messengerVector

scienceGoal

Changes -
asteroidEvaluationStrategy

asteroidldRules

surveyedAsteroidHistory

Generates -
asteroidMap

newSurveyRule

optimizationinfoMsg

sciExplorationStratVal

/Il current position of the spacecraft in the
/I asteroid belt

/I vector of nearby messenger spacecraft
/ to aid in sharing optimization information
/I current scientific goal pursued by the

/I spacecraft

/I strategy for spacecraft’'s approach

/I in surveying an asteroid

/I vector of rules that is used to identify

/[ asteroids of interest given preliminary
/I data points on the asteroid

/I history log of the asteroids surveyed by
/I the scout spacecraft

/I rough map of the asteroids surveyed

/I that have yet to be further explored

/I new rule devised by the role to use when
/I surveying and evaluating an asteroid

/l message to deliver upon receiving a

I/l request for spacecraft’s current

/I optimization information

/I evaluation value of the accuracy of the

/I spacecraft’s current ability to

/] achieve its scientific goals

Responsibilities:
Liveness -

If the spacecraft is functioning properly, the role will eventually improve its
ability to independently survey and identify asteroid of interest that should be
further explored by a PAM subswarm.

Safety -
None.

Figure 28 The New Variation Points Schema for th&cout Variation Point of the

Self-Optimizer Role as a Result of Evolution
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PAM Spacecraft Agent

Agent
P T g
______________ 0.1 g1 "7 0 T
Self-Optimizer Navigator Solar Storm Warner
> » Roles
______ SN N T N T
\ N\
Leader Messenger Scout Worker Passive Warm-Spare Active Val"lfﬂlol'l
Points

Figure 29 Excerpt of the Updated Agent Model to Rigect the Addition of the Scout

Variation Point to the Self-Optimizer Role

5. ldentify the protocols, activities, permissions aiedponsibilities that are
particular to only that variation point. That isefehe the protocols,
activities, permissions and responsibilities thrat mot found in any of the
lower intelligence level variation points and tlaa¢ not found in any other
variation points.

6. Document and define the identified protocols, atés, permissions and
responsibilities in the appropriate sections of\aeiation Point Schema.

7. Update the Agent Model(s) to reflect the inclusiminthe new variation
point for the role. The new Scout variation poiot $elf-Optimizerole is
included in the updated Agent Model in Figure 29.

These steps will produce a new variation pointdaole and the accompanying

Variation Point Schema for future versions of meralzé the system.

4.4 Evaluation of the Gaia-PL Methodology

This section evaluates the Gaia-PL methodologhédontext of its application
to the Prospecting Asteroid Mission (PAM) case gtWle also provide a comparison of
the Gaia-PL and Gaia methodologies in the contéxh® PAM case study and a brief

discussion of the results.
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4.4.1 The PAM Case Study

The application of the Gaia-PL methodology to tihesPecting Asteroid Mission
(PAM) during the Requirements Documentation Phaseuhented 97 high-level
product-line requirements in the Commonality andidality Analysis (CVA), discussed
in Section 4.2.1.1 and shown in Appendix A. Theh@ijh-level product-line requirements
included 35 commonality requirements and 62 valitghiequirements. Thus, we found
that approximately one-third of the requirementstted PAM case study were in all
spacecraft regardless of its specialized role @.éader, messenger or worker designated
spacecraft). The 62 variability requirements werglgzed and grouped into 48
parameters of variation, discussed in Section 4.2ahd shown in Appendix B. Further,
the product-line requirements of the PAM case stwdye partitioned into 47 features,
discussed in Section 4.2.1.3 and shown in Appe@dix

In the Analysis and Design Phase of Gaia-PL, watitled 13 unique roles for
the PAM case study that were documented in 2 Roei@as, 11 Role Variation Points
Schemas and 39 Variation Point Schemas, as distusssection 4.2.2 and shown in
Appendix D. These requirements specifications seseman be used to design and
develop 160 unique PAM spacecraft (80 unidMerker spacecraft, 48 uniqueeader
spacecraft and 32 uniqgudessengerspacecraft). Thus, the reuse of the 52 schemas
developed in Gaia-PL’s Analysis and Design Phases walle to accommodate the
development of a wide range of PAM spacecraft.

To measure the impact and ability of the inclusadnvariation points into the
roles of an agent in a MAS, this evaluation measule number of variation points
defined for each role and the number of parametérsariation and requirements
implemented in each variation point. These measentsnprovide an insight into the

extent of the variable behavior of an agent that ba defined for a role and partly
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illustrates the advantage of the inclusion of puatdine engineering into the
development of a MAS in Gaia-PL.

The Role Variation Points Schemas developed foP#Bl case study during the
Analysis and Design Phase of Gaia-PL had an aver8 variation points where the
minimum number of variation points identified fora@e was 2 (e.g., theeaderPlanner
role, see Appendix D, page 264 ), and the maximumber of variation points identified
for a role was 10 (e.g., th&/orkerrole, see Appendix D, page 271). Additionally, the
Role Variation Points Schemas represented an avevdgt.8 of the parameters of
variation (see Appendix B) where the minimum numbérparameters of variation
identified for a role was 1 (e.g., tNeorkerCooperatiomole, see Appendix D, page 282),
and the maximum number of parameters of variatientified for a role was 21 (e.g., the
Workerrole, see Appendix D, page 271).

Further, the Role Variation Points Schemas hademphted an average of 4.1
high-level requirements from the CVA where the mmam number of requirements
implemented in a variation point was 1 (e.g., tiR3pec variation point of thé&/orker
role, see Appendix D, page 274), and the maximunmbas of requirements
implemented in a variation point was 14 (e.g., @are variation point of thé&elf-
Coordinator role, see Appendix D, page 255). Note that manyth&f high-level
requirements were implemented in several roles (uere cross-cutting in more than one
role). For example, requirement C_M4 “Every spaaft@hall be able to know its current
position” is needed in multiple roles.

Of the 11 Role Variation Points Schemas identifiedthe PAM case study, 8
contained a variation point that must be includetie role is included in the agent. For
example, theMessengerole (i.e., a role that not every agent will contsee the Feature
Mode in Figure 9), shown in Appendix D, page 28Htains two variation points one of

which is required (i.e., the “Core” variation pginEor theMessengerole, the “Core”
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variation point captures 6 of the 8 requiremené Hre associated with the functionality
possible in thélessengerole. That is, 6 of the 8 of the requirements wayemon to all
agents containing thelessengerole while only 2 of the 8 requirements were Vialea
functionality.

The SolarStormWarnerole, discussed (see Section 4.2.2.3) similarptwad a
large portion of the role’s common requirementgsirequired variation point. However,
unlike theMessengerole, theSolarStormWarnerole (see Appendix D, page 296) is
required for all PAM spacecraft (see the Featured®m Figure 9). Nevertheless, the
common variation point for th8olarStormWarnerole captured 54.5% of the common
requirements in its Variation Point Schema (seeehplpx D, page 297).

Among the 8 Role Variation Points Schemas of theMPgase study that
contained a variation point that must be includettheé role is included in the agent, an
average of 41% of the requirements were found todmemon to the required variation
point of the role. The minimum amount of commonuiegments for a role was 13% for
the Worker role (see Appendix D, page 271) and the maximuns ®8% for the
Messengerole, described above. Thus, using the Role VanaRoints Schema in Gaia-
PL captures, at least in the case of the PAM ctagly sa portion of the requirements that
are common to all agents with a particular role ead be reused to develop agents with
the any allowable combination of the role’s vaoatipoints. Further, the ability to
separately capture the common requirements ofeama variation point avoids the need
to have the common requirements repeated in sevelalschemas for each of the
variation points, as would be needed using the @wthodology (discussed in the next
section).

The design and documentation of the 39 Role VamaRoint Schemas for the
PAM case study took approximately 30 minutes eachaftotal of 19.5 hours. Thus, for

each requirement implemented in a Role VariatiomtP8chema, it was found in this
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case study that an average of 7.3 minutes was dgeddocument the requirement’s

specification in a Variation Point Schema.

4.4.2 Comparison to the Gaia Methodology

The contribution of the Gaia-PL methodology dethile this dissertation is to
provide a way to develop software engineering aséett can be readily reused to build
the agents of a multi-agent system product line 8v2L). As mentioned in the previous
section, the application of Gaia-PL to the Prospgcisteroid Mission (PAM) case
study used in this dissertation yielded 39 VarmatiRoint Schemas that can be reused to
build 160 unique agents (i.e., spacecraft) of tABBwarm.

The mechanism to provide the reusable assets inGidia-PL methodology
centers on the identification and separation ofdbemonalities of the agents and the
agent’s roles and the refinement of the variabsitof the agents and the agent’s roles in
separate software engineering artifacts. The wghidit separately capture the common
requirements of a role in a variation point avoiti® need to have the common
requirements repeated in several role schemasaidh ef the variation points. In this
section, we discuss this advantage of Gaia-PL tynaparison to the application of Gaia
to the PAM case study.

The application of the Gaia methodology from thguieements for the PAM case
study listed in the Commonality and Variability Aysis (CVA) given in Appendix A,
yields 48 (a 19% increase compared to Gaia-PL) @fa'€ Role Schemas (similar to
Gaia-PL’s Variation Point Schemas) to documentstme requirements specifications.
To accommodate the requirements of the PAM castystBaia needs to implement a
role for each of our variation points where theialale variation points (i.e., non-

required) variation points additionally includirfgetrequired variation point functionality.
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For example, in the&olarStormWarnerole, described in Section 4.2.2.3 and
given in Appendix D, page 296, a new Role Schem&ara has to be created for the
Passive, Warm-Spare and Active variation pointsadidition, the new roles for the
Warm-Spare and Active roles also has to includguhetionality (i.e., requirements) of
the Passive variation point. Thus, the Gaia Rolee8a for the Warm-Spare and Active
SolarStromWarneroles combine and repeat the functionality of Beessive variation
point.

Although this approach using Gaia accommodateduhetionality of the PAM
case study, it does not clearly document an ageiilty to change from one set of
functionality of a role to another (e.g., from tAé&arm-Spare to the Active functionality
of the SolarStormWarnerole). Rather, Gaia has to combine the functiopdiom the
variation points into a single role. Yet, this doed keep the modularity of the differing
types of functionality in a role as in Gaia-PL andy confuse developers during coding.
Secondly, the non-hierarchical nature of Gaia i$ able to provide any linking
relationships between related roles (e.g., from iNarm-Spare to the Passive
functionality of the SolarStormWarnerrole) as in Gaia-PL. Lastly, some of the
functionality will be unnecessarily repeated (etge Passive functionality also must be
included in the Warm-Spare and Active roles &adarStormWarngr

Although the application of the Gaia methodologythe PAM case study only
increases the number of schemas needed by apptekyni®% compared to our Gaia-
PL approach, the number of redundantly implemerggdirements further illustrates the
advantage of Gaia-PL. As discussed in Section AwkeXound that an average of 41% of
the requirements implemented in the required vanapoints of 8 of the 11 Role
Variation Points schemas were common to all vanmagioints of the role. However, since
the redundant requirements need to be documenteeafdh variation point to create a

new role in Gaia, the set of Role Schemas has 3®®6ate of requirements that have
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already be documented in another role. Of theselés ridentified in Gaia-PL (with 35

variation points), Gaia created 41 roles that dorth33 redundant requirements. Due to
the high number of redundant requirements, the 8% FSchemas created in Gaia
documented 222 requirements (of which 66.5% or fetjuirements are redundant).
Assuming that it continues to take an average 8f minutes per requirements to
document in a requirements specification, the @ajaroach incurred an additional 17.8
hours to derive and document compared to the Gaiaypproach discussed in this

chapter.

4.4.3 Discussion

The evaluation of our Gaia-PL methodology using Br@specting Asteroid
Mission (PAM) case study measures Gaia-PL’s abibtgapture the common parts of a
multi-agent system product line (MAS-PL) so thagythcan be reused along with the
variable parts to design and develop an agentgastshown in the previous section that
compared to Gaia, an Agent-Oriented Software Emging (AOSE) methodology that
does not explicitly partition the common and valéaparts of a MAS-PL, Gaia-PL’s
ability to reuse the common parts of an agent's retluces the work and time required to
design and develop an agent. However, the evatuafiour Gaia-PL methodology does
not come without caveats. In this section, we discsome of the caveats of our
evaluation.

The PAM case study used in this dissertation hgdirements that fit nicely into
adopting a software product-line engineering apgrodhe requirements gathered for
the PAM case study readily fit into a CommonalitydaVariability Analysis (CVA)
because the common and variable functionalitiesthef spacecraft were clear. A
characteristic of the PAM case study aiding itspigm into a product line approach was

its basis on the Autonomous Nano-Technology SwamiNTS) concepts. The
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requirement that all PAM spacecraft implement tlomoepts of the ANTS mission
provided a natural mechanism to define the comniesl In addition, the variability
requirements of the PAM mission partly focused ba differing functionality of the
different types of spacecraft (i.e., Leader, Megseror Worker). Further, there was
approximately a 2:1 ratio of variable requiremetotsommonality requirements. These
factors certainly contributed to the clear advaetalgat Gaia-PL compared to Gaia.
However, for MAS-PL’s with less variability and nityscommon functionality among a
role, or for MAS-PL’s in which no variation pointsr a role can be identified, Gaia-PL
will not provide such clear advantages.

In the case where a MAS-PL has little variabiligfthough Gaia-PL will not
necessarily provide the advantage in reuse desktiibeSection 4.3, it will not incur
enough overhead to be a disadvantageous approagiaced to Gaia. Unlike Gaia, Gaia-
PL does require the documentation of variation {gofif any) in a Role Variation Points
Schema which will incur additional development tinvet, for MAS-PL'’s that will have
few variation points (and thus few variabilitie8)e Role Variation Points needed will be
few and require very little development time. Thtisge Gaia-PL approach would still
provide some advantage for those roles which havi@tion points while not incurring a
large overhead.

This evaluation did not consider design alternativeour application of Gaia-PL
to the PAM case study. That is, we did not desigph evaluate different ways of defining
a role’s variation points nor did we design andleat® different ways of defining the
roles possible in an agent. Thus, the results métafrom our evaluation might differ if
we had used a different design alternative folRA® case study.

Although the evaluation of Gaia-PL was performechaelatively large MAS-PL
case study, the results only report the performanc€gaia-PL on a single case study. The

application of Gaia-PL on different MAS-PL applicat, in particular applications with a
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different profile of variable functionality, willigld different results. Thus, the evaluation
reported in this dissertation should only serve gsoof-of-concept measurement rather
than the results that should be expected in itonsgher MAS-PL applications.

Despite these caveats, the evaluation of Gaia-Rlicates its advantages in
designing, developing and documenting MAS-PLs tlaate some degree of variability.
Gaia-PL’s ability to hierarchically define the rslef an agent, capture the common and
variable functionality of an agent and reuse th@mon functionality of a role to design
and develop a wide-range of agents of the MAS-Rbmemends its use. In particular, the
use of Gaia-PL as an extension of Gaia allows tiftevare developer to take advantage
of the reuse potential in Gaia-PL along with theeotmodels, abstractions and analysis

tools of Gaia to provide the mechanisms to effitiedesign and develop a MAS-PL.

4.5 Summary

This chapter detailed the design and developmeatmoiilti-agent system product
line (MAS-PL) using our Gaia-PL methodology. Thei&BL methodology produces
reusable software engineering assets so that bgiklistems of the MAS-PL can be done
efficiently and with a high-degree of reuse. Sofevaroduct-line engineering concepts
were integrated into agent-oriented software ergging (AOSE) by identifying, defining
and usingvariation pointsto build a MAS-PL. We illustrated the documentatiof
MAS-PL requirements in a Commonality and Variapilknalysis and a Parameters of
Variation table and detailed the documentation ezfuirement specifications in Gaia-
PL’s schemas. These schemas partitioned the conlityorgguirements and variability
requirements into separate schemas for specifesrosing a Feature Model as a guide.
Gaia-PL’'s schemas were then shown to be reusediloh $pecific types of agents for a

MAS-PL.
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This chapter discussed and illustrated the reuskeofequirements specifications
during initial system development of a MAS-PL adlvas during system evolution. To
highlight the advantages of Gaia-PL, we differaetiaour methodology from previous
work by illustrating Gaia-PL'’s ability to captureuse and avoid the redundant work and
increased development cost (i.e., additional timegded to develop the agents required
as done in previous MAS work. Finally, an evaluataf our Gaia-PL methodology on
the PAM case study illustrated the development sagings and other advantages of our
approach.

For safety-critical MAS-PLs, the Gaia-PL methodglatescribed in this chapter
provides no mechanisms to ensure that the MAS-Rigdauilt is indeed safe. Chapter 5
builds upon the Gaia-PL methodology by detailinfesaanalysis techniques and tools

for the analysis of safety-critical MAS-PLs in tbentext of Gaia-PL.
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CHAPTER 5. SAFETY ANALYSIS FOR SAFETY-CRITICAL
MULTI-AGENT SYSTEM PRODUCT LINES?®

Chapter 4 detailed our Agent-Oriented Software Beeiing (AOSE)
methodology, Gaia-PL (Gaia — Product Line) for deping reusable requirement
specifications for a multi-agent system product {MAS-PL) and then reusing them for
initial system development as well as during evofut This chapter focuses on the
development of reusable safety analysis artifaots safety-critical MAS-PL in the
context of our Gaia-PL methodology. The goal isd&velop reusable safety analysis
artifacts for a MAS-PL. This chapter describesgheduct-line safety analysis techniques
and tools we have developed and adapted for thelw#eg the design and development
of safety-critical MAS-PLs. The safety analysisheigues and tools described in this
chapter aim to provide some assurance that coet¢sagsfined in the domain engineering
phase are being safely reused during the applicatgineering phase. We again use the
Prospecting Asteroid Mission (PAM) case study, dbsd in Chapter 3, to illustrate and

evaluate our safety analysis techniques and tools.

% This chapter extends our previous work that hgseared in papers @004 High Assurance Systems
Engineering ConferencéHASE’04), 2005 International Symposium on Software Religb#ihgineering
(ISSRE’05),2005 International Conference on Software Engimegs Workshop on Software Engineering
for Large-Scale, Multi-Agent SystenfSELMAS’05), 2006 Workshop on Innovative Techniques for
Certification of Embedded Systeifi$ CES’'06), andAutomated Software Engineering Journ2006 all
co-authored with Robyn R. Lutz; ar®07 International Conference on Software EngimepfiCSE’'07),

co-authored with Meredith Humphrey, Lada Suvoraas@nna Padmanabhan and Robyn R. Lutz.
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5.1 Software Safety Analysis for Multi-Agent System Product

Lines

This section examines the need for safety anatgstsniques and tools for multi-
agent system product lines (MAS-PL) and providesoaerview of the safety analysis

techniques and tools for MAS-PLs detailed in thiagter.

5.1.1 The Need for Safety Analysis for Developing  Multi-Agent

Systems

Multi-agent systems (MAS), like other software gysts may be safety-critical. A
safety-critical system is a system that can diyeotl indirectly compromise safety by
placing a system in to a hazardous state causegadtential loss or damage of life,
property, information, mission or environment [44]hus, although the Prospecting
Asteroid Mission (PAM) case study used in this @itgtion may not directly cause the
loss of human life, failures in the PAM spaceciadh result in the loss or damage of
property (i.e., the spacecraft), information (ithe data gathered on the asteroid belt)
and/or mission. Thus, the PAM case study, and amaijjent-based systems, necessitates
safety analysis to ensure that no undesirable betsawill occur that may compromise
the system’s mission. Further, for some agent-bagstbtms, safety certification may be
required.

However, the safety analysis of a MAS presentslehgés not found in other
software systems. In particular, one of the mostllehging characteristics of a MAS
preventing the use of traditional software safetglgsis techniques and tools is that it is
difficult to verify that the emergent behavior afch systems will be proper and that no
undesirable behaviors will occur. Although the egeat properties of a distributed, MAS
make the systems more powerful and adaptable, aheyinherently more difficult to

design and provide assurance that the properbsdid@viors will emerge. In addition, the
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complexity of distributed MAS, such as PAM, in thability to interact with each other

and dynamically alter their functionality furtheoraplicates the safety analysis of such
systems. Unless safety analysis techniques and, taldng with further validation and

verification techniques can assure the correce bahavior and interactions of a MAS,
the safety of such software systems can not beessu

For MAS that consist of a high number of similat gkghtly different agents, as
in the PAM case study, a product-line safety anslgpproach is advantageous. Like the
product-line approach described in Chapter 4, aymobline approach to safety analysis
allows the reuse of portions of the safety analf@isnultiple agents of the multi-agent
system product line (MAS-PL). The ability to reysartions of the safety analysis for a
new agent can significantly reduce the burden @étgaanalysis of the entire system.
Further, reusable safety analysis assets can betaseake a safety case for the software
during the system certification, can aid in ventfyithe safety requirements of the system
and can discovering safety requirements misselgeimitial requirements specification.

Certification is a process whereby a certificatianthority determines if an
applicant provides sufficient evidence concernimg ineans of production of a candidate
product and the characteristics of the candidatelymt so that the requirements of the
certifying authority are fulfilled [31], [40], [69] [72]. Software safety analysis
techniques, similar to those detailed in this cegphave previously been shown to
contribute to the certification of software-intersisystems in [2], [55]. However, little
work has been specifically aimed at MAS-PLs.

Certification may apply to the development procels, developer or the actual
product [55]. Since it is insufficient to certifile process or developer for the software
of safety-critical systems, building a safety cts# provides “an argument accompanied
by evidence that all safety concerns and risks haeen correctly identified and

mitigated” [26] aids in the certification of theqaluct. The safety analysis techniques

www.manaraa.com



113

and tools described in this chapter integrate &use potential of safety analysis assets
into the design and development of MAS-PL so thatytcan be used to better make a
safety case when system certification is requiteavell as allowing the safety engineer
to verify the safety requirements of the system aadh discover missing safety
requirements. These safety analyses provide soswake that core assets defined in
the domain engineering phase are being safely detiseng the application engineering
phase.

The safety analysis techniques and tools presentdds chapter provide safety
analysis techniques for a safety-critical MAS-PL tine context of our Gaia-PL
methodology. In the following section we provide @verview of our safety analysis

techniques and tools in the context of Gaia-PL.

5.1.2 Overview of Our Safety Analysis Techniquesf or Developing

Multi-Agent System Product Lines

Figure 30 provides an overview of the safety anslyschniques that we have
developed and adopted for the use in designing daweloping safety-critical, multi-
agent system product lines (MAS-PL) in the conteixbur Gaia-PL methodology. To
provide reusable safety analysis assets for thigdesmd development of safety-critical
MAS-PL, an extended Bi-Directional Safety AnalyBDSA) approach [32], [54], [55]
was used. BDSA combines a search from potentiklréaimodes to their effects with a
search from possible hazards to the contributingses of each hazard. The use of a
BDSA approach requires the use of forward and bacttwgafety analyses. In the work
described in this chapter, we use Software FaMwdes, Effects and Criticality Analysis
(SFMECA) and Software Fault Tree Analysis (SFTA)the forward and backward

search technique, respectively.
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The extended SFMECA safety analysis technique ptedein Section 5.2
provides a systematic process to derive a forwamkth safety analysis asset from the
Variation Point Schemas of a role in our Gaia-PLthodology (see Chapter 4). The
SFMECA tables derived using this approach are tir@ssociated to the variation point
of a role and can be reused for an agent withgbkeic role and variation point.

The SFTA, discussed in Section 5.3, presents almtgque that cleanly extends
SFTA to software product lines. This product-lineT& (PL-SFTA) can be constructed
for an entire product line and product-line membfaslt trees can be derived from the
PL-SFTA. PLFaultCAT, a graphical tool to constragbroduct-line SFTA, supports this
technique and then allows users to automaticaliweea product-line members’ fault
tree given the variabilities to be included.

BDSA, discussed in Section 5.4, is then used tdwéne completeness of the
forward and backward search techniques. The faha&ad backward techniques can be
viewed as complementary since the output of thevdod technique (i.e., the potential
system-wide hazards) should match-up with the mpmit the backward technique.
Similarly, the output of the backward technique.(ithe low-level, local errors that cause
a system-wide hazard) should match-up with thetspfi the forward technique. Thus,
the BDSA can discover the missing safety requirdmaran be derived from the
SFMECA and SFTA safety analysis assets and cast assierifying the adequacy of the
existing safety requirements and design. The tiagulMAS-PL safety assets and
verification aid in efficiently assembling a safeigse during system certification.

The remainder of this chapter details each of tisaéety analysis techniques and

tools and illustrates them using the PAM MAS-PLecatudy.

www.manaraa.com



116

5.2 Software Failure Modes, Effects and Criticalit y Analysis for
the Gaia-PL Methodology

The forward analysis technique used in this work tfee safety analysis of a
safety-critical, multi-agent system product lineABIPL) is a Software Failure Modes
Effects and Criticality Analysis (SFMECA). To accomdate the design and
development of a MAS-PL in Gaia-PL, we have adapted SFMECA technique to
analyze and define a SFMECA tailored to the varmatipoints in our Gaia-PL
methodology to produce a safety analysis technspeeific to MAS-PL.

In our Gaia-PL methodology, the requirements spmtibns of the variation
points of a role are document in a Variation P&@chema (see Section 4.2.2.3). The
Variation Point Schema conveniently partitions E’sorequirements specifications into
events (functionality) that the role can perfornd atata that the role can access and
generate. In Gaia-PL’s Variation Point Schema,ahents that a role or variation point
can perform are the non-underlined methods ligte¢@\ctivities and Protocols” section,
and the data that the role or variation point caceas and generate are listed in the
“Permissions” section. For example, in tbellisionProtectorVariation Point Schema of
the Prospecting Asteroid Mission (PAM) case studgduin this dissertation, shown in
Figure 31, the events that this role can perforncluohe Analyze3DModel
DetectNearbySpacecrafetc. Similarly, the data that this role can ascasd generate
include,position velocitylncrementetc.

The SFMECA tables created in this work are speddi@ variation point. For
example, a separate SFMECA table will be createdheCollisionProtectorVariation
Point, shown in Figure 31, so that this safety ysialcan be readily reused for all agents
with the CollisionProtector Variation Point. Additionally, like [32] we pariin the
SFMECA into separate analyses on the data and £vélie use guidewords of [54] to

steer our investigation into the possible failurgthin a MAS-PL.
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Role Schema: CollisionProtector Schema ID: CP

Variation Point: CollisionProtector

Inherits: None

Parameters of Variation: N/A

Requirements: C_SP1,C_SP2,C SP3,C_SP4,C_SP5

Description:
Provides the spacecraft with the functionality to autonomously protect itself from
colliding with other spacecraft and nearby asteroids.

Activities and Protocols:
Analyze3DModel, DetectNearbySpacecraft, EvaluateRiskToGoal,
MonitorNearbyAsteroids, MoveToAvoidCollision, AcceptAsteroid3DModel,
AcceptCurrentPosition, AcceptCurrentTrajectory, AcceptSpacecraftlLocations,
NegotiateCollisionAvoidance, PingNearbySpacecraft, RequestAsteroidPositions,
ReguestCurrentPosition, RequestCurrentTrajectory, RequestSpacecraftLocations

Permissions:

Reads -
curScienceGoalFactor /I current spacecraft scientific goal factor
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor I current risk to spacecraft
supplied asteroid3DModel /l 3D model of an asteroid supplied
supplied asteroidPositions /I positions of nearby asteroids
supplied subswarmVector /I vector of nearby spacecraft positions
supplied spacecraftPos /I current position of a nearby spacecraft
/I supplied by a messenger or leader
supplied spacecraftTraj /Il current trajectory of a nearby spacecraft
/I supplied by a messenger or leader
Changes -
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor Il current risk to spacecraft
Generates -
collisionRiskFactor /I derived risk to spacecraft for an
/I impending collision
riskToGoalFactor /I calculated value of the current risk factor
/I to the advantage of pursuing scientific
/I exploration
nearbyAsteroids /I vector of nearby asteroids that must be
/[ avoided to prevent a collision
nearbySpacecraft /I vector of nearby spacecraft that must be

/[ avoided to prevent a collision

Responsibilities:
Liveness -
None.
Safety -
Prevent the collision with other spacecraft and nearby asteroids.

Figure 31 The Variation Point Schema for the ColBionProtector Role
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Each activity of a variation point (the non-undeell keywords listed in Gaia-
PL’s Variation Point Schemas under the “Protocold Activities” section) is essentially
an event (i.e., some functionality) that the vaoiatpoint can execute. To construct a
SFMECA table for the events that a role’s variatpmint can execute, as in a standard
SFMECA we use the following keywords to guide oumalgsis: “halt/abnormal
termination”, “omission”, “incorrect logic/event’ha “timing/order”.

Similarly, constructing the SFMECA data table us@gia-PL’s Variation Point
Schemas, the “Permissions” section lists each dahainthe role or variation point can
access, alter or generate. To construct a SFMEDk for the data that a role uses, we
use the following keywords to guide our analysisictrrect value”, “absent value”,
“wrong timing” and “duplicated value”.

Since a role definition depends on its variationnf{s) in the Variation Point
Schemas of a role, detailed in full in Section 2.2, the derived SFMECA captures the
possible event and data failures for all the ndaniical agents.

In Section 5.2.1 we describe the construction ef 8#rMECA event table for a
Variation Point Schema and then in Section 5.2e2cbnstruction of the SFMECA data
table for theCollisionProtector variation point, shown in Figure 31. Note that the
SFMECA creation process described here occurs gltinen domain engineering phase of
Weiss and Lai's Family-Oriented Abstraction, Speaifion, and Translation (FAST)
model. Thus, the SFMECA table represents the pless#ilures for the entire set of
products in the MAS-PL.

The CollisionProtectorvariation point is tasked with preventing the smaaft
from colliding with other spacecraft and nearbyeesitis. The failure of this variation
point may lead to the collision and loss of onenwre spacecraft and thus warrants
safety analysis. We include a portion of the SFME@A the CollisionProtector

Variation Point in Table 3, Table 4 and Table Svadl as in Appendix E.
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5.2.1 Constructing a SFMECA Event Table for a Vari  ation Point in
Gaia-PL
The procedure to construct a SFMECA table for thkents from Gaia-PL’s
Variation Point Schema(s) using the event guidewoahsists of the following steps:
1. For each role:
a. Create a new SFMECA event table similar to thawwshe Table 3
and fill in the role’s name and its possible vaoatpoints.
b. Then, for each of the variation points possibkgeli in the role’s Role
Variation Points Schema (see Section 4.2.2.2):
i.  For each activity listed in therotocols and Activitiesection of
the Variation Point Schema:
c. Provide the event name in the “Event” column.
c. Apply each of the failure mode keywords (i.e.,
“halt/abnormal  termination”,  “omission”,  “incorrect
logic/event” and “timing/order”) to the event. Feach
keyword:
i. Provide the event failure mode keyword in the “Hial
Mode” column.
ii. Describe the possible local effect(s) if the keyavor
failure happened to the event under considerahcime
“Local Effect(s)” column. The local effect will Kely
only affect this role or this agent and its dedaip
should not include the propagation of its failuneother
agents or components of the global system.
iii. Describe the possible system-level effect(s) if the

keyword failure mode occurred in the “System Effglt
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column. This column captures the possible emergent
hazardous behavior from the interaction of the tgen
(e.g., that a collision could occur between spadfedra
spacecraft does not change its position when other
spacecrafts are expecting it to).
iv. Give the criticality (e.g., critical, major, avemgminor,
etc.) of this failure as determined by the glod&at of
this failure on the system as a whole in the “Caiity”
column.
c. Apply any additional failure modes not captured tine
provided keywords relevant to the current event fihdh

the SFMECA row as appropriate.

The results of the application of the proceduraitked above to th€ollisionProtector
variation point’s events listed in iBrotocols and Activitiesection of the Variation Point
Schema are shown in Table 3 Table 4 and Table 5tHer Analyze3DModel,
DetectNearbySpacecraft and MoveToAvoidCollisionregse

For example, the SFMECA table for the MoveToAvoitliSmn event of the
CollisionProtector variation point of the Prospecting Asteroid Missi¢PAM) case
study, shown in Table 5, describes the local andtesy-wide effects of the
“halt/abnormal termination”, “omission”, “incorredgic/event” and “timing/order”
failures of the MoveToAvoidCollision event. Eachtbése failures describe the effect on
the local data and other events of the variationtgmd how those can propagate to the
system level and potentially cause a collision leefwspacecraft in the PAM swarm. The
system-wide effects for the failures of this evarg classified at a criticality level of
either Major or Critical and will likely require tigation requirements to ensure that such

failures are not possible in the MAS-PL, as diseddsa Section 5.2.3.
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Table 3 A Portion of the SFMECA Event Table for the CollisionProtector Variation Point of the Self-Potector Role

Role | Variation Point | Event | Failure Mode | Local Effed(s) | System Effect(s) | Criticality
Self-Protector
CollisionProtector Analyze3DModel Halt/Abnormal The position and model of a nearby asterdidThe spacecraft’'s inaccurate
Termination stored in thesteroidPositions mental model of the nearby
nearbyAsteroidandcollisionRiskFactodata | asteroid could cause it to
vector may be incomplete or partially maneuver itself too close to Major
incorrect. This may affect other events suchthe asteroid causing a
as MonitorNearbyAsteroids and collision.
MoveToAvoidCollision.
Omission The role fails to analyze the 3D moda of | The failure to analyze the 3D
nearby asteroid potentially causing the model provided of a nearby
asteroidPositionsnearbyAsteroidand asteroid(s) may cause the
collisionRiskFactodata to be incomplete of asteroid to incorrectly
incorrect. This may affect other events sughmaneuver itself too close to -
; . ) Critical
as MonitorNearbyAsteroids and an asteroid and cause a
MoveToAvoidCollision. collision.
Incorrect The role incorrectly analyzes the 3D modgl The spacecraft uses an
Logic/Event of a nearby asteroid that may cause the | inaccurate 3D model of a
asteroidPositionsnearbyAsteroidand nearby asteroid that my
collisionRiskFactodata to be incomplete of cause it to maneuver itself Critical
incorrect. This may affect other events suchinto a nearby spacecraft or
as MonitorNearbyAsteroids and asteroid.
MoveToAvoidCollision.
Timing/Order The role fails to analyze the 3D moafeh The spacecraft uses an
nearby asteroid causing the outdated 3D model of a
asteroidPositionsnearbyAsteroidand nearby asteroid(s) and may
collisionRiskFactodata to be outdated. The not be able to react in time tp
riskForSystemFactodata may be inaccurate avoid a collision with an Major

since it was calculated based on outdated
data. This may affect other events such ag
MonitorNearbyAsteroids,
EvaluateRiskToGoal and

asteroid if the 3D model is
not updated as expected.

MoveToAvoidCollision.
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Table 4 A Portion of the SFMECA Event Table for the CollisionProtector Variation Point of the Self-Potector Role

Role | Variation Point | Event | Failure Mode | Local Effed(s) | System Effect(s) | Criticality
Self-Protector
CollisionProtector DetectNearby| Halt/Abnormal The role fails to complete its analysis of | The spacecraft does not have a full
Spacecraft Termination detecting nearby spacecraft and may not knowledge of all nearby spacecraft and
be aware of all nearby spacecraft. Thus,| may unknowingly maneuver itself into
the data stored inskForSystemFactor another spacecraft causing a collision. The
subswarmVectospacecraftPas spacecraft’s ability to negotiate collision Maior
collisionRiskFactomndneabySpacecraft | avoidance with another spacecraft using !
may be inaccurate, corrupted or outdated.the NegotiateCollision Avoidance protocal
can not be trusted by other spacecraft since
the spacecraft's mental model of nearby
spacecraft is not accurate.
Omission The role fails to detect its surroundiog f| The spacecraft has no knowledge of the
nearby spacecraft and may not be aware gfositions of other nearby spacecrafts
all nearby spacecraft. The data stored in| possibly causing the spacecraft to
riskForSystemFactesubswarmVector maneuver too close to another spacecratt
spacecraftPgzcollisionRiskFactoand causing a collision. The lack of knowledge
may be inaccurate or outdated and the | of the positions of nearby spacecrafts may
neabySpacecrafhay be incorrect or also cause the spacecraft’s ability to avoid Critical
outdated. collisions using the Negotiate
CollisionAvoidance protocol is using
incomplete or inaccurate data.
Incorrect The role possible wrongly detects or The spacecraft’s belief of the positions of
Logic/Event miscalculates the positions of nearby other nearby spacecratft is inaccurate andl it
spacecraft. The data stored in may collide into nearby spacecraft if
riskForSystemFactosubswarmVector maneuvers itself. The lack of knowledge jof
spacecraftPoscollisionRiskFactoand the positions of nearby spacecrafts may Critical
may be inaccurate or outdated and the | additionally cause the spacecraft’s ability]
neabySpacecrafhay be incorrect or to avoid collisions using the Negotiate
outdated. CollisionAvoidance protocol is using
incomplete or inaccurate data.
Timing/Order The detection of nearby spacecrafts is | The spacecraft may believe that the
delayed so that the role may not possible positions of nearby spacecratft it has stored
have the accurate locations of nearby in subswarmVectoandspacecraftPoss
spacecraft when it is expecting it. Becausecorrect and thus may inadvertently
of this, the data stored in maneuver too close to another spacecraft Major

riskForSystemFactgspacecraftPos
collisionRiskFactorand may be inaccurat
or outdated and theeabySpacecrafhay
be incorrect or outdated without the role
knowing this.

e provide inaccurate information to other

and collide into it. The spacecraft may al

spacecraft using the NegotiateCollision
Avoidance protocol that may result in
further collisions of spacecraft.
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Table 5 A Portion of the SFMECA Event Table for the CollisionProtector Variation Point of the Self-Potector Role

Role | Variation Point | Event | Failure Mode | Local Effed(s) | System Effect(s) | Criticality
Self-Protector
CollisionProtector MoveToAvoid Halt/Abnormal Theposition velocitylncremenand The spacecraft will not have
Collision Termination collisionRiskFactodata may be moved to the position expected
temporarily incorrect since the spacecraft by other nearby spacecraft in
did not complete moving to its new the subswarm potentially .
o ! - . o Major
position. This could potentially affect other causing a collision.
events such as DetectNearby Spacecraff
EvaluateRiskToGoal, and other protocols
including NegotiateCollisionAvoidance.
Omission The spacecraft fails to move to its new | The spacecraft will not have
assigned position in the subswarm possiblynoved but, rather, maintain its
causing theosition velocitylncremenénd | previous position potentially
collisionRiskFactordata to be temporarily| causing a collision. Other
incorrect. This could potentially affect spacecraft in the subswarm may
other events such as DetectNearby expect the spacecraft to have Critical
Spacecraft EvaluateRiskToGoal, and othemoved to a new position which
protocols including may cause a collision due to the
NegotiateCollisionAvoidance. discrepancies between actual
and perceived spacecraft
positions.
Incorrect The spacecraft fails to move to the positiprThe spacecraft moves to a
Logic/Event it is expecting possibly causing its position different that what it
position velocitylncremenand expects. Further, other
collisionRiskFactodata to be different spacecraft nearby will have
than expected. This could potentially affgcexpected the spacecraft to be in Critical
other events such as DetectNearby a different location potentially
Spacecraft EvaluateRiskToGoal, and othercausing a collision.
protocols including
NegotiateCollisionAvoidance.
Timing/Order The spacecratft fails to move to thevne | The spacecraft fails to move tg
position until some later, undetermined | the position it indicated to othe
time potentially causing ifsosition spacecraft via the
velocitylncremenandcollisionRiskFactor | NegotiateCollisionAvoidance
data to be different than expected. This | protocol at the time expected hy Major

could potentially affect other events such|
as DetectNearby Spacecraft
EvaluateRiskToGoal, and other protocols

the other spacecraft. This may
cause a collision.

including NegotiateCollisionAvoidance.
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5.2.2 Constructing a SFMECA Data Table for a Varia tion Point in
Gaia-PL
Constructing the SCMECA data table for a variapomt in Gaia-PL is identical
to that of constructing a SFMECA event table exdepthe failure mode keywords used.
For completeness, the procedure to construct a SIAMtable for the data from the
Variation Point Schema(s) using the event guidewoahsists of the following steps:
1. For each role:
a. Create a new SFMECA data table similar to that showTable 6 and
fill in the role’s name and its possible variatjpoints.
b. Then, for each of the variation points possibkgeli in the role’s Role
Variation Points Schema (see Section 4.2.2.2):
i.  For each of the pieces of data listed in Bregmissionssection of
the Variation Point Schema:

a. Provide the event name in the “Data” column.

b. Apply each of the failure mode keywords (i.e., ‘nect
value”, “absent value”, “wrong timing” and “duplital
value”) to the data. For each keyword:

i. Provide the data failure mode keyword in the “Hailu
Mode” column.

ii. Describe the possible local effect(s) if the keyavor
failure happened to the event under consideratiothe
“Local Effect(s)” column. The local effect willKely
only affect this role or this agent and its dedeip
should not include the propagation of its failuneother

agents or components of the global system.
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iii. Describe the possible system-level effect(s) if the
keyword failure mode occurred in the “System Effglt
column. This column captures the possible emergent
hazardous behavior from the interaction of the tgen
(e.g., that a collision could occur between spadfedra
spacecraft does not change its position when other
spacecrafts are expecting it to).

iv. Give the criticality (e.g., critical, major, avemgminor,
etc.) of this failure as determined by the glod&at of
this failure on the system as a whole in the “Caiity”
column.

c. Apply any additional failure modes not captured tine
provided keywords relevant to the current datafdhih the

SFMECA row as appropriate.

The results of the application of the proceduraited above to th€ollisionProtector
variation point’s data listed in iBermissionssection are shown in Table 6, Table 7 and
Table 8 for thenearbyAsteroidsnearbySpacecratindpositiondata.

For example, the SFMECA table for thmosition data, shown in Table 8,
describes the local and system-wide effects of“theorrect value”, “absent value”,
“wrong timing” and “duplicated value” failures ohe position data. Each of these
failures describe the effect on the local events$ aiher data of the variation point and
how those can propagate to the system level anehpally cause a collision between
spacecraft and asteroids. The system-wide effentghie failures are classified at a
criticality level of either Major or Critical andilivlikely require mitigation requirements

to ensure that such failures are not possibleaMAS-PL, as discussed next.
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Table 6 A Portion of the SFMECA Data Table for theCollisionProtector Variation Point of the Self-Praector Role

Role | Variation Point | Data | Failure Mode | Local Effec(s) | System Effect(s) | Criticality
Self-Protector

CollisionProtector nearbyAsteroids| Incorrect Value The variation point belief of the The spacecraft will use incorrect
positions of nearby asteroids may be| values of the locations of nearby
incorrect. TheiskForSystemFactor asteroids and may unknowningly
andcollisionRiskFactodata may be maneuver too close to an asteroid
incorrect and the Analyze3DModel, | and collide with it. The spacecraft
EvaluateRiskToGoal and may also provide the incorrect
MoveToAvoidCollision events may information to other spacecraft Critical
make wrong decisions or incorrect through the RequestAsteroid
analysis based on the wrong data. ThePositionsprotocol causing other
ReguestAsteroidPositiongrotocol spacecraft to potentially collide intp
may provide inaccurate information | an asteroid. The incorrect data may
upon request. also invalidate the scientific data

collected on the asteroids.

Absent Value TheiskForSystemFactoand The spacecraft will have no
collisionRiskFactodata may be information on the location of
incorrect or corrupted since no locatignnearby asteroids and will need to
values for nearby asteroids were request the locations via the
available. The Analyze3DModel, RequestAsteroidPositions
EvaluateRiskToGoal and protocol. May cause a collision Major
MoveToAvoidCollision events may with an asteroid since the locations
make wrong decisions or incorrect are unknown. May corrupt some df
analysis based on the unavailable datathe scientific data collected on the|

asteroids or cause the execution of
the variation point to freeze.

Wrong Timing TheriskForSystemFactoand The spacecraft may have made
collisionRiskFactodata may be maneuvering decisions based on
incorrect or outdated since the locatidnoutdated information of the
of nearby asteroid data is old. The location of nearby asteroids. This Major
Analyze3DModel, EvaluateRiskTo may cause a collision with an
Goal and MoveToAvoidCollision asteroid since the locations are
events may result in outdated output.| outdated.

Duplicated Value The Analyze3DModel, The spacecraft will may have had
EvaluateRiskToGoal and to execute the Analyze3DModel,
MoveToAvoidCollision events may bg EvaluateRiskToGoal and
uneedingly exectuted twice since the| MoveToAvoidCollision events Minor

data was updated twice.

twice possibly delaying the
response to request from other
spacecraft.
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Table 7 A Portion of the SFMECA Data Table for theCollisionProtector Variation Point of the Self-Praector Role

Role | Variation Point | Data | Failure Mode | Local Effec(s) | System Effect(s) | Criticality
Self-Protector
CollisionProtector nearbySpacecraft| Incorrect Value TheiskForSystemFactoand The spacecraft will use incorrect
collisionRiskFactordata may be values of the locations of nearby
incorrect or corrupted since no spacecraft and may unknowningly|
location values for other nearby maneuver too close to another
spacecraft are available. The spacecraft and collide with it. The
DetectNearbySpacecratft, spacecraft may also provide the Major
EvaluateRiskToGoal and incorrect information to other
MoveToAvoidCollision events may | spacecraft through the
make wrong decisions or incorrect | RequestSpacecraftLocations
analysis based on the incorrect. protocol causing other spacecraft fo
potentially collide.

Absent Value TheiskForSystemFactoand The spacecraft will have no
collisionRiskFactordata may be information on the location of
missing or corrupted since no nearby spacecraft and will need tg
location values for other nearby request the locations via the
spacecraft are available. The RequestSpacecraftlLocations
DetectNearbySpacecratft, protocol. May cause a collision Critical
EvaluateRiskToGoal and with an spacecraft since the
MoveToAvoidCollision events may | locations are unknown.
make wrong decisions or incorrect
analysis based on the unavailable
data.

Wrong Timing TheriskForSystemFactoand The spacecraft may have made
collisionRiskFactordata may be maneuvering decisions based on
incorrect or outdated since the outdated information of the
location of nearby asteroid data is | location of nearby spacecraft. Thig
old. The DetectNearbySpacecraft, | may cause a collision since the Critical
EvaluateRiskToGoal and locations are outdated.
MoveToAvoidCollision events may
make wrong decisions or incorrect
analysis based on the outdated data.

Duplicated Value The EvaluateRiskToGoal and The spacecraft may report to others
MoveToAvoidCollision events may | that it is malfunctioning since it Minor

be uneedingly exectuted twice since

the data was updated twice.

received duplicated values.
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Table 8 A Portion of the SFMECA Data Table for theCollisionProtector Variation Point of the Self-Praector Role

Role | Variation Point | Data | Failure Mode | Local Effec(s) | System Effect(s) | Criticality
Self-Protector
CollisionProtector position Incorrect Value The variation point uses the inecrvalue | The spacecraft does not know

of its current position possibly affecting | its actual position and may
the DetectNearbySpacecraft, Evaluate | report a false position to other
RiskToGoal, MonitorNearyby Asteroids | spacecraft via the
and MoveToAvoidCollision events. This | RequestSpacecraftLocations Critical
may also cause the variation point to protocol potentially causing a
incorrectly change itdskForSystemFactor collision.
data and generate inaccuratdlision
RiskFactor riskToGoal Factornearby
AsteroidsandnearbySpacecrafiata.

Absent Value The missing or corrupted value of its The spacecraft does not know
current position may affect the its actual position and may
DetectNearbySpacecraft, EvaluateRisk | report a false position to other
ToGoal, MonitorNearybyAsteroids and | spacecraft via the Request
MoveToAvoidCollision events since the | SpacecraftLocationgrotocol
data is unusable. This may also cause the potentially causing a collision. Critical
variation point to corrupted its Alternatively, the spacecraft
riskForSystemFactodata and generate uses the missing or corrupted
corruptedcollisionRiskFactoy value and may collilde into a
riskToGoalFactoy nearbyAsteroidand nearby spacecraft.
nearbySpacecrafiata.

Wrong Timing The variation point uses the outdated valudhe spacecraft may have madge
of its current position possibly affecting | maneuvering decisions based
the DetectNearbySpacecraft, on outdated information of
EvaluateRiskToGoal, position potentially causing a
MonitorNearybyAsteroids and collision.
MoveToAvoidCollision events. This may Major
also cause the variation point to incorrectly
change itsiskForSystem Factodata and
generate outdatembllisionRiskFactor
riskToGoal FactoynearbyAsteroidsind
nearbySpacecrafiata.

Duplicated Value The variation point uses the digté The spacecraft may report to
position information to execute the others that it is malfunctioning
DetectNearbySpacecraft, since it received duplicated Minor

EvaluateRiskToGoal,
MonitorNearybyAsteroids and
MoveToAvoidCollision events twice.

values of its current position.
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5.2.3 Deriving Safety Requirements from the SFMECA  Tables

The development of the Software Failure Modes, dfand Criticality Analysis
(SFMECA) event and data tables for the variatiomisoof a role identifies the possible
local and system effects of the failure of an evéntaddition, the creation of the
SFMECA tables provides the software engineer withdpportunity to identify missing
safety requirements, discover the interactions ra@ationships between the events and

data and/or verify the system design and requirésrepecifications.

A SFMECA starts with the failure of a software campnt or subsystem,
detailed in the “Local Effects” column, and theols at its effect on the overall system,
documented in the “System Effects” column. Applythg structured procedure to create
the SFMECA for a multi-agent system product line AMPL) in the Gaia-PL
methodology, as described in Sections 5.2.1 an@,5yields a list of possible accidents
that could compromise the success of the systengalath their potential causes. This
analysis may reveal safety requirements that shioellddded to the variation points of a

role to prevent the propagation of the failurehte system level.

For example, the “omission” failure mode keywordled MoveToAvoidCollision
event of theCollisionProtectorvariation point, shown in Table 5, revealed irsthase
study that some verification was needed for thespaft itself and the nearby spacecraft
that it had indeed maneuvered to the desired paositiTo achieve this, a
DetermineNewPosition event and a RequestVerifyRwosiprotocol could be added to
provide the variation point with this needed fuanality. This additional functionality,
not included in the original requirements, couldtéreprevent the spacecraft and nearby
spacecraft from incorrectly assuming the locatidnaospacecraft and may avoid

collisions.
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Similarly, the “wrong timing” failure mode keywomf thenearbySpacecrafiata
of the CollisionProtector variation point, shown in Table 7, illustrated theed for
timestamps to be included with the position datane&rby spacecraft so that each
spacecraft can assess the freshness of the dasainidrmation, not originally included
in the requirements, may allow ti@ollisionProtectorvariation point to better prevent

collisions with nearby spacecratft.

The application of the SFMECA to the requirememisc#ications of a MAS-PL
in Gaia-PL provides insight into missing requiremsetmat may be needed to prevent the
propagation of the failure from the local levelasystem-wide level. It was found that
the missing safety requirements discovered in finecess were often not considered
during the development of the requirements spetibos of the MAS-PL from its
requirements. Further, the structured process ibestcito derive the SFMCEA for a
safety-critical MAS-PL.

The application of the failure mode keywords toheagent and data of a role
variation point requires deep consideration ofrtipeissible interaction and effect on the
other data and events. This differs from the dgwalent of the original requirements
specifications, described in Section 4.2.2, fromMAS-PL requirements documented in
the Commonality and Variability Analysis (CVA), de®ed in Section 4.2.1, since a
better understanding of the relationships betweants and other events as well as

events and data is needed.

Finally, the creation of a SFMECA provides soméfigation of the design of the
variation points and their requirements specifarati in that it further reveals the
interactions of the events and data of a varigbimint and requires the developer to better
think about the variation point’s functionality aitd effect on the entire system. Further,

it allows a software engineer to identify the hapais states that the MAS-PL may enter
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and provide them with the chance to derive requar@shto prevent a system failure or
verify that the existing mitigation requirementsllvavoid the failure. This provides
assurances that certain classes of failure modesrtight occur in individual agents will
not produce unacceptable effects in the compogges and demonstrates the ability of
a variation points failure-monitoring and failureitigiation software tasked with the

system safety requirements to safety standards.

The opportunity to derive further safety requiretsesnd better demonstrate the
compliance of the design in handling hazardousasdans for a MAS-PL using the
SFMECA generated in this section will be discusse&ection 5.4 as a part of the Bi-

Directional Safety Analysis (BDSA) technique.

5.2.4 Deriving the SFMECA Tables for a Specific Pr  oduct in a MAS-PL

Sections 5.2.1 and 5.2.2 described the creatiomefSFMECA event and data
tables for the variation point of a role in Gaia-Hlhe creation of the SFMECA safety
analysis asset occurs in Gaia-PL's Analysis anddbeBhase, as shown in Figure 30,
and uses Gaia-PL’s Variation Point Schemas. ThdyAisaand Design Phase of Gaia-PL
occurs within the domain engineering phase of Weisd Lai's Family-Oriented
Abstraction, Specification, and Translation (FASTipdel [88]. Thus, the SFMECA
derived represents all the roles and variation tsgoossible in any agent of the multi-
agent system product line (MAS-PL).

In Gaia-PL’s Detailed Design Phase (FAST's applcaengineering phase), an
agent is designed and developed by selecting tles vnd each role’s set of possible
variation points for a specific agent, as descrilme8ection 4.2.3. The SFMECA tables
produced by following the structured procedure e€ti®ns 5.2.1 and 5.2.2 will produce

SFMECA tables not relevant to a specific agent.(¢hg agent does not contain a role or
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variation point documented in the SFMECA). Thusy given agent's SFMECA safety
analysis artifacts will be a subset of the SFME@BI¢s.

The partitioning of the SFMECA tables by the rolasd variation points,
described in Sections 5.2.1 and 5.2.2 eases tlneatien of the created SFEMCA tables
during the design and development of specific agmaugh reuse. The SFMECA for a
specific agent can be derived by simply includihg toles and variation points that are
possible in the agent and discluding the roles \aarihtion points not possible in the
agent. For example, in the Prospecting Asteroidsiis (PAM) case study used in this
dissertation, any agent with th@ollisionProtector variation point would include the
SFMECA tables given in Table 3, Table 4, Table &pl€ 6, Table 7 and Table 8.
Similarly, any PAM agent not including tl@ollisionProtectorvariation point would not
have any of these tables.

This process can provide the SFMECA safety analgssets for all allowable
configurations of an agent in a MAS-PL (e.g., @0D1possible spacecraft in the PAM

case study).

5.2.5 Accommodating MAS-PL Evolution in the SFMECA  in Gaia-PL

In Section 4.3.2, we discussed the evolution ofudtiragent system product line
(MAS-PL) in Gaia-PL. A MAS-PL can evolve in threays relevant to this work: 1. new
agents may be added to the system; 2. new rolésngiv functionality may be created
that future agents can employ; and 3. new varigimnts may be added to existing roles
that future agents can employ. To consider thetpafensequences of the new
functionality of the evolved MAS-PL, the Softwaraikire Modes, Effects and Criticality
Analysis (SFMECA) must be updated.

The addition of a new agent(s) with no new fundidg into an already deployed

MAS-PL only necessitates the inclusion of the SFME€vent and data tables for the
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roles and the variation points that are includedhe agent. The partitioning of the

SFMECA tables by the roles and variation pointgcdbed in Sections 5.2.1 and 5.2.2,
allows the specific agent’s safety analysis artgdo be described by simply selecting the
relevant SFMECA tables, as was discussed in SebtibA.

The inclusion of a new role(s) into a MAS-PL reggirthe addition of new
functionality not included in the original deploynmeof the agents in the MAS-PL. The
new roles added to the MAS-PL can then be includddture agents of the system. The
failure to assess the new agents for potentialrdazamay compromise the entire MAS-
PL. Thus, the inclusion of a new role necessitdtesSFMECA safety analysis to be
updated to include the functionality of the newerahd the possible system-wide effects
of the functionality of the new role if it fails.nE inclusion of a new role into a MAS-PL
will often require the inclusion of new variatiowipts to implement the functionality of
the new role.

To accommodate the inclusion of new role(s) andéoration points into a MAS-
PL, the SFMECA must be updated to reflect the wgslatirst, the new Gaia-PL Role
Variation Points Schema(s) and Variation Point $@iE) must be developed to
document the new requirements specification forre role(s) and/or variation points,
as described in 4.3.2. After documenting the nemctionality, the SFMECA event and
data tables for the new variation points can bavddrusing the structured process
described in Section 5.2.1 (to create the SFMEC@nevables) and Section 5.2.2 (to
create the SFMECA data tables).

These steps will accommodate the types of evolyassible in a MAS-PL so
that the SFMECA safety asset can be updated ardifasduture versions of agents of

the system.
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5.2.5 Discussion

The structured process to derive and document tifev&e Failure Modes,
Effects and Criticality Analysis (SFMECA) of a mikdtgent system product line (MAS-
PL) from Gaia-PL’'s Variation Point Schemas inheti® reusability of the Gaia-PL
methodology and can accommodate all allowable garditions of an agent in a MAS-
PL (e.g., all 160 possible spacecraft in the PAgecstudy).

The patrtitioning of the SFMECA tables by the robesd variation points of a
MAS-PL similarly associates each variation pointhwa set of SFMECA event and data
tables. For those roles and variation points tlmata@mmon in every agent (e.g., the
Navigator role, discussed in Section 4.2.2.1), the SFMECBle&a will always be
included as a part of the safety analysis assets @gent. However, for those roles and
variation points that may or may not be includedmagent (e.g., the “Leader” variation
point of theSelf-Optimizemole, discussed in Section 4.2.2.2), the SFMEQ#e& will
not always be included as a part of the safetyyarsmlassets of an agent. Thus, the
SFMECA safety analysis assets created using theoagip described in this section are
reusable for the agents of a MAS-PL in the same tlvaythe Variation Point Schemas,
discussed in Section 4.2, are reusable.

The structured process to derive and document FIMEEA of a MAS-PL from
Gaia-PL’s Variation Point Schemas could be applietthout change, to the Role
Schema used in Gaia. Yet, the inability of Gaiahieerarchically capture the variation
points of a role, as described in Sections 4.12h4,its inability to partition the common
and variable portion of role, as is done in GaiasPRiariation points, the SFMECA tables
would create a large amount of redundancy to caphe failure modes and effects of the
redundantly documented functionality, as describeSection 4.4.2. Thus, the reusability

and development cost would be lessened, similarlthat described in Section 4.4.2,
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using Gaia-PL and the SFMECA process describetlisnsection compared to if it was

applied to the Role Schema'’s in the Gaia methodolog

5.2.6 Summary

This section discussed our adaptation of Softwaiuie Modes, Effects and
Criticality Analysis (SFMECA) in our Gaia-PL Agefriented Software Engineering
(AOSE) methodology to produce a safety analysiirtiepe specifically for safety-
critical MAS-PL. We provided a structured process analyze the Variation Point
Schemas produced in the Gaia-PL methodology tadesdhe ways in which events and
data of an agent can fail and the effects of tierts on the entire system.

The SFMECA captures the propagation of undesirbbleavior in the MAS-PL.
That is, the SFMECA process described in this sedliescribes a failure at a local level
(i.e., the role or variation point of a single afjeand details the possible consequences of
the propagation of this failure at a system-wideeldi.e., the collection of agents in a
multi-agent system). It is important to capturetsbehavior in a MAS-PL so that the
collected behavior of the system is known and précas can be made to prevent
undesirable behavior.

The SFMECA can also aid in discovering missinggafequirements, designing
mitigation requirements to prevent failures andifyeexisting safety requirements.
Finally, we illustrated how the SFMECA safety assam be reused for a specific agent
given its roles and variation point and how the $M can accommodate the evolution
of a MAS-PL.

The next section describes the backward searaobtysafalysis technique used in
this work, Product-Line Software Fault Tree Anatys{PL-SFTA) and its tool
PLFaultCAT.
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5.3 Product-Line Software Fault Tree Analysis and PLFaultCAT

Section 5.2 discussed our forward-based, safetlysisaechnique, an adapted
Software Failure Modes, Effects and Criticality Aysas (SFMECA), for a safety-critical
multi-agent system product line (MAS-PL). The SFMEGtarts with the failure of a
role’s variation point and then looks at its effect the overall system. However, the
results of a forward analysis, such as SFMECA, maycover all possible hazards of a
system and fail to consider the combination of ipldtevents and their effect on possible
system-wide hazards [44]. For a safety-criticaltays it is also often necessary to
perform a backward-based, safety analysis to bettsure that hazardous states and their
causal events are identified and mitigated against.

This section details the backward analysis seadmique, product-line software
fault tree analysis (PL-SFTA), and its tool, PLR&®AT (Productliine Fault Tree
Creation andAnalysisTool), that we have developed and used in this worknalyze a
safety-critical MAS-PL. This section offers additad assurance to software engineers
designing and developing a safety-critical MAS-Pi providing a tool-supported
software safety analysis technique. PLFaultCAT nsirgeractive, partially-automated
software support application to aid software engisavith the visualization and pruning
process of a PL-SFTA. Specifically, the tool exfdhe reusability inherent in product-
line engineering by deriving reusable safety anslyassets (i.e., the product-line

members' fault trees) for future systems withindkisting product line.

5.3.1 Product-Line Software Fault Tree Analysis Ov  erview

The product-line Software Fault Tree Analysis (FEF8) maintains the safety
analysis qualities of traditional Software Fault e@r Analysis (SFTA) while
accommodating reusability in product-line enginegri Traditional SFTA targets the

safety analysis of potentially harmful states fairagle product. The PL-SFTA, however,
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incorporates the variabilities among the differenembers of a product line and
contributes to the safety analysis for the entragpct line without performing traditional
SFTA serially on each product-line member. A neW SFor a product line member can
be derived almost automatically with PLFaultCATngsits pruning algorithm. The aim
of this technique and tool is to support the caeitdreduction of the safety analysis
needed on a new product in the product line arianately, a less expensive and shorter
product development process.

Section 5.3 illustrates how and to what extentRheSFTA technique, supported
by the PLFaultCAT tool, can be used by softwareiresgys as a reusable safety analysis
for designing and developing a multi-agent systedpct line (MAS-PL). Like the
Gaia-PL methodology detailed in Chapter 4 and tR&BCA approach described in
Section 5.2, the PL-SFTA techniqgue employs the HBa@®iiented Abstraction,
Specification, and Translation (FAST) model's domand application engineering
phases [88]. In the domain engineering phasePth8FTA is constructed with the aid
of the PLFaultCAT tool. The application engineerpigase develops and performs the
safety analysis on new product-line members (itlee, agents of a MAS-PL). The
construction of a PL-SFTA, aided by PLFaultCAT,idgrthe domain engineering phase
provides the means for reusing the PL-SFTA for me@mbers (i.e., agents of a MAS-
PL). Within the application engineering phase wiéze PLFaultCAT to facilitate the
derivation of new product-line members' fault tege(

Figure 32 provides an overview of the construciaom derivation process of a
PL-SFTA within the two-phased FAST approach. Tb& rof PLFaultCAT in this
framework primarily resides in the application eregring phase. Although
PLFaultCAT can assist in the initial graphical eg@ntation of a product-line fault tree,
the chief contribution of the PLFaultCAT tool is amtomatically produce the fault tree

artifacts that software engineers desire at theoétiae application engineering phase.
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To assist in the creation of a PL-SFTA, PLFaultC#gnh utilize DECIMAL [23],
[58], [59] (described in Section 2.1.4 and usedhinitthe Gaia-PL methodology in
Section 4.2.1.2) to aid in:

* Documenting a MAS-PL’s commonalities, variabiliteasd dependencies

» Defining an agent of a MAS-PL through the selectibrariabilities

* Automatically verifying consistency of a new agewth the MAS-PL’s

dependencies

PLFaultCAT can then link to the requirements defiire DECIMAL to associate with a
PL-SFTA'’s leaf nodes. The use of DECIMAL in conjtina with PLFaultCAT provides
better management, traceability and automated ie&tidn of a product-line’s
requirements as well as the creation, derivatiaharalysis of a PL-SFTA.

In addition to aiding the creation of a PL-SFTA ahd derivation of the SFTA
for a product-line member, PLFaultCAT provides sal/@automated safety analyses to
identify failure points and safety-critical requirents. Figure 33 provides an overview of
these automated safety analysis as well as theieweof DECIMAL and PLFaultCAT's
role in the design and development of a safetyeatifproduct line. Aminimum-cut set
analysisanalyzes a single PL-SFTA and identifies the sesalsets of events that must
occur such that the root node accident will ocddl.[A probability reportcalculates the
probability of occurrence of the root node giveer firobabilities of all other nodes. A
single-point failure analysisearches the set of SFTAs for single-point fadyre., those
hazards connected by a logical OR gate in the SFAtA)ser-specified depth [44]. A
variability failure contribution analysisanalyzes all the PL-SFTAs to find those
variabilities or combination of variabilities theabntribute to a high number of hazards.

The single-point failure analysis and variabiligilfire contribution analyses, in
particular, can aid in identifying latent safetyjue@ements. For example, a single-point

failure found in a product-line SFTA may necessitaew safety requirements (e.g., a
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Figure 33 An Overview of DECIMAL and PLFaultCAT’s Role in the Design and

Development of Safety-Critical Product Lines

safety guard) to transform the single-point failgre., an OR gate) into a non single-

point failure (i.e., an AND gate). Similarly, thenability failure contribution analysis

may indicate variabilities that should not be akwolmo be present in any product-line

member (i.e., a product-line dependency).

The remainder of Section 5.3 details PLFaultCATodtvgare architecture, the

creation of a PL-SFTA for a product line, the datien of a SFTA for a product-line

member and the additional safety analysis oppdrasniavailable using PLFaultCAT

illustrated using the Prospecting Asteroid MisqiBAM) case study.
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Note that although the work described in this seciilustrates our PL-SFTA
technique and its tool, PLFaultCAT, on a MAS-PL, describe its application to a
general product line. Section 5.3.6 delineatesexifip, alternative approach using PL-
SFTA and PLFaultCAT to perform the safety analydist MAS-PL. Except for Section
5.3.6, the work described in Section 5.3 is applieao any safety-critical software
product line. Our papers in [17], [18], [24], [4947], [48] partially illustrate the PL-

SFTA technique using a traditional product linelaggion (i.e., not a MAS-PL).

5.3.2 PLFaultCAT Overview and Software Architectur e

This section introduces and briefly describes thEaRItCAT tool. PLFaultCAT
is the software tool developed to aid in both tleendin engineering phase for initial
product-line software fault tree analysis (PL-SFTevelopment and representation as
well as in the application engineering phase fer dierivation of product line members’
software fault tree(s) from the PL-SFTA developedhe domain engineering phase. In
this section, we present an overview of the PLIEGAIT tool and give a description of it's

the software architecture.

5.3.2.1 PLFaultCAT Overview

PLFaultCAT @roductLine Fault Tree Creation andAnalysis Tool) is a tool-
assisted visualization and pruning applicationt@r creation and analysis of product-line
software fault trees. PLFaultCAT is an extensiontlné FaultCAT application [4].
FaultCAT is an open-source fault tree creation teokten in Java that is primarily
geared towards analyzing a system for faults terdehe how faults can affect other
parts of the system [4]. FaultCAT does this bydtiag fault probabilities to each node.
FaultCAT provides a user the ability to graphicabnstruct and represent the nodes and
logic gates of a traditional fault tree. A compleiscussion of the construction of a PL-

SFTA using PLFaultCAT is given in Section 5.3.3.
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PLFaultCAT internally stores the fault trees inXL format, making it easy to
manipulate and alter. This is important becauselymblines routinely evolve, and the
safety analysis must accordingly be updated. PLLEAN builds on the existing XML
storage format of a fault tree in FaultCAT. PLF@AT utilizes the XML DOM parser to
perform the pruning necessary to generate a prdohectmember's fault tree(s) from the
PL-SFTA during the pruning process of the applaatengineering phase. A full
discussion of the pruning algorithm and how it antlled in PLFaultCAT is given in
Section 5.3.5. In addition to the graphical and XMeéw of the fault tree, PLFaultCAT
presents a textual overview of a fault tree thetslthe nodes of a fault tree, the type of a
leaf node (either a commonality or variability) aihe value of a leaf node commonality

or variability.

5.3.2.2 PLFaultCAT Software Architecture

The PLFaultCAT software architecture is built difgcupon the software
architecture of the original FaultCAT applicatidrhus, the majority of the PLFaultCAT
tool inherits the base software architecture of ItEAl. PLFaultCAT enhances
FaultCAT by adding onto the software architectute tfunctionality needed to
accommodate the creation and analysis of a PL-SIFigure 34 shows the architecture
of the PLFaultCAT application.

PLFaultCAT maintains all the functionality of FaDAT and can still
accommodate the creation and analysis of a sirrgldupt software fault tree. To achieve
this, the original FaultCAT software architectuiecluding the class structures, is
maintained. Any additional functionality added tbetalready existing classes of
FaultCAT has been tested to ensure that it doesnterfere with FaultCAT's intended

functionalities.
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Figure 34 PLFaultCAT’s Software Architecture

5.3.2.3 Implementation of PLFaultCAT

The major contribution to the PLFaultCAT tool & @add the nearly automatic
pruning process of deriving a product-line membéaisit tree from the PL-SFTA.
Within PLFaultCAT, this was implemented as addiibdava classes not found in
FaultCAT. These Java classes provide the intemctBUI-driven interface to allow a
user to actively select the variabilities to inauich any new product-line member. The
selected variabilities then are used to properbnprthe stored PL-SFTA to produce the
derived product-line member's software fault tree.

To facilitate the creation of a PL-SFTA, PLFaultCAjfovides the ability to
define a leaf node within a fault tree to be atfasisociated with either a commonality
requirement/component or a variability requiremsoiiponent. Defining leaf nodes as
either being coupled to a commonality or a varigbdallows for the pruning process to
determine which branches or subtrees are relevat given fault tree and a selected set

of variabilities.
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PLFaultCAT provides the ability to specify the v{s) for a particular
commonality or variability comprising the produahd. Assigning the value(s) of a
particular commonality or variability to a leaf redvithin a fault tree provides (1) an
association of the leaf node with specifically wkfa choice of variability must be in
order to contribute to its parent event node asc#sociated subtree and (2) a heuristic
for the pruning algorithm to resolve those branamesubtrees that are applicable for a
given fault tree and a selected set of variabdiiad their values.

Lastly, PLFaultCAT was originally developed as altseparate from DECIMAL
(described in Section 2.1.4 and used within thea@4i methodology in Section 4.2.1.2)
as described in [24]. PLFaultCAT and DECIMAL havewn been integrated and
extended in order to provide software engineersingles solution to requirements
management and automated software safety analgsessathe product-line lifecycle.
The new features included in PLFaultCAT in thiggration include:

» Linking product-line requirements and verified puattline members from
DECIMAL to fault tree nodes in PLFaultCAT

* Automating the derivation of the SFTAs of a new duct-line member
from the set of product-line SFTAs in PLFaultCAT

* Automating a user-defined, single-point failure lgsis for the set of
product-line or product-line member SFTAs

* Automating the analysis and identification of tharigbility failure
contribution analysis to identify safety-criticaquirements for the product
line

These additional features required further fundlityy, implemented in Java, to be

included in PLFaultCAT that was not originally faim the FaultCAT tool.
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5.3.3 Constructing a Product-Line Software Fault T ree

This section details the construction of a prodund- Software Fault Tree
Analysis (PL-SFTA) for a safety-critical softwareoguct line. The creation of the PL-
SFTA for a software product line occurs during tt@mmain engineering phase of the
Family-Oriented Abstraction, Specification, and fistation (FAST) model [88]. In the
Gaia-PL methodology, shown in Figure 30, the cozatf a PL-SFTA for a multi-agent
system product line (MAS-PL) occurs during the Asséd and Design Phase.

In this section, we first discuss the product-lieguirements and the list of
possible hazards needed to develop a PL-SFTA. \&feghovide the steps to construct a

product-line software fault tree in PLFaultCAT.

5.3.3.1 Identifying Hazards for a PL-SFTA

As shown in Figure 32, the safety analysis for dbenain engineering phase of
product-line development typically results from eelfPninary Hazard Analysis (PHA).
A PHA identifies the systems' hazards at an eddgesof development with the aim of
determining their impact on the system [44]. A domtzazards list will often exist prior
to the development of the product line from histaridata or domain expertise. If no
preexisting hazards list is available, proceduressteto establish a workable,
comprehensive list [29]. The creation of the hagalidt requires extensive domain
expertise and may be performed in parallel with dweumenting of the software
product-line requirements in a Commonality and &aitity Analysis (CVA), described
in Section 2.1.1 and detailed in the context ofal in Section 4.2.1.1.

Alternatively, states from the "System Effects" wuoh of a Software Failure
Modes, Effects and Criticality Analysis (SFMECA)estribed in Section 2.3.2.2 and
adopted for the use in Gaia-PL in Section 5.2, lmamised as a source of hazards for the

root nodes of the product-line Software Fault Tewmlysis (SFTA) as they represent
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states that must be avoided. For example, for thepecting Asteroid Mission (PAM)
case study used throughout this dissertation, iplestiazards from the SFMECA table
shown in Table 8 could be “A spacecraft to spadearallision occurred” and “A
spacecraft to asteroid collision occurred”.

Following the initial product line requirements acition in the FAST method, a
precise definition of a product line is achievedotlgh the creation of a CVA, as
described in Section 2.1.1 and detailed in the eodnof Gaia-PL in Section 4.2.1.1.
Figure 5 and Figure 6 provide a portion of the CioA the PAM case study that was
used in Chapter for to develop the requirementsciBpations in the Gaia-PL
methodology and will be used as a running exampl#ustrate the activities involved in
the domain and application engineering phase useL&aultCAT and the PL-SFTA
technique. In particular, Figure 5 and Figure §ldig the commonalities and variabilities
associated with the safety-critic&lolarStormWarner(discussed in Section 5.2.1 and
shown in Appendix D, page 296) afllisionProtector(discussed in Section 4.2.2.3
and shown in Appendix D, page 301) roles and thairation points. Table 2 gives a
portion of the Parameters of Variation documengitiag the allowable options for the
variabilities listed in Figure 6.

A SFMECA, described in Section 5.2, searches thheréamodes possible in the
product line, determines their potential local eféeand establishes their potential effects
on the other members of the system [53]. Excerpthe SFMECA for the PAM case
study were given in Section 5.2.1. This portiontitd SFMECA includes only those
failure modes relevant to the possible collisiormahultiple spacecraft or the collision of
a spacecraft with an asteroid. Note that while tmasticular SFMECA concentrates
mainly on the software failures of the PAM casedgiuit may also include those
hardware failures (which will typically contributes leaf nodes) that contribute to the

propagation of software failures.

www.manaraa.com



147

If a SFMECA exists for a product line, this anasysan produce the necessary
domain knowledge to begin construction of the PO-8Fusing the prescribed steps
detailed in the following section. If a SFMECA doast exist, construction of the PL-
SFTA proceeds directly to Step 2 of Section 5.3&81t2r assembling an intermediate
node tree without the aid of a SFMECA. The follogvisection describes our steps to
construct a PL-SFTA for a safety-critical produictel using the PAM MAS-PL case

study.

5.3.3.2 Constructing a PL-SFTA for a Hazard

The construction of the product-line SFTA using BUECAT proceeds through
three basic steps:

Step 1. Determine the root node and generate thetexmediate node tree. As
explained previously and shown in Figure 32, thet rode hazard of any SFTA often
derives from a preexisting hazards list or a lsterated during the Preliminary Hazard
Analysis (PHA) phase, possibly from a Software r&lModes, Effects and Criticality
Analysis (SFMECA).

Causal events can be viewed as contributing eventhe root node and are
derived from the SFMECA or equivalent domain expert The SFMECA provides the
causal events in the "Cause of Failure" or “Loc#fie(s)” column as well as the
potential contributing nodes leading to the caesaint. (Note that some work, including
[17], [24] and [44], has used a “Cause of Failurelumn in place of a “Local Effect(s)
column to describe the origin of the failure mobhethis work, and our previous work in
[22], we use the “Local Effect(s)” column to betiedicate that the failure is originating
from a role or variation point of an agent. Howewde information contained in these
columns is essentially identical.) Gathering theused events, we construct an

intermediate node tree to establish the cause-dwerarchy. The intermediate node tree,
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while not necessary in the construction of a PL-SFTRids in jump-starting the
organization and analysis of the PL-SFTA. Ess#ntidhe intermediate node tree
represents a typical fault tree without the Boolkgyic gate relationships between causal
events and effects. To determine the intermediatke tree using this process, we use

the PL-SFTA_CREATE algorithm, shown in Figure 3&rsng with the root node event

as the initiakvent

PL-SFTA_CREATE(event):
STEP 1 Create node in tree gvent
STEP 2 If node is not root node then
STEP 2.1 Attach node to parent node
STEP 3 Scan SFMECA "Possible Effect(s)" columneiognt
STEP 4 For each row wigtventfound do
STEP 4.levent= event listed in "Local Effect(s)" column

STEP 4.2 PL-SFTA_CREATE eyen}

Figure 35 PL-SFTA_CREATE Algorithm

Following the PL-SFTA_CREATE algorithm, an intermed node tree is
created. Note that this intermediate node tree daé contain any Boolean logic gates,
nor does it include any information associatingghaduct line’s commonality variability
requirements to the hazard. Applying this alganitfor the root node "A spacecraft to
asteroid collision occurred” using the SFMECA tabilem Section 5.2.1 yields the tree
depicted in Figure 36 as one of the subtrees thaldcpotentially cause the root node
hazard. Additionally, Figure 37 illustrates a pontiof the intermediate node tree for the
root node “A spacecraft received solar radiatiomage”. We will use these as examples

to illustrate the steps throughout this section.
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Spacecraft was
not aware of
asteroid

Spacecraft failed
to maneuver to
avoid the asteroid

Spacecraft's 3D
model of a
nearby asteroid is
incorrect

Spacecraft did
not know its
current
positioning data

Spacecraft failed
ta finish analyzing

Spacecraft
analyzed the 3D

Spacecraft failed
to analyze its 3D

The spacecraft
did not analyze

the asteroid’s 3D . model of the the 3D model in
model e B WL asleroid time
cecraft used acecraft
Spacecraft's sl d e e
- incorrect data to received incorrect
P ?; . analyze the 3D data to analyze
P model the 3D model
Spacecrail failad Spacecraft did Spacacraft 5 Spacecraft's Spacecraft's
to correct nearbyAsteroids . :
not backup current velocity current postion
corrupted data was A h
MEmory N was incorrect was incorrect
memaory incorrect

Figure 36 An Excerpt of an Intermediate Node Tredor the Spacecraft to Asteroid

Collision Hazard

PLFaultCAT offers no distinct functionality to aid completion of this step of

the product-line software fault tree creation. fact, PLFaultCAT cannot graphically

construct a tree as shown in Figure 36 and Figdreithout Boolean logic gates relating

causal events to the affected events (this is altrdsom inheriting the software

architecture and functionality of the original R&AT tool).

node tree, constructed manually, acts as an iopgaLEFaultCAT.

Rather, the intermediate
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Spacecraft's
memaory is
corrupted from
solar storm
radiation

Spacecraft
incorrectly
calculated its risk
of an impending

Spacecrafl did
not know of an
impending solar

Spacecraft knew
of impending
solar storm but
decided to pursue

Spacecraft failed
to protect itself
fram solar storm

Spacecraft failed
to use its solar
sail as a shield

salar storm storm its goal
| | | |
Spacecraft's Spacecraft did
Solar storm current postion not receive Spacecraft failed
. S . . Solar storm was .
information given and velocity warning of power down its
- - : ! . not detected
was incorrect information was impending solar subsystems
incorrect storm
Spacecraft's Nearby Spacecraft Spacecraft could M'.Ssmn sl
- - : failed to send
communication spacecraft failed tasked with not agree on .
. - ; . warmning of
hardware has to relay warmning detecting solar impending solar . .
5 2 impending solar
malfunctioned message storm failed storm storm

Figure 37 An Excerpt of an Intermediate Node Tredor the Spacecraft Received Solar Storm Damage Hamh
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Step 2. Refine the intermediate node tree and inpuhto PLFaultCAT. The
intermediate node tree produced in Step 1 can icontales that do not reflect the level
of detail needed. A single node could actually e ¢ffect of a combination of causes
not captured in the SFMECA since a SFMECA typicaliyinot capture a series of causes
leading to a failure event. Thus, domain experissaneeded to analyze the tree for
completeness, capture additional events leadin@ tfailure (e.g., events from the
environment) and to refine nodes as needed. Usingntermediate node tree shown in
Figure 37 for example, it may be desirable to fartldetail the causes of the node
"Spacecraft failed to use its solar sail as a dhiet, if possible, reference a separate fault
tree for this failure that details the causal fexto

Depending on the level of detail presented in tAMIECA, it may provide insight
into what kind of logic gate should be applied tonjchildren event nodes to their
parents. Traditionally, SFMECA only considers agtenfailure at a time, thus implying
logical OR gates throughout a PL-SFTA. This is ew®re evident when the SFMECA
distinguishes the variabilities from each indivitldailed Item/Event. However, our
experience has shown that some detailed SFMECAsda® enough causal information
to warrant a logical AND gate. For example, using SFMECA, shown in Table 4, as
well as the intermediate node tree, shown in FigdBe we can infer that the nodes
"Spacecraft failed to correct corrupted memory" dl8pacecraft did not backup
memory" must be joined by a logical AND gate in @rdo cause the "Spacecraft’s
memory is corrupted” node. Intuitively, this maleesise. Because of the advanced error
trappings inherent in a PAM spacecraft, the soféwaill only incur corrupt memory if
there indeed has been a memory failmd the PAM spacecraft has failed to recognize a
memory failure.

The caveat to this approach is that the SFMECA Ishonly be used as a

heuristic guide aided by domain knowledge and gggerproduce the ultimate logic gate

www.manaraa.com



152

represented in the PL-SFTA. Thus, the SFMECA shdédnined to extract as much
relevant information as possible to assist the ttoason of the PL-SFTA.

Note that a PL-SFTA can be constructed using othethods as input. For
example, Leveson asserts that other safety anatgsisniques such as a Cause-
Consequence Diagram, an Event Tree Analysis, arHazand Operability Analysis
(HAZOP) and/or a State Machine Model can be usdtktp guide the construction of a
SFTA [44]. We illustrated the use of a SFMECA aguae to constructing the PL-SFTA
since we used it in Section 5.2 and it had not loksmcribed in this manner prior to our
work in [17].

In addition to refining each node, we apply domiamowledge to determine the
necessary logical combination of the children naesause the parent node. This is a
similar process to traditional fault tree analysising the PLFaultCAT tool and applying
Step 2 to the intermediate node trees found in rEigd6 and Figure 37 yields the
intermediate software fault trees depicted in Feg88 and Figure 39, respectively.

Aside from allowing the user to graphically constra fault tree, PLFaultCAT
allows an annotated description of each node sothieauser can attach further details.
This is especially advantageous in that it provittaseability to the hazard analysis. It
also can be used to cross-check the completenede SFMECA by ensuring that all
hazard events in the SFTA map to a cause or effethe SFMECA (i.e., one-way
traceability). We illustrated the completeness khegof a SFMECA and a PL-SFTA in
Section 5.4 when detailing the Bi-Directional Sgfétnalysis (BDSA) for a safety-
critical multi-agent system product line (MAS-PL¥ing the SFMECA developed in

Section 5.2.
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Figure 38 An Intermediate Software Fault Tree forthe Spacecraft to Asteroid Collision Hazard in PLFalltCAT
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Step 3. Consider the influence of variabilities orall leaf nodes and tag each
node accordingly. This is the crux of the product-line constructidn this step we
employ a bottom-up approach to analyze each leafe nand determine which
commonalities and/or variabilities contribute tausiag the root node event to occur. In
doing this, we associate the range of commonalitg ®mariability choices for any
individual product-line member with how it mightflmence a particular hazard. Not
every commonality or variability will have an inflace or appear within any given fault
tree. However, every leaf event node should havasanciated commonality, variability,

and/or basic (primary) event (e.g., an environnogniser input).

Product-Line Fault Tree Creation and Analysis Program
File Options Reports & Analysis About

|| || || | ||| EC| &l =l 20| s || T RS S RS
X @ & A - .S D

= Title

[c_ma_
1.0000 Probability
(10 |
Info
Incorrect Oata Every spacecraft shall be
able to know its current po
sition
1.0000 1.0000 1.0000
Position Dipta Velocity Data nearbyAstgroid Data

PrimaryEvent type

[commonatny | ~ |

\ariability 1D

Requirement ID:

| Link to Requirement |

C_SP3 C_SP4

4] I | | »|

Figure 40 Depicting the Influence of a Commonalityor the Spacecraft to Asteroid

Collision Fault Tree in PLFaultCAT
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' Product-Line Fault Tree Creation and Analysis Program
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Figure 41 Depicting the Influence of a Variabilityfor the Spacecraft Received Solar

Damage Fault Tree in PLFaultCAT

When considering a variability's influence on atigatar leaf node, we consider
the parameters of variation allowed. While manyalilities are features that are simply
present or not present in a product (e.g., a PA&tagraft will either be able to or not

able to receive messages from mission control wgrof an impending solar storm, see

V_SP2 in Figure 41), some variabilities represenalowable numerical or enumerated
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range for a particular feature (e.g., a PAM spadedasked with monitoring the solar
disc to detect an impending solar storm can edlssume a passive, warm-spare or active
role, see V_SP1 in Figure 41). Considering theugrice of a present or absent variability
on an event is straightforward; we analyze theugrice of the variability being present
within the product and not functioning as designed.

If, however, we need to consider an enumeratedwge type of variability, we
must consider the various possibilities within ttagiability and their influence on fault
tree events. For large ranges, safety analysisom gotential variability choice would be
infeasible. Thus, class ranges are used to deterhmw different ranges could affect
contributing events [76].

For example, looking at the node "Detection Fallureour example, shown in
Figure 39, and consulting the CVA, shown in Figireand Figure 6 as well as the
Parameters of Variation table given in Table 2, a@aclude that this failure node can
only occur if the PAM spacecraft has the featurari@bility) that it is to constantly
monitor the solar disc for impending solar stornssng the “active” variation point.
Thus, we annotate this node accordingly to inditad the node "Detection Failure" can
only occur when either one of the variabilities (WiaSpare or Active) is present in a
product line member. The representation of thghswn in Figure 41.

If, however, the node relates to a commonalityeathan a variability, we link
the fault tree’s leaf node with the appropriate owmnality. For example, looking at the
node "Position Data" in our example, shown in Feg@8, and consulting the CVA,
shown in Figure 5 and Figure 6 as well as the Patams of Variation table given in
Table 2, we conclude that this failure node ocdorsall PAM spacecraft since all
spacecraft will be able to know its position infation. Thus, we annotate this node
accordingly to indicate that the node "Positionddailure may occur in every product

line member since it is a commonality. The represtén of this is shown in Figure 40.
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Using PLFaultCAT makes associating a commonalitg/@nvariability with a
failure node straightforward. The PLFaultCAT ingaré allows you to label the "Basic
Event" nodes, depicted as circles, as a Commonghpwn in Figure 40 under the
heading "PrimaryEvent type") or as a Variabilithdg/n in Figure 41 under the heading
"PrimaryEvent type") as well as defining a labellbr for the variability (the textbox
under the heading "Variability ID"). In the exampile Figure 41, the variability (feature)
has the label "V_SP1" to correspond with the resfunent number listed in the CVA. The
"Variability ID" describes the variability (featureso that it will be recognizable later
when selecting the variabilities to include in awnproduct line member. For this
example, we simply annotate "SolarStorm = Active"indicate that a product line
member may or may not have this variability (feajur

The consideration of numerical ranges or valugsrticularly important because
often not all values of a variability will contribaito a failure. Applying equivalence class
partitioning and boundary value analysis conceasrain the fringe numbers and other
frequently error-prone ranges to improve coveragpossible vulnerabilities. Although
this situation was not encountered in the PAM &isdy used in this dissertation, we had
encountered it in previous cases. For examplegaiqus product line had a numerical
range variability that the number of sensors thatoaluct may have varies between 1 and
5 sensors. In this case, when we encounter thatisituwhere the variability of multiple
wind sensors can cause a failure node and the coalityoof having one wind sensor
will not, PLFaultCAT can accommodate this case Ipgctying the variability by
labeling it a "Variability" PrimaryEvent Type angecifying in the "Variability ID" field
a label indicating that multiple sensors must besent in the product line member to
cause the parent failure node. This same approacidvbe utilized for any enumerated

variability.

www.manaraa.com



159

If the product-line commonalities and variabilitieere previously defined using
DECIMAL (described in Section 2.1.4 and used wittive Gaia-PL methodology in
Section 4.2.1.2) [23], [58], [59], the associatmna requirement with the leaf node of a
fault tree is much easier. Using PLFaultCAT, we tak a fault tree to the DECIMAL
XML file for the product line and then select thgpeopriate requirement using the “Link
to Requirement” button. This will bring up a tabd&own in

Figure 42, to automatically link the requirementthhe leaf node and fill in the

details of the requirement in the appropriate tiekds.

Mame Type Description
C_SP3 Commonality Every spacecraft shall be responsihle for preventing collisions with asteroids. -
C_5P4 Commanality Every spacecraft shall be ahle to stare a 30D map of nearby asteroids in order to prevent collisions
C_BP5 Commonality Every spacecraft shall be ahle to take acceptable risks (i.e., collision with asteroids or other spacecraff) while a...
C_SPE Commonality Every spacecraft shall be able to deploy its solar sail to use as a shield for protection against saolar storms.
C_SP7 Commanality Every spacecraft shall be ahle to switch off its subsystems when needed to protect against solar radiation
C_SP8 Commonality Every spacecraft shall be able to receive messages from other spacecraft giving advanced warning of animpe. ..
C_M1 Commonality Every spacecraft shall have the ahility to contral its own guidance navigation and control functions.
C_M2 Commaonality Every spacecraft shall have the ahility to control its own attitude -
C_M3 Commonality Every spacecraft shall be ahle to use their solar shields as its means of flight.
C_M4 Commonality Every spacecraft shall be able to know its current position.
C_M5 Commanality Every spacecraft shall be ahle to know its current velacity increment
C_M& Commonality Every spacecraft shall be ahle to adjust its position/arhit.
C_M7 Commonality Every spacecraft shall be ahle to change its velocity increment.
C_M3 Commanality Every spacecraft shall be ahle to calculate the thrust needed to power its solar sails needed to maneuver
C_M3 Commonality Every spacecraft shall be ahle to verifyicheck each other' s results via a voting process {2.g., Byzantine voting sc... |=
V_G1 ariability Every spacecraft shall be initially defined by one ofthe roles it' s to assume in the PAM swarm.
W_SH1 ariability A messenger spacecraft' s ability to be upgraded to that of a leader' s role may vary
W _SH2 ariability A leader spacecraft' s ability to be upgraded to that of a messenger's role if a messenger is destroyed may vary.
W _SH3 ariability Aworker spacecraft' s ability to be upgraded to that of a messenger's role if a messenger is destroyed may vary.
W_501 ariability A spacecraft' s ability to optimize itself via improving their ahility to identify asteroids of interest may vary
W 502 ariability A spacecraft' s ability to share its optimization information regarding the identification of asteroids of interest wit...
W 503 ariability A spacecraft' s ability to optimize itself through positioning itself appropriately to best facilitate communications ... [
W 504 ariability A spacecraft' s ability to share its optimization information regarding positioning itself appropriately to best facili
W 505 ariability A spacecraft' s ability to optimize itselfvia learning through their past experiences to better investigate an astero...
W _S06 ariability A spacecraft' s ability to share its optimization information regarding how to better investigate an asteroid with w...
SP1 ariability A spacecraft' s ability to be tasked with constantly observing the saolar disc to detect signs of an impending sola
WV _SP2 ariability A spacecraft' s ability to receive warnings from mission contral of an impending solar starm may vary.
VL1 ariability A spacecraft's ability to be in charge of performing subswarm allocation and planning may vary.
W L2 ariability A spacecraft performing subswarm allocation and planning may vary in its role in allocation and planning activit
VL3 ariability A spacecraft's ability to be able to assign teams of worker and messenger spacecraft may vary.
W L4 ariability A spacecraft' s ability to directicoordinate worker spacecraft to investigate a specific asteroid may vary.
W LA ariability A spacecraft' s ability to redistributelrealign duties to worker spacecraft to ensure sufficient coverage of instrum
VLG ariability A spacecraft' s ability to be responsible for determining the types of asteroids to investigate may vary.
VLT ariability A spacecraft' s ability to contain the rules that decide the types of asteroids to investigate may vary.
) ariability A spacecraft' s ability to be respansible for determining the types of data to gather from an asteroid may vary
VL9 ariability A spacecraft's ability to be able to decide amongst other [eaders presentin a subswarm which shall take the |...
W L10 ariability A spacecraft' s ability to oversee the data flow from worker spacecraft to messenger spacecraft may vary. |
4] | ¥

Figure 42 Automatically Linking a Product-Line Requirement to a Software Fault

Tree Node in PLFaultCAT
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5.3.3.3 Discussion

Throughout the development and construction ofpttoeluct-line Software Fault
Tree Analysis (PL-SFTA) we associate commonaliéied/or variabilities with each leaf
node in the intermediate node tree developed ip 3tef Section 5.3.3.2. This process
may yield both a commonality and variability beisgsociated with a single failure node.
In this case, intuition may suggest disregardingsaderation of the variability since the
causal event will always be present due to theegmas of the associated commonality
node. However, the risk of failure posed by the cmmality may be mitigated while the
risk posed by the variability remains. Hence, thgability must be retained to aid in the
analysis of the product line, especially as thalpob line evolves.

Neither the construction of a PL-SFTA nor PLFauliCAaptures product-line
dependencies. This is because the role of the ptdidhe SFTA is to give as complete an
account as possible of potential contributing causethe root node. Note that the PL-
SFTA does not enforce existing product-line depends. Instead, it represents all
possible permutations of choices of values of pcotine members and relies on
dependency enforcement prior to the applicationreging phase. We discuss this issue
using DECIMAL as a tool to enforce product-line dedencies in Section 5.3.5.

Since SFTA adopts a slightly different perspectiteen viewing the product line,
it is not uncommon to discover missing requiremeitsge construction of the product-
line SFTA in PLFaultCAT may have some feedback atffen the CVA in terms of
discovering previously unidentified dependenciemil@rly, missing commonalities and
variabilities, or incorrect parameters of variatioray sometimes be identified via this
process. We discuss this issue using the autonsaflety analysis tools in PLFaultCAT
in Section 5.3.4.

It is interesting to note that the influence of ighilities on hazards will not

necessarily “sink to the bottom” of the fault tdeet can instead be dispersed throughout
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the tree. Variabilities are commonly thought ofraBnements of commonalities so the
expectation is that they will only influence theotonode from the lowest levels of the
fault tree [49]. However, we found that this wast mbwvays the case. Variabilities,
especially in software, are sometimes add-on featuo the system rather than
refinements of a commonality. Feature-oriented alalities can spawn refinement
variabilities of their own. Situations like thisrcéead to a PL-SFTA where variabilities
are spread throughout the levels of the tree rabtzar clustered at the bottom.

It is important to note that the method outlinedSiteps 1-3 of Section 5.3.3.2 is
an iterative process that is repeated for all ldszar the hazards list. This will produce a

set of product-line software fault trees.

5.3.3.4 Creating the PL-SFTA for the PAM Case StudExamples

Applying this step to the Prospecting Asteroid Miss(PAM) case study used in
this dissertation for the “A spacecraft to astermtlision occurred” root node, discussed
in Section 5.3.3.2 yielded a 143-node product Buodtware Fault Tree Analysis (PL-
SFTA), as partially shown in Figure 43. Specifigathe fault tree consisted of 82 failure
nodes and 61 commonality/variability nodes (of Whi64 were for product-line
commonalities and 7 were for product-line varidia$). Similarly, applying this step for
the “A spacecraft received solar radiation damagest node, discussed in Section
5.3.3.2 yielded a 137-node PL-SFTA. Specificalhge fault tree consisted of 87 failure
nodes and 50 commonality/variability nodes (of Whi80 were for product-line
commonalities and 20 were for product-line variéibs). In these two cases, for
example, approximately 76% of the product-line reguents associated to the leaf
nodes of the fault trees were product-line commbeal(i.e., leaf nodes that will be
found in all configurations of the PAM spacecrait this particular hazard). A full set of

the PL-SFTA hazards for the PAM case study aremgineédppendix F.
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5.3.4 Deriving Additional Safety Requirements from the Product-Line

Software Fault Tree Analysis

After the creation of a product-line software fainéte analysis (PL-SFTA) for a
safety critical product line, PLFaultCAT providesftsvare engineers with the
opportunity to further analyze the system for saf€igure 33 provides an overview of
the safety analyses possible using a PL-SFTA ateatBLFaultCAT. In this section, we
detail how new product-line safety requirements lsarderived from the PL-SFTA, how
PLFaultCAT can automatically identify single-poiiailures and how PLFaultCAT can
identify safety-critical requirements and safetitical interactions. We also discuss other

analyses that can contribute to the safety anatysaasproduct line.

5.3.4.1 Deriving New Product-Line Constraints

The product-line Software Fault Tree Analysis (FEF8), described in Section
5.3.3, can aid in the discovery of latent safetqureements by identifying high-risk
variabilities and common causes and by identifymeyv constraints. The PL-SFTA
construction process produces a set of fault treiefs the corresponding contributing
commonalities and variabilities attached to therappate leaf nodes. Using this set of
software fault trees, we can identify or even tateithe most frequent variabilities that
contribute to the root node hazards. If certainallities contribute to root node hazards,
additional safety requirements and/or hazard arsalygay be warranted to mitigate their
contribution to hazard nodes.

Any high-level event node within a PL-SFTA that ha® or more variabilities
connected by an AND gate may warrant a new comstriitroducing a new product-line
constraint limiting the variability combinations this situation can preclude occurrence

of this event node and potentially rid the PL-SHT@&m this hazard altogether. However,
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Hazard

Causal Event

Figure 45 A Generic Product-Line Software Fault Tee Analysis

care must be taken in deriving new product-lineethglencies so that the product line is
not too limited. The hazard severity as well as ¢lestence of alternative preventive
measures must be weighed against the additionodupt-line dependencies.

Figure 45 shows a generic example of the derivabbra new product-line
constraint from a logical AND gate connecting tvarigbilities. This example shows that
we can mitigate the "Causal Event" node by regtgcha system in the product line from
having both \{ and \ features. If this is found to be an acceptabletgni, the PL-
SFTA then retains the "Causal Event" subtree fonmleteness, but the occurrence of the
subtree becomes essentially impossible.

Imposing additional safety requirements in the domangineering phase
improves the product-line specifications and redugework in the application
engineering phase. The safety requirements andamupt-line dependencies derived
from the PL-SFTA can reduce the analysis neededreddce time-to-market for new

products.
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5.3.4.2 ldentifying Single-Point Failures In PLFaltCAT

An advantage of a traditional Software Fault Trewalsis (SFTA) as a safety
analysis technique is the ability to quickly deterenthe presence of single-point failures
of a single system (i.e., a root node in the SFoAoWed by a logical OR gate). A
product-line SFTA (PL-SFTA) allows for the quickeiatification of single-point failures
over the entire product-line. An example produstlisingle-point failure for the
Prospecting Asteroid Mission (PAM) case study isvahin Figure 38 and Figure 39.

In the case of a multi-agent system product lin8vPL), identifying a single-
point failure in a PL-SFTA provides the ability pinpoint possible single-point failures
for every possible instantiation of an agent (amtfgeto the commonalities and variation
points allowed within the MAS-PL). This is advarnéags over the traditional application
of a SFTA to a MAS-PL because it is not necessamnanually create each SFTA for
each possible instantiation of an agent and themually inspect each SFTA for a single-
point failure.

To aid in the identification of single-point faiks of a PL-SFTA, PLFaultCAT
provides a single-point failure analysis to autamitis process. Aingle-point failure
analysissearches the set of fault trees in a PL-SFTA ifugls-point failures (i.e., those
hazards connected by a logical OR gate in the SETA¥er-specified depth, as shown in
Figure 46. Since a safety-critical product linelwypically have several, large fault trees
(e.g., the PL-SFTA for only two of the fault trefes the PAM case study had nearly 250
nodes), the automation of identifying single-pdaiture will lessen the burden placed on
a safety engineer to manually go through this m®ct most cases, a safety engineer
may only be interested in a single-point failure floe causal events directly leading to
the root node failure (i.e., level 1 in PLFaultCAPLFaultCAT allows the user to supply

the depth for situations when a deeper analysissged or required.
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Single-Point Failure Analysis m

Select the search depth to scan for single-point failures
2 M

Figure 46 Selecting the Depth to Search for the i®jle-Point Failures of a PL-SFTA

PLFaultCAT searches the set of fault trees of aSIFTA for a product line and
provides the details of the discovered single-pfaiitires, as shown in Figure 47, for the
“Spacecraft to Asteroid Collision” root node, todain developing a new safety
requirement (if needed) to mitigate against theglsipoint failure(s). Upon the
identification of a single-point failure, enginedrave the opportunity to take mitigating
steps to improve the safety, dependability andc2bability of the system. Further, since
SFTA is constructed early in the development litdey mitigating steps can be taken

quite early in software product line’s design aegelopment.

SFTA FILEMAME: asteroid collision2.xml

D £

SFTADEPTH: 1
HAZARD TITLE: Spacecraft To Astero
INFO: A spacecraft to asteroid collision occured.
SINGLE-POINT FAILURES:
- NAME: Maneuver Failure
DESCRIPTION: The spacecratft failed to maneuver to avoid the asteroid causing 3
- MAME: Unknown Asteroid
DESCRIPTIOM: The spacecraft was unaware ofthe asteraid.

SFTADEPTH: 2
HAZARD TITLE: Maneuver Failure
INFO: The spacecraftfailed to maneuver to avoid the asteroid causing a collision.
SINGLE-POINT FAILURES:
- MAME: Spacecraft Position
DESCRIPTION: The spacecraft did not know its current positioning ddatato be a
- MAME: Asteroid Position
DESCRIPTIOM: The known position of the asteroid was incorrect
- MAME: Maviagation Guidance
DESCRIPTION: The spacecrafts navigation and guidance functionality failed to a

SFTADEPTH: 2
HAZARD TITLE: Unknown Asteroid
INFQ: The spacecraftwas unaware ofthe asteraid.
SINGLE-POINT FAILURES:
- MAME: Mo Data Received
DESCRIPTION: The spacecraft did not received information from other spacecraf
- MAME: Detection Error
DESCRIPTION: The spacecraft failed to detect and know about the asteroid.

[{]

q] 1 I [+

Close

Figure 47 The Single-Point Failure Report Producedy PLFaultCAT
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The mitigation of a single-point failure within tHeL-SFTA can be done by
introducing additional requirements, architecturadmponents, guard conditions,
operating rules or other counteractions into th&gite For example, using PLFaultCAT
to identify the single-point failures for the “Sgacaft to Asteroid Collision” root node of
the PAM case study, shown in Figure 47, a mitigatequirement can be introduced to
turn the subtree rooted at the “Maneuver Failuned ia non-single-point failure, shown
in Figure 43. This node represents the event fhetecraft’s actions to maneuver itself to
prevent a collision with the asteroid did not stéfi Using the information provided in
PLFaultCAT’s single-point failure report, shown kigure 47, we can understand that
there are three contributing events that can cthiseevent: 1. the spacecraft’s position
data (i.e., current position, current velocity, remt orbit, etc.) may be incorrect; 2. the
spacecraft’s data on the asteroid (i.e., positstiape, 3D model, gravitational field, etc.)
may be incorrect; and 3. the spacecraft's navigadad guidance functionality (i.e.,
calculating the thrust needed, utilizing the salait for navigation, etc.) may have failed.
Each of these events contributes to the spaced@aising a course that fails to maneuver
away from the asteroid to prevent a collision. Thhe action that a spacecraft takes to
prevent a collision with an asteroid is individulhowever, a requirement is introduced
to oblige a spacecraft to get a confirmation ofpisnned course of action to avoid the
asteroid (i.e., an independent spacecraft to deaiswurse based on its data of the
requesting spacecraft's positioning data, astedath and navigation and guidance
functionality). Using this approach, the spacecraftd another spacecraft would
independently and redundantly calculate how to cham asteroid and both spacecraft's
calculations would have to fail for the “Maneuvailire” node rooted at this subtree to
occur. Introducing this requirement into the PAM BW#RL's Commonality and
Variability Analysis (CVA) and updating the PL-SFTaccordingly will yield the fault

tree shown in Figure 48.
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Note that the uppermost single-point failure (ilevel 1 in Figure 47) could not
be mitigated against since an asteroid has thayatulassume some risks of a collision
with an asteroid if the potential scientific outo®rautweighs the risk (see requirement
C_SP5 in the CVA in Appendix A, page 235). Thug tollision of a spacecraft and an

asteroid is not always a hazard that can be predent

5.3.4.3 Identifying Safety-Critical Requirementsm PLFaultCAT

Using a product-line Software Fault Tree Analy$isSFTA) for a safety-critical
product line also allows for the identification @foduct-line variability requirements or
combinations of variability requirements that dgportionately contribute to hazards.
Scanning the leaf nodes (where commonalities andti@n points are associated to low-
level hazards) of the PL-SFTA can lead to the discpthat a particular variability or set
of variation points can contribute to high numbg&hazards within the set of fault trees
of a PL-SFTA. This information proves valuable ifgineers determine that the hazard
risk of leaving the product line’s design unchangedunacceptable from a safety,
dependability and/or reliability standpoint.

The variability failure contribution analysisn PLFaultCAT analyzes all the PL-
SFTAs to find those variabilities or combinationwariabilities that contribute to a high
number of hazards. PLFaultCAT performs this analysid provides a user with an
ordered list of the most frequently cited producelcommonality and variability in the
set of fault trees of a PL-SFTA, as shown in Figd®e The requirements value tries to
measure its impact on the leaf node failures inRheéSFTA. For each leaf node where a
requirement is the sole requirement or the requergniorms a disjunction with other
requirements (i.e., joined by a Boolean OR gate,requirements value is increased by
one since it solely can contribute to the leaf ntakire. If, however, the requirement

forms a conjunction with other requirements (ijeined by a Boolean AND gate)
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associated to a leaf node, each requirement’s valurereased by its proportion of the
conjunction (i.e., one divided by the number ofuiegments in the conjunction). In
addition, the variability failure contribution repgorovides a listing of the groups of
requirements that were found to contribute to @& mgmber of leaf node hazards. For
example, in the PAM case study, it was found tled tequirements related to a
spacecraft correctly knowing its positioning infaton (i.e., current location, current
velocity, current orbit, etc.) as well as havingaturate 3D model of nearby asteroids

are the most safety-critical requirements relatethé “Spacecraft to Asteroid Collision”

fault tree.
o ] S
PRODUCT LINE FALLT TREE YARIATION POINT FAILURE CONTRIBUTION =
Shows the variation point failure contribution in the productline.
FPRODUCT LINE: nts and SettingsWDehlingeriMy Documentsi\My Research\Dissertation\PLFaultCAT Files
FRODUCT-LINE MEMBER: Paper
CRITICAL REQUIREMENTS LISTING
Commaonalities:
COMMOMALITY 1D WALUE T
1. C10059 40
2. C10062 4.0
3. C10050 3.0
4. C10017 20
5. C10029 1.5
6. C10032 1.0
Variahilities: —
YVARIABILITY ID VALUE
1. V10052 1.0
CRITICAL INTERACTIONS LISTING
Requirment IDs: C10059, C10062
Walue: 6.0
Hazards (AMD):
- The spacecraft failed to finish analyzing the asteroids 3D model and did not know the asteroids shape and location
- The spacecrafts nearbyAsteroid data was incorrect
- The spacecraft failed to analyze its 30 model of the asteroid
- The spacecraft did not get a chance to analyze the 30D model in time before the collision occurred.
- The nearbyAsteroid data did not contain the information on the asteroid
Hazards (OF):
- The nearbyAsteroid data did not contain the information on the asteroid |
4] Dl |

Figure 49 The Variability Contribution Failure Rep ort Produced by PLFaultCAT
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A mitigation strategy for combinations of produrtd variabilities can be to add
dependencies, as described in Section 5.3.4.3tHése combinations of product-line
variabilities that contribute to a disproportiorigthigh number of leaf node failures, it
may be necessary to restrict the combinations etehfeatures, via product-line
dependencies, to achieve safety. The inclusiorradyzct-line dependencies in this case
would preclude a product-line member from having ttombination of features and
prevent the possible leaf node hazards causedehptiraction of these features modeled
in the fault tree.

Alternatively, a similar strategy for mitigatingngjle point failures can be
adopted, as described above, to limit the impaeit tfe combinations of these
variabilities can have on the safety of the system.

This analysis, in particular, has been found toubeful to help guide another
safety analysis technique, briefly discussed inti6ec5.3.8, that investigates feature
interactions. Although a PL-SFTA models a failuratisally, a combination of
requirements that leads to a disproportionately Imgmber of leaf node failures may act
as a guide for a dynamic approach to further ingatt the interaction of the
requirements’ behaviors. In our experience, thgability failure contribution analysis

helps to scope the feature interactions that shoeleixamined more deeply.

5.3.4.4 Additional Safety Analyses in PLFaultCAT

In addition to the single-point failure analysisdanhe variability failure
contribution analysis, PLFaultCAT provides addiabanalysis tools that may be useful
when assessing the safety or reliability of a pobdme. Theminimum-cut set analysis
analyzes a single fault tree of a PL-SFTA and idiestthe smallest sets of events that
must occur such that the root node accident witiocTheprobability reportcalculates

the probability of occurrence of the root node gitke probabilities of all other nodes.
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Although this may not apply for software since dedl probabilities for software are
difficult to obtain, this calculation may be helpfwhen hardware is included in a PL-

SFTA.

5.3.5 Reusing the Product-Line Software Fault Tree  Analysis to

Derive the Software Fault Tree Analysis for a Produ  ct-Line Member

In Section 5.3.3, we detailed the construction giraduct-line Software Fault
Tree Analysis (PL-SFTA) in PLFaultCAT. In this sect, we describe the reuse of the
PL-SFTA to derive the software fault trees for n@wduct-line members. The derivation
of the software fault trees for new product-linembers from the PL-SFTA occurs
during the application engineering phase of the s&/eand Lai’'s Family-Oriented
Abstraction, Specification, and Translation (FASWodel [88]. In the Gaia-PL
methodology, shown in Figure 30, the derivationhaf software fault trees for new agent
of a multi-agent system product line (MAS-PL) fraitve PL-SFTA occurs during the
Analysis and Design Phase.

In this section, we first describe how to defineeav product-line member within
the context of the previously defined product-loenmonalities and variabilities. Then
we describe how to prune the PL-SFTA, aided by RILLEAT, so that the previously
performed safety analysis is be reused. Findilig, $ection also discusses the flexibility

of the product-line SFTA in supporting product-liesolution as well as limits on reuse.

5.3.5.1 Pruning the PL-SFTA for a New Product-LineMember

In product-line Software Fault Tree Analysis (PLI2§ we use a pruning
process followed by a structured inquiry to develpnew product-line member’'s
Software Fault Tree Analysis (SFTA) from the PL-3&TFigure 43 shows a PL-SFTA
for the Prospecting Asteroid Mission (PAM) casedgtior the “A spacecraft to asteroid

collision occurred” root node. The reuse of theFHFA performed using PLFaultCAT
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Figure 50 The Variability Selection Window to Prure a PL-SFTA

for a new system in the product line has threedsteips: selecting the variabilities for a
new product line member, deriving the product-imember SFTA and applying domain
knowledge, each of which are described below.

Step 1. Select the variabilities for new the produdine member. Producing a
product-line member entails a selection of whichalalities or features to include. This
process can include an ordering of variability sigta (e.g., according to domain model
techniques in [88]) or can leave the selection @sedo the system engineers.

PLFaultCAT facilitates the selection of productdirlmember's variabilities
through a checkbox window that presents all possialriabilities, shown in Figure 50
for some of the variation points possible in theWPéase study.

A product-line member is created by selecting theabilities that it will contain
and defining the values of the variabilities. Tygig, the selection of a set of variabilities
does not guarantee a legal product-line membeheRathe choice of variabilities must
satisfy the previously established product-line edefencies and constraints. Thus,
verification must then show that the set of vatiabs do not violate any of the defined

product-line dependencies. This is an easy vetifinacheck to perform manually on a
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small product line but requires automated supperthe number of variabilities and
dependencies increase.

PLFaultCAT does not enforce nor check the dependsngrescribed in the
Commonality and Variability Analysis (CVA). Insteadther tools are capable of
enforcing the dependencies and constraints detanethe CVA for large, complex
product lines [58], [59]. PLFaultCAT is used afteée choice of variabilities has been
determined to be legal.

To assist in the definition of a product-line membBECIMAL (described in
Section 2.1.4 and used within the Gaia-PL methagpla Section 4.2.1.2) [23], [58],
[59] allows a user the flexibility to select thernadilities for a new product-line member
and then define the values for each variability. m@ake this approach scalable,
DECIMAL automaticallyverifies that the proposed new product-line mersbset of
variabilities does not violate the defined depertes) Further, DECIMAL verifies that
all values of the variabilities fall within the aWed ranges. If any violations are
discovered, DECIMAL flags them so that the devetagan rectify the problem.

If DECIMAL is used in this manner, PLFaultCAT camad the verified product-
line member(s) from DECIMAL ancutomatically derive the product-line members’
SFTAs from the PL-SFTA, as described in Step 2n@yshis approach, the user chooses
the verified product-line members within PLFaultCAdther than the variabilities to
include, as described above, before PLFaultCAT prline the PL-SFTA to derive the
product-line members’ fault trees.

For illustration purposes, we consideleader PAM spacecraft for the fault tree
with a root node of “Spacecraft to Asteroid Cobisi. The variation points of this
spacecraft are not all included in this particti¢ardt tree since theeaderPAM spacecraft
are not tasked with detecting, reporting or arctgvthe 3D model of an asteroid, an

important variability requirement associated to gnaf the leaf nodes in the fault tree
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(see Section 5.3.4.3). Thus, the resulting faek wsing the pruning algorithm described
in Step 2 should only include those parts of thdtfaee that are associated to product-
line requirements. The resulting pruned fault tfee this spacecraft, also represents the
core of the fault tree that will be present for angmbers of the PAM MAS-PL and
provides a measurement of the reuse potentialeoPthSFTA.

Step 2. Derive the product-line member SFTA. After establishing and
verifying a product-line member, we prune the padine SFTA to create a baseline
SFTA for the new system. The pruning process fuses a depth-first search to
automatically remove the subtrees that have noctpathe product-line member being
considered and then relies on a small amount ofatlorknowledge to further collapse
and prune the SFTA. For each verified product-tmember, the algorithm starts with the

root node asodeand proceeds as follows:

PL-SFTA_SEARCH (node):
STEP 1 Ihodeis not a commonality or a selected variabilityrthe
STEP 1.1 Perform DFS for a selected variabditgommonality node
STEP 1.2 If DFS returns true
STEP 1.2.1 For each child node do
STEP 1.2.1.1 PL-SFTA_SEARQH(de
STEP 1.3 If search returns false then
STEP 1.3.1 Remove subtree rootedchadle
STEP 2 Else if node is an unselected varigtittien

STEP 2.1 Remove subtree rootedhatle

A “selected variability” in our algorithm is an ophal feature that is required in

the new system. That is, it is a variability reganent that has been included in the
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definition of a new product-line member. For examph select set ofvorker PAM
spacecraft equipped with a visible imager may Is&dd to detect the size, shape and
location of an asteroid and construct a 3D modethef asteroid so that other PAM
spacecraft can use the 3D model to avoid a caflishm unselected variability, however,

is an optional feature or a value of a variabitibt present in the new system.

| B product-Line Fault Tree Creation and Analysis Program
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Figure 51 Pruning the PL-SFTA in PLFaultCAT
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With multiple SFTAs and many nodes in each SFTAS finuning is not scalable
or practical in an industrial setting without sucol support. PLFaultCAT implements
this algorithm using the variabilities specifieditelude in the product-line member, as
in Step 1. The tool processes the PL-SFTA XML fidecreate a new fault tree including
only those nodes associated with the commonabineschosen variabilities for the new
system. In Step 3 of the domain engineering phdss;ribed in Section 5.3.3.2, a label
was attached to every variability by giving a vhiiidy name in the "Variability ID"
textbox. Alternatively, the leaf node could haveetelirectly associated to a variability
defined in DECIMAL, as shown in Figure 42, using FRRLItCAT's “Link to
Requirement” button automatically filling in the gugred information into the
"Variability ID" textbox. It is this label, for thehosen variabilities, that is searched for in
the XML file to decide whether a variability nodeosild be retained. Upon completion
of the PL-SFTA_SEARCH logic implemented in PLFal\flC the set of fault trees for
the new product-line members are stored in an Xttingat.

The subtree of the “Spacecraft to Asteroid ColhSitault tree shown in Figure
51 illustrates how the pruning algorithm executeshiw PLFaultCAT to remove
irrelevant subtrees. Using the PL-SFTA SEARCH atbor for a PAM leader
spacecraft, we see that the subtree rooted at réidtdetection” contains neither a
failure node associated with a commonality or vaitbelected variability. Intuitively, this
implies that this particular spacecraft does notehany functionality related to the
detection of the characteristics of an asteroidiciiis true in this case. Thus, the PL-
SFTA_SEARCH algorithm used in PLFaultCAT will reneothis entire subtree since it
can have no influence on any of the parent faihoées of this subtree, shown in Figure
52. If, however, we consider a PAMorker spacecraft equipped with a visible imager

and tasked with detecting the shape characteristican asteroid for the subtree
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illustrated in Figure 51, we see that the entirbtr@e should be retained since the
selected variabilities all can have an influencetlos failure nodes in each path of the
subtree. PLFaultCAT uses this logic in a depth-fiashion over the entire PL-SFTA to
derive the product-line member's fault tree basethe selected variabilities.

For example, using the 143-node PL-SFTA construate8ection 5.3.3 on the
hazard “A spacecraft to asteroid collision occutreBLFaultCAT was used to
automatically derive the fault trees for a PAd&derspacecraft that has no functionality
to detect the shape characteristics of an asteasidescribed above. The initial execution
of PLFaultCAT reduced the number of failure nodgsapproximately to 69 of the
original 82 nodes (i.e., approximately 16%) angastially shown in Figure 52.

The PL-SFTA_SEARCH algorithm errs on the side aftican since it only marks
the subtrees that can be removed without reviewdmss not actually do any pruning.
This is advantageous from a safety perspectiveusecthe application of the algorithm
simply indicates those subtrees where neither camaits nor selected variabilities can
be found in the subsequent children nodes. Thigridthgn then defers the actual pruning
to the domain experts, as described in the nept ste

3. Apply domain knowledge.After removing the subtrees that had no bearing on
the product-line member under consideration, the tmay be able to be further pruned
and/or collapsed within PLFaultCAT. However, thteps requires domain knowledge.
This also illustrates the limit to completely autmed product-line Software Fault Tree
Analysis (PL-SFTA) reuse. Removal of subtrees wflen lead to orphaned logic gates
or other opportunities to safely simplify the fatiées of a new product-line member,
shown in Figure 52 for the subtree rooted at “DitacError” discussed in Step 2.

Collapsing orphaned OR gates are trivial. If theseonly one causal event
remaining, we collapse the lower event into theeparevent. If there is only one

commonality or variability leaf node remaining, vaéach it to the parent event and
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remove the OR gate. When AND gates are involved,need to be more cautious.
Intuitively, if at least one input line to an ANDag is removed, the output event is
impossible. However, it was found that this is abtays the case and thus each removal
of and AND gate warrants further scrutiny.

The clean up of the derived fault trees for theavnproduct-line member(s)
presented in this step is a manual process andlmeystirsued with utmost care. Enough
information should be retained within the producelmember's fault tree to provide
ample information for future hazard analysis andigation strategies. It is in this light
that the subtree shown in Figure 52 reduces tostli@ree shown in Figure 53 by
removing the useless logic gates and connectingfdihere nodes. In this example,
manual pruning further reduced the number of ndolea PAM leaderspacecratft for the
“A spacecraft to asteroid collision occurred” faintte to 64 of the original 82 nodes.

The application of domain knowledge to the faudetresulting from Step 2a is
beneficial step in the derivation of the fault sef®r a new product-line member(s)
because it removes the extraneous nodes and foais®d®ion on nodes that can
potentially contribute to failures in a specifioduct-line member.

Note that, as shown in Figure 33, the set of faaks for the new product-line members
can additionally utilize the safety analyses predidy PLFaultCAT, detailed in Section
5.3.4 to further verify the safety of the producelmember’'s SFTA. After the pruning of
the PL-SFTA to derive the fault trees for a newdui-line member, it may be the case
that single-point failures that were not preserthm PL-SFTA are now present a specific
product. Thus, further safety analysis of the SH®Aa product-line member should be
considered. Since the SFTA for a product-line membesimply a traditional SFTA,

traditional software safety analysis techniques cmtered in this dissertation may be

useful.
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5.3.5.2 Pruning the PL-SFTA for the PAM Case Stud{xamples

Looking back, the “A spacecraft to asteroid catlisioccurred” fault tree for a
Prospecting Asteroid Mission (PANBaderspacecraft, the clean up process described in
Step 3 removed an additional five nodes. Thusnthreber of nodes in the fault tree for a
leader spacecraft of PAM multi-agent system product I{MAS-PL) was reduced by
over 22% from the number of failure nodes from treginal PL-SFTA. Since the
product-line member considered in this casdeader spacecraft of PAM MAS-PL,
contained none of the variabilities of this par@cufault tree, the pruned fault tree
represents the common parts of the fault tree whihtremain for all member of this
product line. Thus, specifically for this PL-SFTApproximately 78% of the fault tree
can be reused for all 160 unique types of spadetwafthe PAM MAS-PL. Further,
PLFaultCAT was able to accomplish most of the warkomatically. In this case,
PLFaultCAT did 72% of the pruning of a PL-SFTA pbss and only required a 28% of
the effort to be done manually.

Similarly, for the “A spacecraft received solar ieitbn damage” fault tree,
discussed in Section 5.3.3.2, it was found thatr@pmately 60% of the tree was
common to all 160 unique types of spacecraft foe ®AM MAS-PL and that
PLFaultCAT was able to automatically do 72% of graning. A further discussion on
the results of the application of the PL-SFTA tdghe described in this section and its

impact on reusability and safety are provided inti®a 5.3.8.

5.3.6 Accommodating Evolution in the Product-Line Software Fault

Tree Analysis

It is often the case that additional variabilitee® added as features to the initial
product line (e.g., new scientific goals are desirethe PAM case study requiring new

onboard scientific equipment and software functiby)a To safely include the new
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variabilities, we must perform a limited amount @émain engineering and hazard
analysis to incorporate the new variabilities imlerto ensure that future systems are
safe. In particular, new variabilities as well awnvalues for existing variabilities must
iterate the relevant steps in the two-phase framewllostrated in Figure 32 and Figure
33. This includes modifications to the requiremespgscification (as needed), as well as
to the Commonality Analysis (CVA) and Software Ee#l Modes, Effects and Ciriticality
Analysis (SFMECA) if they are affected.

In addition, the PL-SFTA is updated to incorportite changes. If an SFMECA
was constructed, the addition of variabilities eald new rows to the SFMECA table(s)
or change the failures or effects in already exgstiows in the SFMECA table(s). The
PL-SFTA_CREATE algorithm, as detailed in Sectior3.5.2, analyzes the new
SFMECA rows and any additions to the preexistingMBEA rows that can be
influenced by the inclusion of the new variabiltid-ollowing this process incorporates
the new variabilities into the PL-SFTA by includitigeir causal event nodes into the
fault trees. The graphical view of the fault trdeatt PLFaultCAT provides makes
updating the PL-SFTA to incorporate new varialaBti(features) and to derive a new
product-line member's SFTA efficient enough fortat be practical for projects to

maintain the fault tree as a current product-lirideect.

5.3.7 An Alternative Approach for Product-Line Sof  tware Fault Tree

Analysis Specific to Multi-Agent System Product Lin es

In Section 5.3.3.2, a general approach was providetbnstruct a product-line
software fault tree analysis (PL-SFTA) for a safetiyical product line. In this approach,
product-line requirements were associated withlé¢hé nodes (see Section 5.3.3.2) of a

fault tree so that product-line member’s fault treen be derived from its set of
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variabilities (see Section 5.3.5). This is a rathee-grained approach since it uses the
requirements to relate a product to the nodesfafilatree.

In the design and development of a multi-agentesgsproduct line (MAS-PL),
described in Chapter 4, the product-line requirdsiare refined and implemented in the
roles and variation points possible in an agen¢ Section 4.2). Since an agent (i.e., a
product-line member of the MAS-PL) is defined by ttoles and the variation points
possible in its roles, it may desirable to assecthe leaf nodes of a fault tree with the
variation points rather than the requirements [I9js a coarser-grained approach since
it uses the roles and variation points, typicalbmposed of a set of requirements, to
relate a product to the nodes of a fault tree.

In the previous sections, we illustrated the camion of the PL-SFTA for the
Prospecting Asteroid Mission (PAM) MAS-PL by assditig the requirements of the
MAS-PL with the leaf nodes of a fault tree. In tkisction, we provide our approach to
construct a PL-SFTA specifically for a MAS-PL asstiog the variation points to the
leaf nodes of a fault tree rather than the requar@sy Note that many of the steps
provided here are similar to those discussed pusiyo Yet, to highlight the differences
and provide completeness for our PL-SFTA for sateitycal product lines and MAS-
PL, we briefly discuss the steps here. In [19], weere found that using the variation
points with the leaf nodes of a fault tree is ubeflaen describing a MAS.

To build a PL-SFTA for any given role and its asatexl variation points, the
following steps should be taken:

1. Determine the root node of the fault tree. The nootle is a hazard of
concern in the system. It may come directly fromegation of one of the
safety properties listed in the Safety Propertegien of one of the Role
Schema or the Variation Point Schema (see Secti@y) dr from a

previously determined domain-specific hazards list.

www.manaraa.com



186

2. Repeatedly generate a list of causes for eachréaduent starting at the
root node. This process continues until the degiradiularity is achieved.
This process heavily relies on domain knowledgeyipus experience and
in-depth requirements analysis. The causes for fzlcine may come from
requirements of any, all or a combination of a 'soleariation points.
Alternatively, a Software Failure Modes, Effecteda@riticality Analysis
(SFMECA) can be constructed from the Variation Pdithema (see

Section 5.2) and can be used to aid this stepSeeton 5.2).
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3. From the list of failures and causes generatetamtevious step, construct
a tree connecting the causes of a failure to arfaiby logical AND or OR
gates. This tree should now resemble a traditisottvare fault tree [44].

4. Input the constructed software fault tree to th&&®UWUtCAT tool.

5. For each of the leaf nodes of the resulting sokwéault tree in
PLFaultCAT, consider which role's variation poii®e the source of the
fault and tag the node accordingly. As shown inuFegs4, to tag the leaf
node so that it is associated with a variation powe again use a circular
node in PLFaultCAT and document the name of th&tran point that can
cause the leaf-node failure. Note that this issdmme fault tree as shown in
Figure 41 but associating a variation point rath@n a requirement to the
fault tree’s leaf node. It is possible that morarttone variation point is
tagged to one leaf-node failure. In this case, thgs representing a
variation point should be connected to the leafeneid an OR gate (since
for any given role only one variation point candmtive at any given time).

These steps yield a PL-SFTA in which every leafensdassociated with one or more of
the role's variation points or an external event.

After constructing and inputting a PL-SFTA of a MA&% using the Variation
Point Schema requirements specification templaie,can automatically generate the
software fault tree for a particular role regardle$s which variation points it contains for
any given member of a MAS-PL. Using PLFaultCAT, sgecify which variation points
a member has, shown in Figure 55, and PLFaultCA®naatically trims the PL-SFTA to
produce a fault tree specific to the combinationvafiation points selected just as

described in Section 5.3.5.
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Select the variabilites to include:

FY

[ ] Active [ |Passive [ | Warm-Spare

Figure 55 Variation Point Selection to Derive an gent’'s PL-SFTA in PLFaultCAT

This mechanism of PL-SFTA construction and PLFadQitilization provides
an initial safety analysis of an agent's role (wahg its variation points). This approach
also allows for reuse of some of the safety anslgdifacts in that the PL-SFTA can then
be automatically derived for any agent employing shme role and a combination of the
role's possible variation points:

1. Determine how the new variation point can contebtd the root node
hazard and each non-leaf node of the fault tree.

2. Repeatedly generate a list of causes for each akwve event created from
the previous step.

3. From the new list of failures and causes, add #ve modes in PLFaultCAT
to the previously constructed fault tree.

4. For each leaf node of the updated fault tree, demswhether the new
variation point can contribute to the fault. Thdsaf nodes that can be
caused by the new variation point are tagged inmdas manner as when
the fault tree was originally created.

This process produces an updated PL-SFTA withinaRUItEAT such that fault trees can
be automatically generated using the new varigbmint and the previously documented

variation points.
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The use of a SFT in this manner provides softwaggneers some assurance that
the system requirements are safe (i.e., will nattrdoute to the hazards). In the PAM
MAS-PL case study, a PL-SFTA for the possibilitytioé failure "A spacecraft received
solar radiation damage"”, also discussed in Sect®3.3.2, for the role
"SolarStormWarner", described in Sections 4.2.228 &.3.3.2 for the variation points
(Passive, Warm-Spare and Active) may provide sossarance that the mission-critical
system is not vulnerable to this single-point feluUsing PLFaultCAT as described in
Section 5.3.2 and 5.3.4, designers can quickly geémesoftware fault trees for all
variation point combinations of the SolarStormWarrae after the initial construction
of the PL-SFTA. This is both more efficient and meffective than serially constructing
all the trees from scratch for the power set ofwhgation points (Passive, Warm-Spare

and Active) for the SolarStormWarner role.

5.3.8 Evaluation and Discussion

In the domain engineering phase PLFaultCAT did pimvide any significant
advantages over other fault tree representatids tmyond providing the analyst with an
additional opportunity to embed textual hazard wsialinformation into the fault tree.
This allows a cross-check of the information preddn the fault tree with previously
derived safety requirements, the Software Failucel®é$é Effects and Criticality Analysis
(SFMECA) and other hazard analysis documents.

In the domain engineering phase, the applicatiothef Product-Line Software
Fault Tree Analysis (PLSFTA) to the Prospectingefsid Mission (PAM) case study
developed four fault trees, given in Appendix F,atalyze the safety-critical hazards
indicated by the requirements. This PLSFTA inclu88d’% of the PAM’s commonality

requirements and 72.5% of its variability requiretse That is, 85.7% and 72.5% of the
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Table 9 Results of the Application of PL-SFTA tolhe PAM Case Study

Total Common

o .
Hazard Failure Failure % Commonahty Core PLFauIt(;AT
Requirements Reuse Automation
Nodes Nodes
Spacecraft to Asteroid Collision 82 64 88.5% 78.0% 72.2%
Spacecraft to Spacecraft Collision 84 61 63.8% 72.0% 82.1%
Spacecraft Solar Storm Damage 87 52 60.0% 59.8% 72.2%
Failure to Detect Solar Storm 91 13 6.7% 14.3% 93.8%

PAM requirements, respectively, were associateal teast one of the leaf nodes in the
set of fault trees of the PAM’s PLSFTA.

In the application engineering phase, however, BLEAT provided significant
advantages from a reuse perspective by exercigiagptuning method outlined in
Sections 5.3.5. In the PL-SFTA considered for thdviPcase study considered in this
dissertation, the PL-SFTA was found to contain appnately 54% failure nodes that
would be common to all 160 unique spacecraft ofRA&1 multi-agent system product
line (MAS-PL). That is, the minimum expected reudethe PL-SFTA for any given
PAM spacecraft would be 54%. This calculation ane $pecific data leading to this
result are described next.

Table 9 provides the results for each of the hazax@mined using PL-SFTA for
the PAM case study. The “Hazard” column represtrgsoot node hazard of a fault tree
in the PL-SFTA (see Appendix F, page 311); the aldtailure Nodes” column
represents the total number of failure nodes @iudt tree as build in Steps 1-3 described
in Section 5.3.3.2; the “Common Failure Nodes” auturepresents the number of failure
nodes that will be common to all product-line memsbef the PAM MAS-PL (i.e.,
pruning the PL-SFTA for all variabilities); the ““ommonality Requirements”
represents the percentage of the requirementsiatsbto the leaf nodes of a fault tree
that are product-line commonality requirements;“tbere Reuse” column represents the

percentage of the failure nodes that are commatl froduct-line members of the PAM
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MAS-PL (i.e., the common failure nodes of a fauétet divided by the total number of
failure nodes of a fault tree); and, finally, th@LFaultCAT Automation” column
represents the percentage of the nodes that cewdfbly and automatically pruned from
the PL-SFTA using PLFaultCAT.

Although the overall reuse of the PL-SFTA for apaececraft of the PAM MAS-
PL developed in this dissertation is approximatl$o, in most cases the reuse potential
of a fault tree in the PL-SFTA for a specific PAldasecraft was in the 60%-80% range.
The only exception was the “Failure to Detect aaB&torm” fault tree which only had a
minimum of a 14% reuse potential.

The contributing factor of a lower reuse potentialhe PL-SFTA is its relation to
the commonality and variability requirements. Frample, the “Spacecraft to Asteroid
Collision”, “Spacecraft to Spacecraft Collision” carthe “Spacecraft Solar Storm
Damage” fault trees (see Table 9) all had root satiectly related to the C_SP3, C_SP1
and C_SP6, respectively product-line commonaliteds the PAM MAS-PL (see
Appendix A, page 234). Since each of these req@nésnnecessitates a PAM spacecraft
to prevent the hazards outlined in these faultstrad PAM spacecraft will be equipped
with the functionality to prevent the hazard. Thilg reuse of these fault trees in the PL-
SFTA is great. However, for a hazard that stemsifeoproduct-line variability, such as
the “Failure to Detect Solar Storm” hazard, theseepotential is much less since the
failure of the product-line variability to mitigategainst the hazard is only found in a
subset of the product line’s members. Note thatydwer, this particular fault tree’s reuse
would be significantly higher (i.e., in the 80%-200ange) for those spacecraft that have
the capability to monitor the solar disc for impewd solar storms (i.e., the
SolarStormWarner role’s Warm-Spare or Active varmatpoint, see Appendix C, page

298).
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Further, this case study found that, of failure esthat could be safely pruned
from a PL-SFTA to derive the fault trees for a ngreduct-line member, PLFaultCAT
was able to automatically perform a minimum of 72%the trimming without losing
necessary information according to the PL-SFTA_SERNRalgorithm. Thus, 28% of the
work was left to be done manually by an engineérs Tetric reflects the effort saved in
reuse of the PL-SFTA.

The automation that PLFaultCAT can provide whennprg a PL-SFTA for a
specific member(s), is sensitive to the number@dlBan AND gates in the fault tree. As
a result of the conservative pruning approach efRh_SEARCH algorithm described in
Step 2 of Section 5.3.5.1, PLFaultCAT will not auttically remove the AND gates as a
safety precaution. Thus, PLFaultCAT will providéasger amount of automated pruning
for those fault trees of a PL-SFTA with fewer ANRtgs. Despite this, in the PAM case
study we found that the automation to manual efi@$ at least a 3:1 ratio.

These results compare to those of a previous ¢adg we performed in [24] on
Weiss and Lai’s Floating Weather Station (FWS) piaidine. This case study, unlike the
PAM case study presented in this dissertation, fwasa smaller, traditional software
product line (i.e., not agent-based). In the FWSl\gtit was found that a smaller portion
of the PL-SFTA, 45%, was common to all productshef product line. However, like the
PAM case study, this case study found that PLF&Ilt@as able to automatically prune
70% of the nodes that could safely be pruned.

The difference in the amount of common failure reode a PL-SFTA to all
product-line members (i.e., 45% common in the FW@E\s 54% common in the PAM
study) is likely due to the type of application dse this case study. In the FWS study
[24], the results reported in the FWS study reftaet application of PL-SFTA to a single

fault tree for a case study consisting of fewentB8 requirements evenly split between
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commonalities and variabilities. More importantlpwever, is that the product-line
members of the FWS did not share the same safatsecos as in the PAM study.

In the PAM study, every spacecraft had to be corerwith collisions with
asteroids, collisions with other spacecraft and agenfrom the solar radiation present
during a solar storm. These common safety concammshus reflected in the associated
product-line commonality requirements. Thus, the-SHTA for the “Spacecraft to
asteroid collision”, “Spacecraft to spacecraft istdn” and “A spacecraft received solar
radiation damage” fault trees had similar causas¢buld, for the most part, originate to
the commonalities of the PAM MAS-PL. As a resultlaege portion of the PL-SFTA
could be reused regardless of the specific cordimum of the spacecraft.

The agent characteristics of the PAM case studywal as the types of
variabilities that were present in the case studg A large impact on this result. The
spacecraft of the PAM case study had the inhereus ¢o be responsible for protecting
and healing itself from the possible dangers otepaxploration. For this reason, each
spacecraft is to be equipped with the behaviorrtdegt itself from the types of hazards
modeled in the PL-SFTA. Further, the variabilitefsthe PAM MAS-PL concerned the
differing types of scientific exploration possibtethe spacecraft and had only a minor
impact on the leaf nodes of the PL-SFTA.

The implication of this result is that a PL-SFTA ynhest suit a MAS-PL
compared to a traditional product line since thendg of a MAS-PL will typically also
include self-protecting and self-healing charasters as commonalities and may have
variabilities that are less likely to be safetytical. However, for those traditional
product lines that have few variabilities that witipact the safety of a system, a PL-
SFTA can be applied and achieve the results fonrndd PAM study. Yet, even for those
traditional product lines that may have a large bernof variabilities that will impact the

safety of a system, such as the FWS case studyetisable part of the PL-SFTA is
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modest and likely advantageous compared to thenatiee of individually constructing
the safety analysis for each different member.

A concern for performing safety analysis on safgitical product lines is
whether the technique is scalable as the produs krows more complex by
incorporating more variabilities and product-lineembers. From the experience of
applying the PL-SFTA to the PAM case study in thissertation, it appears that our
method and tool will scale adequately as the prbdoe grows more complex. This is
because most of the added complexity in a largelymtoline lies in the domain
engineering phase when the PL-SFTA is construckedChapter 4 we provided a
structured process to construct the SFMECA for aSvAL from the Variation Point
Schemas using the Gaia-PL methodology. Since, trestauction of the PL-SFTA
described in Section 5.3.2 relies heavily on thee afia SFMECA, the scalability is at
least as robust as that of the SFMECA. Additionatlghould be clear that the reuse of
the product-line fault tree approach is far mofecieint especially for large product lines
than to serially construct SFTAs for each of theim® product-line members of a
product line.

The communicability of a PL-SFTA created in PLF&AT with other
applications is high since PLFaultCAT provides arusith three different views of any
given fault tree: a standard graphical fault tresw an XML file view and a text-based
view. This variety of PL-SFTA views should allow PaultCAT's integration into other
safety analysis techniques and tools. The XML outide utilized in PLFaultCAT
supports straightforward linking with existing staénalysis tools. For example, the use
of a PL-SFTA created in PLFaultCAT with other apptions (such as Relex or Galileo)
would at most only require a translation programexdiate the format of the XML file.

Finally, it should be noted that the reliance omdm expertise and knowledge of

the proposed system to construct the PL-SFTA onfrantees that the PL-SFTA is only
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as good as the engineer creating it. Thus, althaihgh chapter provides a set of
structured steps to guide the construction of aSPTA using a SFMECA, the
responsibility of the accuracy and completenestheffault trees of a PL-SFTA lies on
the software engineers rather than the PL-SFTA. é¥@n Section 5.4 describes how the
SFMECA and PL-SFTA can be used in a Bi-DirectioBafety Analysis (BDSA) to aid

in the completeness checking of the PL-SFTA.

5.3.9 Using the Product-Line Software Fault Tree A nalysis to Aid
Other Safety Analysis Techniques

In addition to the safety analysis opportunitieattkthe product-line Software
Fault Tree Analysis (PL-SFTA) offers in PLFaultCAdiscussed in Section 5.3.4, PL-
SFTA and PLFaultCAT can be used to support andegoiter safety analysis techniques
for safety-critical product lines. In particularLFTA and PLFaultCAT have been
shown to be useful in providing guidance for théeaanalysis for software product
lines using a state-based modeling approach [46], [47], [48]. This approach provides
software engineers with a structured way to buiddesbased models for a safety-critical
product line, systematically explores the relatiops between the software’s behavioral
variations and potential hazardous states and sigpih@ automated verification of safety
properties across a product line.

To support the state-based modeling approach, 8FA1A was used to derive the
required scenarios (i.e., those scenarios thatremfa safety property) and forbidden
scenarios (i.e., those scenarios that emulate adhaio exercise against a state model. In
addition, PLFaultCAT aids in identifying the safaiytical feature interactions by
searching for those product-line requirements trejuently contribute to the possible
causes of the fault tree’s failure nodes. PLFauliGzan automatically identify those

product-line requirements and combination of pradine variabilities (i.e., features)
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that contribute to the most potential failures eBreéd in the PL-SFTA, as was described
in Section 5.3.4.

This analysis provides a prioritized list of thgseduct-line requirements and
feature interactions that warrant further scrutirsgng an executable state-based model.
That is, those product-line requirements and feaiateractions that are deemed to
contribute to the most fault tree failure nodesraee likely to have unsafe interactions
with existing product-line requirements and shdwge their behaviors modeled in order
to determine the safe/unsafe behaviors using anignanalysis.

The use of a state-based modeling approach fotysafalysis is advantageous
because it can both build on and extend the PL-SEJmike a PL-SFTA, an executable
state-based model can analyze and model the tiorohgying of failure events to
determine their possible safety implications. Idiadn, we found that because the SFTA
IS a static asset, it lacks the ability to animate explicitly show how a safety property
may be violated [45], [48]. The use of an execwgathte-based model, however, allows
the simulation of the behaviors described by tlygirements in the fault tree to illustrate
the violation of a safety property.

Moreover, the executable state-based model, unhikePL-SFTA, can explore
multiple solutions to come up with a reliable adeto-implement mitigation strategy.
This then drives the updating of the product line'guirements to include the new safety
requirements. Such feedback is impossible to enssing the PL-SFTA alone. Thus, the
inclusion of a state-based modeling safety anabgmsoach may improve the safety case
that a safety-critical product line must make whegquiring certification from an outside
governing body.

The use of the PL-SFTA technique and its tool, RIUEAT, in concert with the
state-based provides software engineers with afsebls to best assess the safety of a

software system and make it more practical forvgai® engineers to check the behavior
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of product variations for potential safety conseges as well as enhancing the models
reusability as a safety asset for new productse Nloat this line of research is not the
primary work of this author and thus is not the u®cof this dissertation. A full
description of the safety analysis for softwaredoici lines using a state-based modeling
approach is provided in [45], [46], [47], [48].

Although we have only demonstrated the state-basedeling safety analysis
techniques on a traditional product line (i.e., aotagent-based system), their application
towards a multi-agent system product line (MAS-Bhpuld be straightforward and
would further provide safety analysis techniquest itan both analyze a MAS-PL and
provide reusable safety analysis assets for fugyséems. Section 6.2 further details this

approach as Future Work.

5.3.10 Summary

This section detailed and illustrated our extensibtine traditional Software Fault
Tree Analysis (SFTA) technique to an entire produngt with the support of a software
tool, PLFaultCAT on a safety-critical multi-agentsteem product line (MAS-PL). This
extension supports the construction of a produa-BFTA (PL-SFTA) in PLFaultCAT
from common hazard analysis assets during the doeragineering phase of software
product-line engineering. We showed how new safetjuirements can be discovered
and mitigations to possible hazards can be intredubrough the introduction of new
product-line requirements or constraints. Thistisacalso presented the pruning
technique developed and implemented in PLFaultC&fnd the application engineering
phase to derive the SFTA for single product membgtke product line.

The Software Failure Modes, Effects and Criticaliyalysis (SFMECA),
described in Section 5.2, and the Product-Linevigoft Fault Tree Analysis (PL-SFTA),

described in this section, can be viewed as comgany since the output of the
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SFMECA (i.e., the potential system-wide hazardsusthmatch-up with the inputs of the
PL-SFTA. Similarly, the output of the PL-SFTA (i.¢he low-level, local errors that
cause a system-wide hazard) should match-up wehirtputs of the SFMECA. The
comparison of a SFMECA, a forward analysis techajoand a PL-SFTA, a backward
analysis technique, is used in a Bi-DirectionaleBafAnalysis to help ensure consistency
and completeness. The next section describes th8ABfor a MAS-PL using the

SFMECA developed in Section 5.2 and the PL-SFTAetigped in Section 5.3.

5.4 Bi-Directional Safety Analysis for Multi-Agent System
Product Lines

The development of a forward and backward safeiglyais technique for a
safety-critical, multi-agent system product line ABFPL) was partly motivated by the
opportunity to perform a Bi-Directional Safety Apsis (BDSA) on the design of a
MAS-PL to better provide assurance of its safetye Tesults of a forward search, such as
the Software Failure Modes Effects and Criticaltgalysis (SFMECA) described in
Section 5.2, and a backward search, such as aqirloel Software Fault Tree Analysis
(PL-SFTA), will not necessarily be the same, oftenes both types are utilized in the
safety analysis of a safety-critical system [44].

The SFMECA and PL-SFTA techniques developed inwusgk can be viewed as
complementary since the output of the SFMECA (ihee, potential system-wide hazards)
should match-up with the inputs (i.e., high-levelraot nodes) of the PL-SFTA. Indeed,
in Section 5.3.3.1 it was mentioned that one soaf¢be hazards to model as a root node
of a PL-SFTA can be the SFMECA tables. Similarhe butput of the PL-SFTA (i.e., the
low-level, leaf node failures of a fault tree) slibmatch-up with the inputs (i.e., local
effects column) of the SFMECA. For example, we warify the completeness of the

SFTA by ensuring that every unigue hazard listethen\SFMECA table with a particular
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level of criticality or higher (e.g., major critilty) is a root node within one of the fault
trees of the SFTA. Thus, BDSA helps to ensure thatsafety analyses used for the
forward and backward search techniques are consifbe a safety-critical software
product line.

This section details a structured process to perfar BDSA tailored to the
requirements specification of a safety-critical MR& generated from the Gaia-PL
methodology (see Chapter 4) using the SFMECA (sidh 5.2) and PL-SFTA (see

Section 5.3).

5.4.1 Assessing Gaia-PL’'s Requirements Specificati  ons using Bi-
Directional Safety Analysis
To assess and derive safety requirements of the Bdhemas and the Variation
Schemas from Gaia-PL using the SFMECA, the follgnsteps suffice:
1. For each Role Schema and Variation Point Schema:
a. For each data/event listed in tBbata/Eventcolumn of the SFMECA
for the role represented in the Role Schema / Yand&oint Schema:

i. Decide at which level of criticality (i.e., criticamajor, etc.) the
role must provide mitigating requirements to ensatety. This
may correspond to what level of system certifiaati® required
of the system.

ii.  For each listed data/event failure mode listecheRailure Mode
column of the SFMECA with a criticality of at lease minimum
criticality level needed for analysis (from Step i)

a. Consult the local effect of the failure mode in thecal
Effect(s)column of the SFMECA. Assure that the software

mitigates the local effect. For data, the mitiggti
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requirement could be some sanity check (i.e., dhgckome
other piece of data or monitoring that the datee&sonable
given the software’s current state). For events t
mitigation requirement could be some guard to enshat
the event is occurring under the right conditions at the
appropriate time given the software’s current coodi

b. Check to make sure that the MAS-PL software widvant
the hazard described in tif®ssible Hazardcolumn of the
SFMECA from occurring in the PL-SFTA. That is, cke
that the hazard is mitigated both the SFMECA and PL-
SFTA.

c. If the mitigation does not suffice to prevent tloedl effect,
the software may not be compliant with system gafet

requirements.

For example, applying this process to the Prospgdisteroid Mission (PAM)
case study used in this dissertation identifiedesvnew mitigation requirements to
prevent the hazard of a “spacecraft to asteroitlsam” that were then added to the
Variation Point Schema. For the “halt/abnormaimieation” failure mode for the
SFMECA given in Table 5, the mitigation requiremenvas that the
MoveToAvoidCollisiomactivity be atomic (either it executes completetynot at all).
Alternatively, a new NotifyFinishMoveNewPos protbcould be introduced to have the
spacecraft notify nearby spacecraft (or kbeder spacecraft in charge of the subswarm)
of the completion (or non-completion) of th&loveToAvoidCollision activity.
Additionally, a mitigation requirement for the “ting/order” failure mode could be to

assign a timestamp deadline by which eddbveToAvoidCollisionactivity must
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complete before. Without the BDSA and SFMECA prsceetailed above, safety

requirements such as these could be overlooked.

5.4.2 Bi-Directional Safety Analysis’s Role in Str  engthening the
Safety Case of a Multi-Agent System Product Line

For the multi-agent system product line (MAS-PL)plamations of the future,
safety certification may be desired or requiredobefthe system can be deployed.
Certification is a process whereby a certificateuthority determines if an applicant
provides sufficient evidence concerning the mednsr@duction of a candidate product
and the characteristics of the candidate produthabthe requirements of the certifying
authority are fulfilled [31], [40], [69], [72]. Cé&fication may apply to the development
process, the developer or the actual product [Sbice it is insufficient to certify the
process or developer for the software of safettyeati systems, building a safety case that
provides “an argument accompanied by evidenceathatafety concerns and risks have
been correctly identified and mitigated” [26] aidghe certification of the product.

The safety analysis techniques and tools desciibbelis chapter integrate the
reuse potential of safety analysis assets intodgwgn and development of a safety-
critical MAS-PL so that they can be used to bettetke a safety case when system
certification is required as well as allowing thafety engineer to verify the safety
requirements of the system and can discover missafgty requirements. These safety
analyses provide some assurance that core as$ietsdde the domain engineering phase
are being safely reused during the applicationrezaging phase.

In addition to strengthening the safety case of ASMPL using the process
described in Section 5.4.1, the BDSA can contribtoteéhe certification of a safety-
critical MAS-PL. Specifically, the use of BDSA cassist in certification of MAS-

PL in two ways:

www.manaraa.com



202

* Demonstration of complianceThe use of BDSA provides assurances that
certain classes of failure modes that might ocauthe individual agents
will not produce unacceptable effects in the contposystem (e.g., the
constellation, or fleet). The artifacts produced this investigation
(SFMECA tables, PL-SFTAs, and the Role Schemas\&rdtion Point
Schemas responsibility statements) help demonstatepliance of the
failure-monitoring and failure-mitigation softwatasked with the system
safety requirements.

* Enabling reuse of certification argument3he use of product BDSA can
reduce the burden of certification for systems cosegd of identical or
near-identical units (e.g., the Prospecting Astemdlission (PAM) case
study used in this dissertation). In systems wileaxeh agent is a member
of a product line, the similarities can be levedhfim efficient reuse of the
safety analysis artifacts. At the same time, the of Role Schemas and
Variation Point Schemas captures any variationsngntbe roles that the
agents may assume. The Role Schemas and VarkRoioim Schemas thus
help ensure that the reuse of the artifacts indiification arguments

accurately reflects any differences among the agent

Thus, the use of BDSA can greatly improve the ¢iffeacess of the safety analysis

artifacts of a safety-critical MAS-PL.

5.5 Summary

This chapter detailed our safety analysis techrscared tools for the analysis of
safety-critical multi-agent system product linesAStPL). We detailed three safety

analysis techniques: product-line Software FaukeTAnalysis (PL-SFTA), Software
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Failure Modes, Effects and Criticality Analysis (8ECA) and Bi-Directional Safety-
Analysis (BDSA).

PL-SFTA and its tool, PLFaultCAT, provide the cajiibto construct a software
fault tree for a product line and then reuse theSFT A to automatically derive the fault
trees for individual product-line members. We dethhow to build a product-line fault
tree by associating the leaf nodes of a fault toethe related product-line requirements.
For a PL-SFTA, we showed how PLFaultCAT can autically analyze the set of PL-
SFTAs for single-point failures and automaticaltiemtify safety-critical requirements
and requirement interactions using PLFaultCAT.

The SFMECA safety analysis technique was incorpdranto our Gaia-PL
methodology to produce a safety analysis technispecifically for a safety-critical
MAS-PL. We provided a structured process to analyee Variation Point Schemas
produced in the Gaia-PL methodology to discoverwiags in which the agents of the
MAS-PL can fail and the effects of the failures thie entire system. The information
generated here can aid in discovering missing \saéefuirements, designing mitigation
requirements to prevent failures and verify exgsafety requirements.

Finally, we detailed how the SFMECA derived frone tBaia-PL assets and the
PL-SFTA can be used together to perform a BDSAen dafety analysis assets of a
MAS-PL improves the SFMECA and PL-SFTA by identifgiincompleteness in both
safety analyses. This aids in strengthening thetwadnalyses of the MAS-PL and
provides further opportunities to discover missisgfety requirements. Further, the
BDSA process described additionally contributessystem certification by verifying
software design compliance with reliability, roeds and safety standards by
strengthening the safety case when the demonstratiothe compliance of failure-
monitoring and failure mitigation software taskedhwthe safety requirements to safety

standards in the MAS-PL is necessary.

www.manaraa.com



204

This chapter’s objective was to be able to prosdéety analysis artifacts for a
new system in MAS-PL in a timely, cost-effectivedasafe manner. The safety analysis
techniques and tools presented in this chapterldiprovide software engineers with a
set of instruments to help build safety-critical BAL in such a way that the safety

analyses assets can be reused for future systems.
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CHAPTER 6. CONCLUSION

Chapter 1 presented the following thesis statenfentihe work presented in this
dissertationan AOSE methodology can be devised to enhancetise in the design and
development of a safety-critical MAS by incorpargtsoftware product-line engineering
principles to develop reusable software engineedsgets in a way that allows software
engineers to take advantage of the reusable assaigeate MASand thatproduct-line
safety analysis techniques and tools can be deedland adopted to support the
development of a safety-critical MAS by discoveramplyzing and verifying the MAS’s
requirements in a way that produces reusable sadsbets that can be used for future
systems of the MAS

This chapter concludes this dissertation with acudision of how this work
supports the two claims of the thesis and a summifatlye contributions. Future avenues
of research stemming from this dissertation aresgreed and, finally, concluding
remarks are provided reflecting on the motivatioontributions and application of this

research.

6.1 Support for the Thesis

Chapter 2 first presented the background informaaiod related research that lay
the foundation for the AOSE methodology, Gaia-PlaigG— Product Line), presented
here. Software product-line engineering is an distadxd approach to reusing software
development assets as a mechanism to reduce te®gment cost of software systems
developed within a software product line. AOSE msemerging software engineering
field to design and develop highly distributed,elihgent software systems. Gaia-PL
introduces and incorporates ideas from softwaréymtline engineering into AOSE so
that agent-based systems can take advantage oéuke inherent in software product-

line engineering to achieve a reduction in develephtost. This chapter also discussed
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the related approaches in these areas to idehgfdifferences of previous work from the
Gaia-PL approach described in Chapter 3.

Chapter 2 also discussed software safety analgsisniqgues and tools in the
context of software product lines. Software safetyalysis techniques, including
Software Fault Tree Analysis (SFTA), Software FalModes, Effects and Criticality
Analysis (SFMECA) and Bi-Directional Safety Analysi(BDSA), provide the
groundwork for the product-line SFTA (PL-SFTA) teaue, and its associated tool,
PLFaultCAT, developed in this work. In additiong#ie safety analysis techniques were
specifically adapted and included into our GaiaAQSE methodology to aid in the
safety analysis of MAS product lines (MAS-PL) imvay that is partially reusable.

Next, Chapter 4 detailed the design and developrotm@t MAS-PL using our
Gaia-PL AOSE methodology on the PAM case study. Gwa-PL methodology
produces reusable software engineering assetsasduiiding systems of the MAS-PL
can be done efficiently, in terms of developmerdt@nd time. First, we described how
we adopted software product-line engineering cotscepto AOSE by identifying,
defining and usingariation pointsto build MAS. We then illustrated the adaptatidn o
software product-line engineering’s Domain Enginggiphase into Gaia’s Requirement
Documentation and Analysis and Design phases. ésettphases, we illustrated the
documentation of MAS-PL requirements in a Commayalnd Variability Analysis and
a Parameters of Variation table.

We detailed the documentation of requirement spatibns in the Role and Role
Variation Point Schemas. These schemas partititmedommonality requirements and
variability requirements into separate schemaspecific roles using a Feature Model as
a guide. We described the adaptation of softwanelymt-line engineering’s Application

Engineering phase into Gaia’'s Detailed Design phhsé¢his phase, we illustrated the
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reuse of the Role and Role Variation Point Schetmdwslild specific types of agents for a
MAS-PL.

We then discussed and illustrated the reuse ofréqairements specifications
during initial system development of a MAS-PL adlvas during system evolution. To
highlight the advantages of Gaia-PL, we differaetiaour methodology from previous
work by illustrating Gaia-PL'’s ability to captureuse and avoid the redundant work and
increased development cost (in the additional tieggiired) necessitated to accommodate
the development of the agents as done in previauk.Winally, Chapter 4 concluded by
providing an evaluation of our Gaia-PL methodologythe PAM case study to illustrate
the reusability, development cost savings and ateantages of our approach.

Chapter 5 discussed our safety analysis technigondstools for the analysis of
safety-critical software product lines and MAS-HHirst, we discussed our adaptation of
Software Failure Modes, Effects and Criticality Arsas (SFMECA) in our Gaia-PL
AOSE methodology to produce a safety analysis igcenspecifically for safety-critical
MAS-PL. We provided a structured process to analyee Variation Point Schemas
produced in the Gaia-PL methodology to discoverwviags in which the agents of the
MAS-PL can fail and the effects of the failures thie entire system. The information
generated here can aid in discovering missing \saéefuirements, designing mitigation
requirements to prevent failures and verify exggsafety requirements.

Next, our product-line Software Fault Tree Analysishnique (PL-SFTA) and its
tool, PLFaultCAT were discussed. After detailingHRUItCAT’s software architecture,
the construction of a PL-SFTA was discussed dusofgvare product-line engineering’s
Domain Engineering phase using PLFaultCAT. We ithted how to build a product-
line fault tree, link the leaf nodes to a producel requirement documented in

DECIMAL, automatically analyze the set of PL-SFTA® single-point failures and
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automatically identify safety-critical requiremenasd requirement interactions using
PLFaultCAT.

For software product-line engineering’'s Applicatidingineering phase, we
detailed the partially-automated pruning of the afeproduct-line fault trees to produce
the set of fault trees for a member of a produet.liPLFaultCAT takes the product-line
requirements of a product documented in DECIMAlattomatically prune the branches
of a PL-SFTA that can be safely removed for thac# product. That is, the branches
of the PL-SFTA that are not relevant to a prodwedause they involve requirements (i.e.,
variabilities) or values of variabilities that aret present or could not possibly present in
the product are pruned from the fault tree. Thesse in the safety analysis is achieved
by reusing the PL-SFTA developed in the Domain Begiing phase for the derivation
of SFTAs for the product-line members created dyrine Application Engineering
phase.

PLFaultCAT takes a conservative approach to thaipguby only pruning those
nodes of a PL-SFTA that can be safely removed. Bexaf this, additional manual
pruning of PL-SFTA nodes may be needed to be peddrby a safety engineer to derive
the product-line member's SFTA. Despite this, owsec study has shown that
PLFaultCAT can automatically prune about 70% of BieSFTA nodes that can be
safely removed for any given member of a produngt. li

It was also shown how our PL-SFTA approach canmaccodate evolution of the
software product line. We illustrated the procesti@andle the addition of product-line
requirements in the PL-SFTA.

An evaluation of our PL-SFTA technique and the RU&3AT tool was also
provided using the PAM case study to illustrateFHFA’s value as a reusable asset and
PLFaultCAT’s ability to automatically derive the B4s for a product-line member. This

evaluation shows how a PL-SFTA can capture the comparts of a SFTA and reuse
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them for the members of a product line avoiding ¢tlost that would be incurred if
producing the same products serially (i.e., usimg traditional SFTA approach rather
than our PL-SFTA approach). The application of FHFA to the case study used
throughout this dissertation illustrated that aerage of 54% of the PL-SFTA can be
reused for the product-line members. Further, wanvsld PLFaultCAT’s capability to
increase the safety of a product line by identdyimrew and missing safety requirements
by utilizing PLFaultCAT’s novel features to analytbe PL-SFTA.

Next, we detailed how the SFMECA derived from thaig=PL assets and PL-
SFTA can be used together to perform a Bi-Direcidbafety Analysis. Performing a
BDSA on the safety analysis assets of a MAS-PL awes the SFMECA and PL-SFTA
by identifying incompleteness in both safety anedysThis improves the safety analyses
of the MAS-PL and provides further opportunities thscover missing safety
requirements.

The BDSA process described additionally contributesystem certification by
verifying software design compliance with reliatyiJirobustness and safety standards.
The application of BDSA to a MAS-PL can assist e tcertification by providing
assurances that classes of failure modes that @mddr in individual agents will not
produce unacceptable effects in the entire MASs &iids in strengthening the safety case
when the demonstration of the compliance of fatlm@nitoring and failure mitigation
software tasked with the safety requirements tetgastandards in the MAS-PL is
necessary. Further, the BSDA process describechapter 5 was shown to enable the
reuse of safety certification arguments while emguthat the reuse of the safety analysis
artifacts in the certification argument accurategflect the differences amongst the

agents of the MAS-PL.
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6.2 Summary of Contributions

This dissertation makes contributions in three kegas. First, the Gaia-PL
methodology provides Agent-Oriented Software Engiimgy (AOSE) with a design and
development methodology for agent-based systenicémareduce the development cost
by taking advantage of the reuse principles ofvgaf product-line engineering. Second,
the product-line Software Fault Tree Analysis (FEF8) technique and its tool
PLFaultCAT provide software engineers developirgptety-critical product line with a
tool-supported technique to create a PL-SFTA aridraatically derive the product-line
members’ SFTA. Third, the integration of Softwarailére Modes, Effects and
Criticality Analysis (SFMECA) and Bi-Directional &#y Analysis (BDSA) into Gaia-
PL, along with the demonstration of PL-SFTA for MR&, aids in system certification
and the discovery, analysis and verification of A34PL’s safety requirements.

The Gaia-PL methodology was initially described tia¢ 2005 International
Conference on Software Engineering’s Workshop ditw&@ce Engineering for Large-
Scale, Multi-Agent Systenis9]. It was expanded in a 2006 editionL&fcture Notes in
Computer Scienc§l] as well as in a chapter in a forthcoming bamkitled Agent-
Oriented Software Engineerif§2].

This dissertation has further expanded the GaiasRdthodology from the
previously published work by including a Featureddbto aid in the identification of
variation points of a role, expanded its appligapilo MAS-PL by introducing a more
hierarchical approach and by fully evaluating thmpraach for its ability to decrease
development cost through reuse. The specific dautions of Gaia-PL include:

 The inclusion of software product-line engineeripginciples into the

development of MAS to build MAS-PL
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* An AOSE methodology that supports the design anveéldpment of MAS-PL
using aspects of Gaia, an established AOSE metbggoland FAST, an
established software product-line engineering nulogy

* The illustration of how Gaia-PL is amenable to tevelopment of reusable
software engineering assets during the design andlapment of MAS-PL
and how the reusable assets can be used to desyaltgms of the MAS-PL

* An evaluation of Gaia-PL methodology’s ability teduce the development

cost of MAS via a case study and comparison tdahie methodology

Our PL-SFTA safety analysis technique and the PLEAT tool were initially
described at th@004 High Assurance Systems Engineering Confergiile A short
paper appeared at tB805 International Symposium on Software ReligbHihgineering
[18] and additional papers at th2005 International Conference on Software
Engineering’s Workshop on Software Engineeringlfarge-Scale, Multi-Agent Systems
[19], at the2006 Workshop on Innovative Techniques for Ceatiomn of Embedded
Systemg22], in a 2006 article in thAutomated Software Engineering Jourfizd] and
in a research demonstration at t2007 International Conference on Software
Engineering23].

This dissertation has further extended this workh® application of a safety-
critical MAS-PL and extensively evaluated the taghe and tool using the PAM case
study.

The specific contributions of PL-SFTA software $gfenalysis technique and the
PLFaultCAT tool include:

* Develops fault trees for a software product lin@ iway that the resulting PL-

SFTA is reusable for the products in a product line
» Aids in discovering additional system safety regoients for a product line

* Helps in identifying additional product-line depemdies
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» Allows for an analyses to assess failure pointssaidty-critical requirements
of a software product line

 Complements SFMECA, BDSA and other safety analysshniques to
strengthen a safety case when system certificegioaquired

* Automatically derives all of the product line memB8&TAs from PL-SFTAs

» Links product-line requirements to PL-SFTA nodesitbin traceability

» Searches the set of PL-SFTASs to identify singleapfailures

» |dentifies safety-critical requirements of the emfproduct line by analyzing
the set of PL-SFTAS

* Provides a minimum-cut set analysis of a PL-SFTAlemtify hazard paths

In addition, this technique and tool have been usexbllaboration with Jing Liu
and Robyn Lutz as guidance for another product-Bagty analysis technique that
appeared at th2005 International Symposium on Software Religblihgineering47],
at the2007 Workshop on Model-Based Developnfi#8} and in a forthcoming article in
theJournal of Systems and Softw4é].

The inclusion of safety analysis techniques (P&-SFTA, SFMECA and BDSA)
into the Gaia-PL methodology to perform safety gsial on MAS-PL was initially
reported at th005 International Conference on Software Engimegs Workshop on
Software Engineering for Large-Scale, Multi-Agegst®mg19], in a short paper at the
2005 International Symposium on Software Reliabikingineering[18], at the2006
Workshop on Innovative Techniques for CertificattdriEmbedded Systef2] and in a
chapter in a forthcoming book tentatively entitkkgent-Oriented Software Engineering
[62].

This dissertation has further extended this workh® application of a safety-

critical MAS-PL and extensively evaluated thesdntegues using the PAM case study.
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The specific contributions of the inclusion of ggfanalysis techniques into the
Gaia-PL methodology for designing and developirfgtgecritical MAS-PL include:

» Extending BDSA to MAS-PL and showing how the analyatifacts contribute
to the software’s safety case for certificationgmses

» Supplying a structured process to perform SFMECtheGaia-PL methodology

* Providing assurances that certain classes of &ilmodes that might occur in
individual agents will not produce unacceptable&l in the composite system,
demonstrating the compliance of failure-monitorimgnd failure mitigation
software tasked with the system safety requirentergafety standards

* Enabling reuse of certification arguments while ugimgy that the reuse of the
safety analysis artifacts in the certification argunts accurately reflect the

differences amongst the agents of the system

6.3 Future Work

There are several avenues for future research evelapment based on the work
and results of this dissertation, some of which oime expanding the less
detailed/unexplored portions of our AOSE methodypltwat integrates software product-
line engineering concepts, Gaia-PL. These avenfiegsearch include (but are not
limited to) the following:

* Expansion and application of Gaia-PL into the otharts of Gaia to cover a
broader selection of the models and phases indkielabment of multi-agent
system product lines (MAS-PL)

» Comparison and evaluation of our contributionsitbia the certification of
agent-based software systems of our approach evsdthork

* Inclusion of additional product-line safety ana$ygechniques into the design

and development of MAS-PL

www.manaraa.com



214

* Integration of reliability engineering techniquesto our safety analysis

techniques to provide reliability assurances to MAS

» Adaptation of our safety analysis techniques toyamag and verifying the

security properties of a MAS-PL

* Investigation of the Gaia-PL methodology to theigiesand development of

sensor nodes in a sensor network

The Gaia-PL AOSE methodology described in thisedtsgion primarily focused
on the documentation and reuse of requirement figE@ns for a MAS-PL. This work
made the initial strides into integrating softwgm@duct-line engineering concepts into
the design and development of agent-based softsystems. To achieve this, we solely
concentrated on portions of the Gaia methodology the inclusion of reuse principles
into some of its models. Thus, our Gaia-PL methoglpichiefly focuses on capturing the
commonalities of agents in a MAS-PL rather thanvjghog a full suite of models and
abstraction mechanisms for all phases in the deaigh development of a MAS-PL.
Although the Gaia-PL methodology can seamlesslyntegrated as a part of the Gaia
methodology (i.e., using Gaia-PL's Role and Roleriataon Point Schemas for the
requirements and the remaining Gaia models to demsigl develop other parts of the
MAS-PL), further work can be done to adopt otherdels of Gaia into Gaia-PL by
further including the product line ideas discussethis dissertation.

Alternatively, the Gaia-PL methodology may bettenéfit from working with
other MAS-PL AOSE methodologies that have followed work in [19], [21]. The
MaCMAS AOSE methodology for designing and develgpMAS-PL uses UML to
model a MAS-PL and focuses on handling the compleoi MAS-PL and building its
core architecture [62], [64], [65]. Thus, the u$&aia-PL for the requirements and early
design phases along with the use of MaCMAS to dettie MAS-PL’s core architecture

may be a natural and advantageous approach.
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The initial results from an application of our gsf@nalysis techniques (i.e.,
product-line Software Fault Tree Analysis (PL-SFTApftware Failure Modes, Effects
and Criticality Analysis (SFMCEA) and Bi-Direction8afety Analysis (BDSA), to the
PAM MAS-PL case study, described in Chapter 5, satggthat these technologies can
reduce the effort involved in certifying the safefynew systems within a MAS-PL. Yet,
further investigation into the ways in which softe&ertification can be reduced through
the use of reusable safety analysis assets maybramnmted. An empirical study into this
as well as a comparison to similar approachedya§ texist, would benefit the AOSE

community.

Other product line safety analysis techniques [#b]], [48] developed by this
author in collaboration with Jing Liu and Robyn tdtave been shown to be effective in
constructing the behavioral model of a product 'd§neafety-critical variability
requirements in order to support the automatedioation of safety properties across a
product line. Although we have only demonstratedséh techniques on a cardiac
pacemaker product line (i.e., not an agent-basetemsy, their application towards a
MAS-PL should be straightforward and would furthovide AOSE with the safety
analysis techniques that can both analyze a MASRLprovide reusable safety analysis
assets for future systems.

Safety analysis and reliability engineering are hbdlacets of software
dependability engineering. Other approaches, ssctalileo [30], [60], [78], directly
integrate reliability data (e.g., failure probatyilrates) into safety analysis techniques.
The certification of some systems (e.g., aircrpicemakers, etc.) frequently requires
calculated failure rates (i.e., Y(probability of failure for aircraft). The inclusioof
reliability engineering techniques and models itite safety analysis techniques and
tools described in this dissertation would furtsengthen the safety case needed for the

certification of a MAS-PL. However, the challenge this would be to enhance the
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autonomous (e.g., unpredictable) nature of an agdtht the predictability needed by
many reliability engineering techniques.

In some cases, the safety requirements and prepedf interest to this
dissertation have similarities to the type of sggyroperties that would be of interest to
the designers and developers of a MAS-PL. The eaptm into how the safety analysis
techniques developed in this dissertation, as albther techniques, can contribute to
the validation of MAS-PL’s security properties a®lwas derive reusable assets for
verifying future product line members’ security peoties is a natural extension of this
work.

Like agent-based systems, sensor networks typicaltgist of similar nodes that
could benefit from reuse and safety analysis mashanin their design and development
phases. The investigation and application of tleasddeveloped in this dissertation for
the design and development of agent-based systeays apply to the design and
development of sensor networks. This avenue ofareeemay be of great interest to the
sensor network community as it would further brihg possibility of reuse, in both
hardware and software, into the design and devedoprof the nodes of a sensor node

product line in order to reduce their developmerst.c

6.3 Summary

This dissertation offered our AOSE methodology,a=RL (Gaia — Product Line)
for the design and development of agent-basediildistd software systems. Gaia-PL
captures requirements specifications by using dymiline perspective to promote reuse
in agent-based, software systems early in the dpusnt lifecycle. This allows software
engineers to be able to reuse some software emgigesssets during the initial system

development as well as during system evolution.
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For safety-critical agent-based systems, this d&$en developed and
incorporated reuse-oriented safety analysis metliodgshe Gaia-PL methodology to
allow the discovery of new safety requirements #mel verification that the design
satisfies the safety requirements. Specificallpdbct-Line Software Fault Tree Analysis
(PL-SFTA) and its automated tool, PLFaultCAHrd¢ductL ine Fault TreeCreation and
AnalysisTool) have been created to provide the technique@widsupport for the safety
analysis of safety-critical software product lireesd allow for the identification of new
safety requirements and the analysis of safeticalitrequirements and requirement
interactions. An AOSE-adapted Software Failure Modgfects and Criticality Analysis
(SFMECA) technique was created to support the deam of a safety analysis asset
using the specifications of Gaia-PL allowing foe tidentification of possible hazard
scenarios and the failure points of specific agel@s. Using the assets generated via PL-
SFTA and SFMECA, Bi-Directional Safety Analysis (BB) is shown to aid in the
completeness of PL-SFTA and SFMECA, help verifyshtety properties and strengthen
the safety case when compliance to safety standafdhe multi-agent system is
necessary.

The goal of this work was to be able to provideesakerification results for a
new system in the product line in a timely, coseetive and safe manner. It is hoped that
the contributions of the work presented in thissdigation provide software engineers
with an AOSE methodology to build safety-criticalgent-based systems so that the
safety analysis assets as well as the requirenagralysis and design can be reused for

future systems.
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APPENDIX A. COMMONALITY AND VARIABILITY ANALYSIS

This appendix provides the full Commonality and ighillity Analysis (CVA) for
the Prospecting Asteroid Mission (PAM) multi-agsgstem product line (MAS-PL) case
study used throughout this dissertation. The CVAvjes a dictionary of relevant
domain terms followed by the PAM case study’s potdme commonality requirements

and variability requirements.
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DICTIONARY OF TERMS

Agent In the case ofPAM spacecraft, an agent is at the spacecraft-level
comprising of all the roles that the spacecrafttnpesform.

Altimeter  Scientific instrument onboard sorRAM spacecraft with a primary task to
obtain an asteroid’s shape, 3D model, topography geomorphology
[68].

ANTS The AutonomousNano-TechnologySwarm is a NASA concept mission
that entails a grouping afgentsthat work cooperatively autonomously
and is adaptable to achieve mission goals [14], [4], [83].

AU AstronomicalUnit, the approximate distance from the Sun to thgle

Autonomous Systems that operate on their own to the maximutangyossible and
require little to no human intervention or guidapgs].

Cooperation The ability for spacecraft to work together to @@ mission goals [1],
[14], [15], [59].

Environment The surrounding space and conditions as wellhas ather PAM
spacecratft.

Formation Flying The necessity to orbit an asteroid in specifeddtive positions (in
relation to the asteroid as well as other spacgctaf obtain ideal
conditions to perform scientific, communication adécision-making
activities [1], [14], [15], [83], [84].

Gamma-Ray Spectrometer Scientific instrument onboard sorR&M spacecraft with
a primary task to obtain an asteroid’s heavy eléemsakeup andolatile
characterizatior[68].

Geomorphology The study of the landforms present on an astermtuding the

landforms possible origin and evolution.
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Lagrange Point Special regions of space where the gravity oMioen, the Earth and
the Sun balance such that a spacecraft can bedotrgee at the cost of
using a relatively small amount of fuel [68].

Near-Infrared Spectrometer Scientific instrument onboard sorRAM spacecraft with
a primary task to obtain an asteroid’s mineral aamte mapping [68].

Neutral Mass Spectrometer Scientific instrument onboard sorRAM spacecraft with
a primary task to obtain an asteroidtdatile characterizatiorj68].

Neutron Spectrometer Scientific instrument onboard sonRAM spacecraft with a
primary task to obtain an asteroid’s heavy elemmakeup androlatile
characterization[68].

PAM The ProspectingAsteroid Mission. A 2020-2025 proposed NASA sub-
mission lasting 5-10 years based on ANTStechnology with a goal of
exploring the asteroid belt between Mars and Jupite

Photogeology The geologic interpretation of landforms on atersd via imaging.

Radio Science/Magnetometer Scientific instrument onboard sonf®AM spacecraft
with a primary task to obtain an asteroid’s grawatyd magnetic fields,
interior makeup and 3D model [68].

Radio Sounder/Infrared Radiometer Scientific instrument onboard sonfeAM
spacecraft with a primary task to obtain an astésoiRegolith
characterization[68].

Regolith Characterization The characterization of the heterogeneous materia
covering the solid body of an asteroid.

Self-Coordination The ability of aPAM spacecraft, at both the system and individual

level, toautomouslhydecide upon, assign and pursue scientific g@&3s
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Self-Healing The ability of aPAM spacecraft, at both the system and individuall]eve
to autonomouslyrecover from damage due either to solar storms or
collisions with an asteroid or other spacecraff.[77
Self-Optimization The ability of aPAM spacecraft, at both the system and individual
level, toautonomouslymprove its ability to identify and explore astel®
through learning and experience. At the system llewptimization
propagates upwards from tkelf-optimizatiorof individuals [77].
Self-Protection The ability of aPAM spacecraft, at both the system and individual
level, toautonomouslyprotect itself from solar storms or collisions hwvit
an asteroid or other spacecraft [77].
Solar Storm Solar events that cause a large amount of sathation to be expelled
from the Sun into space.
Subswarm A subset oPAM spacecratft.
Swarm The collection of alPAM spacecratft.
Visible Imager Scientific instrument onboard sorR&AM spacecraft with a primary
task to obtain a target asteroids detection, 3Dehadd photogeology [68].

Volatile Characterization The characterization of the volatile elementspséh
elements that vaporize at a relatively low tempegmt present on an
asteroid.

X-ray Spectrometer Scientific instrument onboard soni®AM spacecraft with a

primary task to obtain an asteroid’s major elemantindance mapping

[68].
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COMMONALITIES
General Commonality Requirements
C_G1 The PAM swarm shall have no single point ofufeel [15].
C_G2 The PAM swarm shall be robust to minor faultsl @atastrophic failures

[14].

Self-Coordination Commonality Requirements

C_SC1. Every spacecraft shall work cooperatively (in eerérchical, social
manner) with other spacecraft to achieve missicalgg{64], [65], [66],
[77], [83], [84].

C_SC2. Every spacecraft shall be able to coordinateows science operations
while simultaneously maximizing the resource ugitian [77].

C_SCa3. Every spacecraft shall have the ability to cooatk its own orbits and
trajectories with others to avoid collisions [1B]1], [84].

C_SC4. Every spacecraft shall have the capability ofgrening various kinds of
formation flying [15].

C_SCb5. Every spacecraft shall be able to form subswarnger the control of a

leader spacecraft [77], [83], [84].

Self-Healing Commonality Requirements

C_SH1. Every spacecraft shall be able to recognize thsat memory is
corrupted/damaged (i.e., as a result from expaosuselar radiation) [64],
[65], [66], [84].

C_SH2. Every spacecraft shall be able to request an rumgied memory from
another spacecraft in the event that it recognibes its memory is

corrupted [71], [84].
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C_SH3. Every spacecraft shall be able to send its unpted memory to another
spacecraft upon request [71], [84].

C_SHA4 Every spacecraft shall be able to request tordmaced by another
spacecraft in the event that it recognizes thah#snory has failed beyond
repair [71], [84].

C_SH5. Every spacecraft shall be able to be killed gfialbleaderin the event of a

loss of power [77], [84].

Self-Optimization Commonality Requirements

C_SO1. Every spacecraft shall be able to adjust to timeosnding environment
(i.e., deteriorated/failing science instrumentatiomhen batteries/solar
cells are deteriorating, etc.) [77], [84].

C_SO02. Every spacecraft shall be able to optimize it$kibugh calibrating its
instruments [77], [83], [84].

C_SO0a3. Every spacecraft shall be able to optimize itsvgroconsumption [15],
[65], [66], [84].

C_SO04. Every spacecraft shall be able to monitor andisidis relative positions

to optimize its scientific exploration [77], [84].

Self-Protection Commonality Requirements

C_SP1. Every spacecraft shall be responsible for pramgntollisions with other
spacecraft [64], [65], [66], [71], [77], [84].

C_SP2. Every spacecraft shall be able to communicaté wdarby spacecraft in
order to prevent collisions [64], [65], [66], [71},7], [84].

C_SP3. Every spacecraft shall be responsible for premgntollisions with

asteroids [64], [65], [66], [71], [77], [84].

www.manaraa.com



C_SPa4.

C_SPs.

C_SP6.

C_SP7.

C_SP8.

235

Every spacecraft shall be able to store a 3D ofapearby asteroids in
order to prevent collisions [71], [77], [84].

Every spacecraft shall be able to take acceptadis (i.e., collision with
asteroids or other spacecraft) while attemptinggtitsfy its scientific goals
[71], [77], [84].

Every spacecraft shall be able to deploy itsrsedd to use as a shield for
protection against solar storms [65], [66], [7BR3], [84].

Every spacecraft shall be able to switch ofsitbsystems when needed to
protect against solar radiation [65], [66], [783], [84].

Every spacecraft shall be able to receive messtagem other spacecraft
giving advanced warning of an impending solar st¢&®], [66], [77],

[84].

Miscellaneous Commonality Requirements

C_ML1.

C_M4.
C_M5.

C_Ms.
C_M7.

Every spacecraft shall have the ability to cdntite own guidance
navigation and control functions [14], [15], [83].

Every spacecraft shall have the ability to conitslown attitude [14],
[15].

Every spacecraft shall be able to use their ssliéelds as its means of
flight [14], [15], [65], [66].

Every spacecraft shall be able to know its curpasition [15], [65], [66].
Every spacecraft shall be able to know its cunsetocity increment [15],
[66].

Every spacecraft shall be able to adjust itstprgorbit [15], [65], [66].
Every spacecraft shall be able to change itscitglancrement [15], [65],

[66].
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C_M8. Every spacecraft shall be able to calculate inest needed to power its
solar sails needed to maneuver [15], [65], [66].

C_M9. Every spacecraft shall be able to verify/chec&heather’s results via a
voting process (e.g., Byzantine voting schemes sisch 4-way or more

may be needed) [15].

VARIABILITIES
General Variability Requirements
V_G1. Every spacecraft shall be initially defined by ook the roles it's to
assume in the PAM swarm [14], [65], [66], [77], [BB4].

Self-Coordination Variability Requirements
* Self-coordination variability requirements aretéd under the Leader, Messenger

and/or Worker Variability Requirements, respectyvel

Self-Healing Variability Requirements

V_SH1. A messengespacecraft’s ability to be upgraded to that ¢éaders role
may vary [77].

V_SH2. A leaderspacecraft’s ability to be upgraded to that af@ssenges role if
amessengeis destroyed may vary [77].

V_SH3. A workerspacecraft’s ability to be upgraded to that oh@ssengés role

if a messengeis destroyed may vary [77].

Self-Optimization Variability Requirements

V_SO1. A spacecraft's ability to optimize itself via impiag their ability to
identify asteroids of interest may vary [15], [7[[17], [83] [84].
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A spacecraft's ability to share its optimizatiofomnmation regarding the
identification of asteroids of interest wildlader spacecraft may vary [77],
[84].

A spacecraft's ability to optimize itself throughogstioning itself

appropriately to best facilitate communicationshwitessengespacecratft
may vary [15], [77], [84].

A spacecraft's ability to share its optimizationformation regarding
positioning itself appropriately to best facilitatmmmunications with
messengespacecraft may vary [15], [77].

A spacecraft’'s ability to optimize itself via leamg through their past
experiences to better investigate an asteroid raay[\t5], [77], [84].

A spacecraft’s ability to share its optimizatiofiormation regarding how
to better investigate an asteroid witforker spacecraft may vary [15],

[77], [84].

Self-Protection Variability Requirements

V_SP1.

V_SP2.

A spacecraft’s ability to be tasked with constamtbserving the solar disc
to detect signs of an impending solar storm may {@5], [66], [77], [84].
A spacecraft’'s ability to receive warnings from sis control of an

impending solar storm may vary [65], [66], [77]4]8

Leader Spacecraft Variability Requirements

V_L1.

V_L2.

A spacecraft's ability to be in charge of perforgisubswarm allocation
and planning may vary [15], [71], [83], [84].
A spacecraft performing subswarm allocation andmiag may vary in its

role in allocation and planning activities [15].
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A spacecraft’s ability to be able to assign team#arker andmessenger
spacecraft may vary [83].

A spacecraft’s ability to direct/coordinaterker spacecratft to investigate
a specific asteroid may vary [77], [83], [84].

A spacecraft’s ability to redistribute/realign degito worker spacecraft to
ensure sufficient coverage of instrument roles raay [83].

A spacecraft’s ability to be responsible for deteing the types of
asteroids to investigate may vary [15], [71], [183], [84].

A spacecraft’s ability to contain the rules thatide the types of asteroids
to investigate may vary [77], [83].

A spacecraft’'s ability to be responsible for deteing the types of data to
gather from an asteroid may vary [77], [83].

A spacecraft’s ability to be able to decide amorgiser leaders present in
a subswarm which shall take the lead and contektibswarm may vary
[15], [83].

A spacecraft’'s ability to oversee the data flownfrasorker spacecraft to
messengespacecraft may vary [15].

A spacecraft’s ability to contain models of theagmf science they want
to have performed on a targeted asteroid may \idily [83].

A spacecraft’s ability to communicate neessengespacecraft parts of the
model of the science to be performed on a targegéztoid may vary [15].
A spacecraft’'s ability to form the communicatiorydr to maintain the
position, trajectory and orbital insertion dataesery spacecraft in the
swarm may vary [15], [83].

A spacecraft’'s knowledge of the swarm may vary [15]
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V_L15. A spacecraft’'s ability to receive and accept chaingeelocity bids from
other members during subswarm reconfiguration naaty {15].

V_L16. A spacecraft’s ability to issue a request to memloérthe subswarm for
change in velocity bids may vary [15].

V_L17. A spacecraft's ability to issue a move to new positmessage to
spacecraft of the subswarm during subswarm recardigpn may vary

[15].

Messenger Spacecraft Variability Requirements

V_M1l. A spacecraft’'s ability to relay/coordinate messadestween worker
spacecraft antbaderspacecraft may vary [15], [71], [77], [83], [84].

V_M2. A spacecraft's ability to relay/coordinate messadegween leader
spacecraft and mission control may vary [15] [TZT)].

V_M3. A spacecraft’s ability to provide up to ~0.1 AU commmication across the
swarm may vary [15].

V_M4. A spacecraft’s ability to receive asteroid datarfreorker spacecraft may
vary [15], [71].

V_M5. A spacecraft's ability to archive data receivednifravorker spacecraft
regarding the discovered information of a targetstéroid may vary [15].

V_M6. A spacecraft’'s ability to travel to a terrestrighdrange point (or other
communication nodes) to communicate the discovaretmation may
vary [14], [15], [83], [84].

V_M7. A spacecraft’'s ability to relay the parts of the dab that aleader
spacecraft wantaorker spacecraft to carry out on a targeted asteroid to

worker spacecraft may vary [15].
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V_M8. A spacecraft’'s ability form the communications layer maintain the
position, trajectory and orbital insertion dataesery spacecraft in the

swarm may vary [14], [15], [83], [84].

Worker Spacecraft Variability Requirements

V_WI1. A spacecraft's single onboard specialized scientiistrumentation may
vary [1], [15], [65], [66], [68], [71], [77], [83][84].

V_W2. A spacecraft’s ability to communicate the data thaye found regarding
a targeted asteroid to theessengersay vary [77], [84].

V_W3. A spacecraft’s ability to send asteroid data taessengespacecraft to be
archived may vary [15].

V_W4. A spacecraft’s ability to, when an opportunity mets itself, investigate a
nearby asteroid to collect preliminary data so thean be evaluated by a
leaderas to the level of interest the swarm should Havehat particular
asteroid may vary [1], [15], [68], [71], [83].

V_WS5. A spacecraft’'s ability to work alone to evaluatetgmial asteroids to
investigate may vary [15].

V_W6. A spacecraft equipped with visible imager instrutaéon may vary in its
field scope [15].

V_W7. A spacecraft equipped with visible imager instrutagon and containing
the functionality to gather data related to astér@irget detection may
vary [1], [15], [68], [71], [77], [83].

V_W8. A spacecraft equipped with visible imager instrutagon and containing
the functionality to gather data in order to comstion a 3D model of the

target asteroid may vary [1], [15], [68], [71], [83
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A spacecraft equipped with visible imager instrutaéaon and containing
the functionality to gather data pertaining to #steroid’s photogeology
may vary [1], [15], [68], [71], [83].

A spacecraft equipped with visible imager instrutagon and containing
the functionality to ascertain the exact locatidnadtarget asteroid may
vary [1], [15], [68], [71], [83].

A spacecraft equipped with visible imager instrutagon and containing
the functionality to create a rough model of a ¢éam@steroid to be used by
other worker spacecraft for maneuvering arounchgiteroid may vary [1],
[15], [68], [71], [83].

A spacecraft equipped with near-infrared spectrematstrumentation
and containing the functionality to gather datatggemg to the target
asteroid’s mineral abundance mapping may vary{1H], [68], [71], [83].

A spacecraft specialized with X-ray spectrometestrimmentation and
containing the functionality to gather data peitagnto the target
asteroid’s major element abundance mapping may [HEry[15], [68],
[71], [83].

A spacecraft equipped with Gamma-ray instrumentadaod containing
the functionality to gather data pertaining to theget asteroid’s heavy
element abundance mapping may vary [1], [15], [B8&l], [83].

A spacecraft specialized with Neutron spectromeatstrumentation and
containing the functionality to gather data peitagnto the target
asteroid’s volatile abundance mapping may vary[f], [68], [71], [83].

A spacecraft equipped with altimeter instrumentatamd containing the
functionality to gather data pertaining to the &rgsteroid’s shape may

vary [1], [15], [68], [71], [83].
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A spacecraft specialized with altimeter instrumgataand containing the
functionality to gather data pertaining to the &rgsteroid’s 3D model
construction may vary [1], [15], [68], [71], [83].

A spacecraft specialized with altimeter instrumgataand containing the
functionality to gather data pertaining to the &rgsteroid’s topography
may vary [1], [15], [68], [71], [83].

A spacecraft specialized with altimeter instrumgataand containing the
functionality to gather data pertaining to the #&rgasteroid’s
geomorphology may vary [1], [15], [68], [71], [83].

A spacecraft specialized with radio science/magneter instrumentation
and containing the functionality to gather datatggemg to the target
asteroid’s gravity fields may vary [1], [15], [68F1], [83].

A spacecraft specialized with radio science/magneter instrumentation
and containing the functionality to gather datatggemg to the target
asteroid’s magnetic fields may vary [1], [15], [6811], [83].

A spacecraft specialized with radio science/magneter instrumentation
and containing the functionality to gather datatggemg to the target
asteroid’s interior makeup may vary [1], [15], [6B11], [83].

A spacecraft specialized with radio science/magneter instrumentation
and containing the functionality to gather datatggemg to the target
asteroid’s 3D model construction may vary [1], [18B], [71], [83].

A spacecraft specialized with radio sounder/inflareadiometer
instrumentation and containing the functionalitygather data pertaining
to the target asteroid’s Regolith characterizatioay vary [1], [15], [68],
[71], [83].
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V_W25. A spacecraft specialized with neutral mass spe@teminstrumentation
and containing the functionality to gather datatgiamg to the target

asteroid’s volatile characterization may vary [1F], [68], [71], [83].
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APPENDIX B. PARAMETERS OF VARIATION

This appendix provides the Parameters of Variatairles for the Prospecting
Asteroid Mission (PAM) multi-agent system produittel (MAS-PL) case study used

throughout this dissertation. The Parameters ofiadlan tables further define the

product-line variability requirements detailed ihet Commonality and Variability

Analysis (CVA).
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Parameter Meaning \ Domain Binding Time Default
GENERAL VARIABILITY REQUIREMENTS
P1: vSpacecraftRole The role that a spacecraft is to initially [Leader, Messenger, Design Worker
V_G1 assume. Worker]
SELF-HEALING VARIABILITY REQUIREMENTS
. The ability of anessengespacecraft
p2: vUri/grg?_'elToLeader to be upgraded to assume the role of a  [True, False] Specification False
— leader
. The ability of aleaderor aworker
P3: vUpgradeToMessenger spacecraft to be upgraded to assume [True, False] Specification False
V_SH2,V_SH3
— - the role of anessenger
SELF-OPTIMIZATION VARIABILITY REQUIREMENTS
The ability of aleaderspacecraft to
P4: vidAsteroidsOptimization | optimize its ability to identify asteroids [True, False] Specification False
V_S01,V_S02 of interest and share this information ' P
with otherleaderspacecraft.
The ability of a spacecraft to optimizg
P5: vCommOptimization its positioning for communications and [True, False] Specification True
V_SO03, V_S04 sharing this optimization with other ’ P
spacecraft.
) . Lo The ability to optimize its scientific
P6: vScienceOptimization exploration of an asteroid and sharing [True, False] Specification False
V_S05, V_S06 ; o i
— - this optimization with other spacecratft.
SELF-PROTECTION VARIABILITY REQUIREMENTS
) . The ability of a spacecraft to . i
P7: vSolarDiscWatch constantly watch the solar disc for the [Passive, Wwarm-Spare, Design Passive
V_SP1 . . . Active]
signs of an impending solar storm.
P8: VMissConStormWarn The ability of a spacgcrgft to receive _
messages from mission control [True, False] Design False

V_SP2

warning of an impending solar storm.
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Parameter Meaning \ Domain \Binding Time Default
LEADER SPACECRAFT VARIABILITY REQUIREMENTS
P9: vAllocPlanAbility The ability of a spacecraft to perform e
V_ L1 subswarm allocation and planning. [True, False] Specification False
P10: vAllocPlanRole .The role of a spacepraﬂ participating [Passive, Active] Runtime Passive
V_L2 in subswarm allocation and planning.
P11: vAssignTeamsAbility The ability to assign teams wrker [True, False] Specification False
V_ L3 andmessengespacecraft. ' P
P12: vRedistribRolesAbility The ability to redistribute roles to e
V L4,V L5 workerspacecraft, [True, False] Specification False
) . . The ability to be responsible for
P13: vidAsteroidAbility identifying which asteroids should be [True, False] Specification False
V_L6,V_L7,V_L8 . )
— - — investigated by a subswarm.
) . . The ability to decide which leader
P14: vDec\:}deLléeaderAblllty should take lead control of a [True, False] Specification False
- subswarm.
. The ability to oversee the data flow
P15: vO\\;erleeoeDataFlow from worker spacecraft tonessenger [True, False] Specification False
- spacecraft.
The ability to contain a model of the
) . profile of the types of asteroids that
P16: vTargetAsteroidModel should be explored and the ability t@ [True, False] Specification False
V_L11,V_L12 : . ,
- - communicate this model with other
spacecraft.
) L The ability to maintain the position,
P17: vPosTrajOrbitDataHolder trajectory and orbital insertion data of [True, False] Specification False
V_L13,V_M8 ;
every spacecraft in the subswarm.
[Subswarm knowledge,
P18: vLeaderSwarmKnow The amount of knowledge that a Partial-swarm Runtime Subswarm
V_L14 spacecraft has about the entire swaftmknowledge, Full-swarm knowledge
knowledge]
. Lo The ability to facilitate and coordinate
P19: vidAsteroidsOptimization ; I
V L15, V L16,V L17 spacecraft o_Iurlng_subswarm [True, False] Specification False
- - - reconfiguration.
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Parameter Meaning \ Domain |Binding Time Default
MESSENGER SPACECRAFT VARIABILITY REQUIREMENTS
P20: vRelayMessagesSwarm  The ability to relay and coordinate I
V_M1,V_M4 messages between spacecraft. [True, False] Specification False
P21: vRelayMessagesMisCorn  The ability to relay arjd coordinate [True, False] Specification False
V_M2 messages to mission control.
P22: vCommunicationRange The range that a spacecraft can .
V_M3 reliably communicate (in AU). [0...0.1 AU] Design 0.05AU
) . . The ability to archive received datd
P23: vArchiveAsteroidinfo regarding the discovered information [True, False] Specification False
V_M5 ;
- of a targeted asteroid.
) The ability to travel to a Lagrange
p24: vTra;elL%LagrangePnt point to communicate with mission [True, False] Specification False
- control.
) . The ability to relay parts of the science
P25: vRel\z;lst;ermdModel model to carry out on a targeted [True, False] Specification False
— asteroid to avorkerspacecratft.
WORKER SPACECRAFT VARIABILITY REQUIREMENTS
[Visible Imager, Near-
Infrared Spectrometer, X-
Ray Spectrometer,
Gamma-Ray
) The specialized scientific Spectrometer, Neutron .
P26: vWorkerlnstrument instrumentation that a spacecraft has Spectrometer, Altimeter, Design Visible
V_W1 . Imager
onboard. Radio
Science/Magnetometer,
Radio Sounder/Infrared
Radiometer, Neutral Mas
Spectrometer]
P27: vCommAsteroidData | The ability to communicate data found [True, False] Specification True
V_W2,V_W3 regarding a targeted asteroid. ' P
) . . The ability to preliminarily investigate
P28: vPreAsteroidinvestigate a nearby asteroid for initial data when [True, False] Specification True

V_W4

the opportunity presents itself.
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Meaning \

Domain

\Binding Time

Default

WORKER SPACECRAFT VARIABILITY REQUIREMENTS (contired)

P29: vWorkAloneAbility

The ability forworker spacecraft to

vV W5 work alone rather than within a [True, False] Specification False
- subswarm.
P30: wVisiblelmagerScope The field scope of a visible imager [Narrow-Scope, Design Narrow-
V_W6 instrumentation. Wide-Scope] Scope
. The ability of a spacecraft with a visib|e
P31 Vlm\?g@? atherData imager to gather data related to asteroid [True, False] Specification False
- target detection.
) The ability of a spacecraft with a visible
P32: vaa\g}e\r/l\\//I;ke3DModel imager to construct a 3D model of the [True, False] Specification False
- target asteroid.
) The ability of a spacecraft with a visible
P33: va?/geVrVPghotogeology imager to gather data related to [True, False] Specification False
— asteroid’s photogeology.
P34: vimagerLocation Th.e ability of a spaqecraft with a visible o
' vV W10 imager to determine location of an [True, False] Specification False
- asteroid.
The ability of a spacecraft with a visib|e
P35: vimagerManeuverModel| imager to create a model used for other [True, False] Specification False
V_wi1 spacecraft to maneuver around an '
asteroid.
The ability of a spacecraft with a near-
P36: vNearInfSpecGatherData infrared spectrometer to gather datg [True, False] Specification False
V_W12 pertaining to the target asteroid’s '
mineral abundance mapping.
The ability of a spacecraft with a X-ray
P37: vXRaySpecGatherData| spectrometer to gather data pertaining to T
V_W13 the target asteroid’s major element [True, False] Specification False
abundance mapping.
The ability of a spacecraft with a
P38: vGammaRayGatherData Gamma-ray instrument to gather datp [True, False] Specification False
V_W14 pertaining to the target asteroid’s heayy '

element abundance mapping.
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Parameter Meaning | Domain | Binding Time Default
WORKER SPACECRAFT VARIABILITY REQUIREMENTS (contired)
) The ability of a spacecraft with a
P39: vNeutronSpecGatherData Neutron spectrometer the target [True, False] Specification False
V_W15 - . .
— asteroid’s volatile abundance mapping.
P40: vAltimeterGatherData The ability of a spacecraft with an
' altimeter to gather data pertaining to [True, False] Specification False
V_W16 -
— the target asteroid’s shape.
) . The ability of a spacecraft with an
P41: vAltimetersDModel altimeter to construct a 3D model o [True, False] Specification False
V_W17 ;
— the target asteroid.
. . The ability of a spacecraft with an
P42: vAltimeterTopography altimeter to gather data pertaining to [True, False] Specification False
V_W18 -
- the target asteroid’s topography.
) : The ability of a spacecraft with an
P43: vAlimeterGeomorpholog) altimeter to gather data pertaining to [True, False] Specification False
V_W19 L
- the target asteroid’'s geomorphology.
The ability of a spacecraft with a radjo
P44: vRadScienceGatherData science/magnetometer to gather data [True, False] Specification False
V_W20, V_W21 pertaining to the target asteroid’s ’ P
gravity and magnetic fields.
) . . The ability of a spacecraft with a radjo
P45: vRadSciencelnterior science/magnetometer to gather data  [True, False] Specification False
V_W22 . oo
— regarding the asteroid’s interior.
) . The ability of a spacecraft with a radjo
P46: vRadScience3DModel science/magnetometer to gather data [True, False] Specification False
V_W23 . o
— regarding the asteroid’s 3D model.
The ability of a spacecraft with a radjo
P47: vRadSounderGatherData sounder/infrared radiometer to gather [True, False] Specification False
V_W24 data pertaining to the target asteroid’s ' P
Regolith characterization.
The ability of a spacecraft with a
P48: vNeutMassSpecGatherData neutral mass spectrometer to gathe,r [True, False] Specification False

V_W25

data pertaining to the target asteroid’s

volatile characterization.
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APPENDIX C. FEATURE MODEL

This appendix provides the full Feature Model fbe tProspecting Asteroid
Mission (PAM) multi-agent system product line (MAR,) case study used throughout
this dissertation. The Feature Model illustrates tbquired and optional features of a
PAM spacecraft based on the product-line commagnalitd variability requirements

documented in the Commonality and Variability Arsdy(CVA).
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Asteroid Scientific Exploration If the parent is present, the child is:

Mandatory Optional
Cnly one At least one
Self-Protection
Self-Healing
Navigation Self-Coordination Self-Optimization Protect from Collisions
Protect from Solar Storms
Promote to Messenger
Coordination for L eaders | | Coordination for Messengers | Promate to Leader
Coordination for Workers Swarm Role T B Warn of Solar Storms
[ optimization for Workers | | [ Ontimization for Leaders | 1>

Power Down Subsystems

‘ Optimization for Messengers

Messenger

{7 | Relay Warning Message of Solar Storm ‘

Trawvel to Lagrange Point b
S | Actively Observing Solar Disc for Solar Storm
J T Relay to Mission Control

‘ Leader | ‘ Caooperation Level | ~ | Backup Observing Solar Dic for Solar Storms

Neutral Mass Spectrometry

Knowledge of Context

Work Individually
Near-Infrared Spectrometry m

Visible Imagin:
Full-Swarm ging | Radio Sounder - Infrared Radiometry ‘ | Neutron Spectrometry ‘ ‘ X-Ray Spectrometry |

Partial-Swarm

‘ Radio Science - Magnetometry ‘ | Gamma-Ray Spectrometry ‘

Wide-Scope Imaging
Narrow-Scope Imaging
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APPENDIX D. GAIA-PL ROLE SCHEMAS

This appendix provides the full set of Gaia-PL legments specifications
schemas for the Prospecting Asteroid Mission (PAMIIti-agent system product line
(MAS-PL) case study used throughout this dissenmatlhe requirements specifications
schemas further define the product-line commonadityd variability requirements

documented in the Commonality and Variability Arsagy(CVA) and in the Parameters

of Variation table.
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Role Schema: Navigator Schema ID: N

Variation Point: N/A

Inherits: None

Parameters of Variation: N/A

Requirements: C M1,C M2, C M3,C_M4,C M5, C M6, C M7, C_M8

Description:
Provides the functionality to a spacecraft to maneuver itself using its solar sail.

Activities and Protocols:

AdjustSolarSail, CalculateThrust, CheckOrbit, CheckSolarSailStatus,
CheckSystemStatus, ExtendSolarSail, MoveToPosition, RetractSolarSail

Permissions:
Reads -
currentAttitude /I attitude of the spacecraft
currentOrbit /I current orbit of the spacecraft
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
systemStatus /I status of the spacecraft
solarSailStatus /I status of the solar salil
Changes -
currentAttitude /I attitude of the spacecraft
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
Generates -
systemStatus /I status of the spacecraft
solarSailStatus /I status of the solar sail
thrustNeeded /I calculated thrust needed to move
Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
maneuver the spacecraft to the desired location.

Safety -
None.

Navigator Role Schema
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Role Variation Points Schema: SelfCoordinator Schemata ID: SC
Parameters of Variation: P9, P14, PP19, P20, P21
Description:

At the swarm-level, the collection of this role within all the spacecraft aid in
autonomously coordinating the scientific pursuits of the spacecraft in the swarm. At
the spacecraft-level, these roles aid in the spacecraft to individually decide the best
way to achieve its given scientific goals and to communicate with nearby spacecraft
to cooperate in achieving these goals.
Variation Points:
Core: The core elements of a spacecraft to be able to autonomously
T coordinate itself and its surrounding spacecraft to decide upon,
assign and pursue scientific goals. [SC-Core]

Leader: The elements needed in a leader spacecraft to be able to coordinate
the subswarm spacecraft to pursue scientific goals. This includes
coordinating with other leader spacecraft and coordinating all
subswarm spacecraft during times of subswarm reconfiguration. [SC-
Leader]

Messenger: The elements needed in a messenger spacecraft to be able to
coordinate the communication network needed in a subswarm while
pursing scientific goals. [SC-Messenger]

Worker: The elements needed in a worker spacecraft to be able to coordinate
the pursuit of science goals for a given asteroid. [SO-Worker]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time.
However, a spacecraft that may switch is operating variation point (i.e., P2=True or
P3=True) may have this variation point alter at runtime.

Self-Coordinator Role Variation Points Schema
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Role Schema: SelfCoordinator Schema ID: SC-Core

Variation Point: Core

Inherits: None

Parameters of Variation: N/A

Requirements: C_SC1, C_SC2, C_SC3, C_SC4, C_SC5, C_SP1, C_SP2, C_ML,
C_M2, C_M4, C_M5,C_M6, C_ M7, C_M8

Description:
Provides the spacecraft with the functionality to autonomously coordinate itself and
its surrounding spacecraft to decide upon, assign and pursue scientific goals.

Activities and Protocols:
CalcOrbit, CalcPostion, CalcResourceUtil, CalcTrajectory, EvaluateCurrentGoal,
JoinSubswarm, MoveNewPaosition, PerformFormationFly, AcceptFormFlyReq,
AcceptSubswarmJoinReq, CoordinateOrbit, CoordinatePosition,
CoordinateTrajectory, RejectFormFlyReq, RejectSubswarmJoinReq

Permissions:
Reads -
spacecraftlD /I spacecraft ID to send to other spacecraft
/l when requesting clean memory
systemStatus /I current status of the spacecraft
riskForSystemFactor I current risk to spacecraft to see if recent
/I solar storm
systemGoal /I current goal of the spacecraft
currentAttitude /Il current attitude of the spacecraft
currentGoal I/l current goal of the spacecraft
currentPosition /I current position of the spacecraft
currentVelocitylncr /I velocity increment of the spacecraft
environmentStatus /Il current status of the detectable parts of
/I the surrounding environment
Changes -
currentAttitude /I attitude of the spacecraft
currentPosition /I position of the spacecraft
currentVelocitylncr /I velocity increment of the spacecraft
subswarmID [l identification of newly joined subswarm
subswarmSpacecraft /I vector of other spacecraft in the newly
/ joined subswarm
Generates -
newSystemGoal /I new goal of the spacecraft
subswarmAcceptMsg /I message to be sent accepting the
/I request to join a subswarm
subswarmRejectMsg /I message to be sent rejecting the
/I request to join a subswarm
resourceUtilizationVal /I calculated resource utilization level in

/I order to maximize science operations
/[ and resource utilization

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will be able to coordinate its
science operations and maximize its resource utilization.
Safety -

Avoiding collisions during formation flying via coordination.

Core Variation Point Schema for the Self-Coordinato Role
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Schema ID: SC-Leader

Variation Point: Leader

Inherits: SC-Core

Parameters of Variation: P15=True; P16=True; P17=True; P18=Subswarm;

P19=True

Requirements: V_L10, V_L12, V_L13,V 14, V_L15,V _L16,V _L17

Description:

Provides the core elements of a leader spacecraft to be able to facilitate the
management and coordination of its subswarm.

Activities and Protocols:

CalculatePartModel, OverseeSubSwarmDataFlow, PerformSubswarmReconfig,
AcceptSubswarmChangeVelocityBid, MoveNewPositionCom, RegDataFlow,

RegSubswarmVelocityBids, SendModelPartMessenger,

SendSubswarmVelocityBidConfirm

Permissions:
Reads -
subswarmSpacecraft
subswarmSpacecraftPos

leaderSpacecraft

supplied velocityBidRec
Changes -

asteroidModel

subswarmSpacecraft

subswarmSpacecraftPos

leaderSpacecraft

Generates -
partial AsteroidModel

/I vector of the spacecraft in the subswarm
/I vector of the all the spacecrafts current
/I positions in the subswarm

/I vector of the leader spacecraft in the

/I subswarm

/I vector of received change of velocity bid

/I current model of an asteroid to send

/I vector of the spacecraft in the subswarm
[/l vector of the all thespacecrafts positions
//'in the subswarm

/I vector of the leader spacecraft in the

/l subswarm

/I derived partial model to send to a
/l messenger so that spacecraft can avoid
/I collisions with asteroids

Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
optimize the configuration and plans of the subswarm to achieve subswarm

goals.
Safety -

Avoiding collisions by maintaining and coordinating spacecraft positions and

movements.

Leader Variation Point Schema for the Self-Coordinséor Role
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Role Schema: SelfCoordinator Schema ID: SC-Messenger

Variation Point: Messenger

Inherits: SC-Core

Requirements: V_M1,V_M2,V_M4,

Parameters of Variation: P20=True; P21=True

Description:
Provides the spacecraft with the elements needed in a messenger spacecraft to be
able to coordinate the communication network needed in a subswarm while pursing
scientific goals.

Activities and Protocols:
CoordinateLeadToWorkMsg,CoordinateWorkToLeadMsg, Acceptl eaderMsq,
AcceptWorkerMsg, SendLeaderMsg, SendMsgMisCon, SendWorkerMsg

Permissions:
Reads -
leaderSpacecraft [/l vector of the leader spacecraft in the
/I subswarm
workerSpacecraft [/l vector of the worker spacecraft in the
[/l subswarm
Changes -
currentGoal Il current goal of the spacecraft
Generates -
missionControlMsg /l message to be sent to mission control

/l on behalf of a leader spacecraft

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensure the timely delivery of a message to be sent throughout the
subswarm.
Safety -
None.

Messenger Variation Point Schema for the Self-Coordator Role
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Role Schema: SelfCoordinator Schema ID: SC-Worker

Variation Point: Worker

Inherits: SC-Core

Requirements: V_W2,V W3

Parameters of Variation: P27=True

Description:
The elements needed in a worker spacecraft to be able to coordinate the pursuit of
science goals for a given asteroid.

Activities and Protocols:
CoordinateWorkerGoals, AcceptAsteroidData, SendArchiveData,

SendAsteroidData
Permissions:
Reads -
asteroidID /I identification of the current asteroid
/I under exploration
asteriodData /I current collected data of an asteroid
currentGoal /I current goal of the spacecraft
workerSpacecraft I/l vector of the worker spacecraft in the
[/l subswarm
likeWorkerSpacecraft I/l vector of the worker spacecraft in the
/I subswarm with the same specialized
/I instrumentation
Changes -
asteriodData /I collected data of an asteroid
Generates -
asteroidArchiveDataMsg /l message to be sent containing the

/l data of an asteroid to be archived by a

/l messenger spacecraft
asteriodDataMsg /l message to be sent containing the

I current collected data of an asteroid

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
report the data collected of a specific asteroid.
Safety -
None.

Worker Variation Point Schema for the Self-Coordinaor Role
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Role Variation Points Schema:  SelfOptimizer Schemata ID: SO
Parameters of Variation: P4, P5, P6
Description:

At the swarm-level, the collection of these roles within all the spacecraft aid in

autonomously and continuously improving the spacecraft's ability to identify, explore

and communicate the information discovered while investigating asteroids. At the

spacecraft-level, these roles aid in the spacecraft to continuously learn and improve

its specialized abilities and communicate its findings with other similar spacecraft.
Variation Points:

Core: The core elements of a spacecraft to be able to optimize itself in

T regards to general spacecraft functions so that it can continuously
learn from the environment and perform better within the swarm.
[SO-Core]

Leader: The elements needed in a leader spacecraft to be able to optimize
itself in regards to its ability to best manage, oversee and direct the
swarm to optimize the swarm’s ability to achieve scientific goals.
[SO-Leader]

Messenger: The elements needed in a messenger spacecraft to be able to
optimize itself in regards to its ability to best perform the
communication necessary within the swarm so that commands and
information can best be transmitted. [SO-Messenger]

Worker: The elements needed in a worker spacecraft to be able to optimize
itself in regards to its ability to best optimize its ability to achieve its
own scientific goals. [SO-Worker]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design
time. However, a spacecraft that may switch is operating variation point (i.e.,
P2=True or P3=True) may have this variation point alter at runtime.

Self-Optimizer Role Variation Points Schema
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Role Schema: SelfOptimizer Schema ID: SO-Core

Variation Point: Core

Inherits: None

Parameters of Variation: N/A

Reguirements: C_SO1, C_SO2, C_SO3, C_S04, C_M1, C_M2, C_M4, C_M5

Description:
Provides the spacecraft with the functionality to optimize itself in regards to general
spacecraft functions so that it can continuously learn from the environment and
perform better within the swarm.

Activities and Protocols:
AdjustToEnviron, CalcNewPosition, Calibratelnstr, CheckSystemStatus,
CheckEnvironStatus, CheckPowerConsump, CheckSolarCellStatus,
EvaluatePositionForGoal, MoveNewPos

Permissions:
Reads -
currentAttitude /Il current attitude of the spacecraft
currentGoal Il current goal of the spacecraft
currentPosition /Il current position of the spacecraft
currentVelocitylncr /Il current velocity increment of the
/I spacecraft
environmentStatus /Il current status of the detectable parts of
/I the surrounding environment
powerConsumplLevel /Il current level of the spacecraft’'s power
/I consumption
riskForSystemFactor /I current risk to spacecraft to see if recent
/ solar storm
solarCellLevel /I current status level of the spacecraft's
Il solar cells
systemStatus /I current status of the spacecraft
Changes -
environmentState Il current state that the spacecraft believes
/I its surrounding environment is in
currentPosition /I current position of the spacecraft
currentAttitude /I current attitude of the spacecraft
instrCalibValue [/l vector of the current calibration values
/I for the onboard instruments
instrVector /I vector of all the spacecraft’'s onboard
[/l instruments
Generates -
newEnvironStatus /I new status of the detectable parts of the
/I surrounding environment
newVelocitylncr /I calculated new velocity increment for the

/] spacecraft

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the spacecraft’s ability to perform its given tasks.
Safety -
None.

Core Variation Point Schema for the Self-OptimizerRole

www.manaraa.com



261

Role Schema: SelfOptimizer Schema ID: SO-Leader

Variation Point: Leader

Inherits: SO-Core

Requirements: V_SO1,V_SO2, C SC1, C_SC2,V L6,V L7,V L8,V L11

Parameters of Variation: P4=True

Description:
Provides the spacecraft with the he elements needed in a leader spacecraft to be
able to optimize itself in regards to its ability to best manage, oversee and direct the
swarm to optimize the swarm’s ability to achieve scientific goals. Specifically, the
ability for a leader spacecraft to optimize its ability to identify asteroids of interest
and share this information.

Activities and Protocols:
DeviseNewAsteroidldRules, EvaluateCurrentAsteroidldRules, ReviewAsteroidldHis,
AcceptOptimizationinfo, AcceptOptimizationReq, RequestOptimizationinfo,
ShareQptimizationinfo

Permissions:
Reads -
asteroidldRules /I current vector of rules that is used to
[/l identify asteroids of interest given
[/l preliminary data points on the asteroid
asteroidPrelimData /l preliminary data points of an asteroid
asteroidld /I identification number of an asteroid
asteroidldHistory /I the history log kept of the spacecraft's
/I identification of asteroids of interest
optimizationinfoRec /l message to received after requesting

/I for another spacecraft’s current
/I optimization information
leaderVector I/l vector of nearby leader spacecraft
/ to aid in sharing optimization information

Changes -
asteroidldRules /I vector of rules that is used to identify
/l asteroids of interest given preliminary
/I data points on the asteroid
Generates -
asteroidldRulesValue /I evaluation value of the accuracy of the

/I spacecraft’s current ability to identify

/I asteroids of interest
optimizationinfoMsg /l message to deliver upon receiving a

I/l request for spacecraft’s current

/l optimization information

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to identify asteroids of interests to investigate for all
leader spacecraft in the swarm.
Safety -
None.

Leader Variation Point Schema for the Self-Optimize Role
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Role Schema: SelfOptimizer Schema ID: SO-Messenger

Variation Point: Messenger

Inherits: SO-Core

Requirements: V_SO03,V_S04,C SC1,C_SC2

Parameters of Variation: P5=True

Description:
Provides the spacecraft with the elements needed in a messenger spacecraft to be
able to optimize itself in regards to its ability to best perform the communication
necessary within the swarm so that commands and information can best be
transmitted. Specifically, the ability of the spacecraft to optimize its positioning for
communications and sharing this information with others.

Activities and Protocols:
DeviseNewCommStrategy, EvaluateCurrentCommStrategy, EvaluateCurPosition,
ReviewCommHis, AcceptOptimizationinfo, AcceptOptimizationReq,
ReguestOptimizationinfo, ShareOptimizationinfo

Permissions:
Reads -
communicationStrategy Il current strategy for spacecraft's
/I communication
communicationHist /l current history log of the spacecraft’s
/I past communication sessions
optimizationinfoRec /l message to received after requesting

/l for another spacecraft’s current

/I optimization information
messengerVector /I vector of nearby messenger spacecraft

/ to aid in sharing optimization information

Changes -
communicationStrategy Il current strategy for spacecraft’s
/I communication
Generates -
optimizationinfoMsg /l message to deliver upon receiving a

/I request for spacecraft’s current

/I optimization information
communicationStratVal /I evaluation value of the accuracy of the

/I spacecraft’s current ability to

/I communicate with the subswarm

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to communicate for all messenger spacecraft in the
swarm.
Safety -
None.

Messenger Variation Point Schema for the Self-Optimzer Role
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Role Schema: SelfOptimizer Schema ID: SO-Worker
Variation Point: Worker

Inherits: SO-Core

Requirements: V_SO0O5,V_S06, C_SC1, C_SC2

Parameters of Variation: P6=True

Description:
The elements needed in a worker spacecraft to be able to optimize itself in regards
to its ability to best optimize its ability to achieve its own scientific goals.
Activities and Protocols:
DeviseNewSciExplorStrategy, EvaluateCurrentSciExplorStrategy,
EvaluateCurPosition, ReviewSciExplorHis, AcceptOptimizationinfo,
AcceptOptimizationReg, RequestOptimizationinfo, ShareOptimizationinfo
Permissions:
Reads -
optimizationinfoRec /l message to received after requesting
/l for another spacecraft’s current
/I optimization information
sciExplorationStrategy Il current strategy for spacecraft's
/I science exploration using its specialized
/I onboard equipment

sciExplorationRules /I current rules for the spacecraft to abide
/I by in its scientific exploration
sciExplorationHist /I current history log of the spacecraft’s
/I past science exploration of asteroids
workerType /I the type of worker spacecraft (i.e., based
/I on its specialized onboard equipment
workerVector /I vector of nearby worker spacecraft with
/I the same onboard equipment
scienceGoal /Il current scientific goal pursued by the
/I spacecraft
Changes -
sciExplorationStrategy /I strategy for spacecraft's science
/I exploration using its specialized onboard
/I equipment
Generates -
optimizationinfoMsg /l message to deliver upon receiving a

I/l request for spacecraft’s current

/I optimization information
sciExplorationStratVal /I evaluation value of the accuracy of the

/I spacecraft’s current ability to

/] achieve its scientific goals

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to achieve scientific goals for all similar worker spacecraft
in the swarm.
Safety -
None.

Worker Variation Point Schema for the Self-Optimize Role
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Role Variation Points Schema: LeaderPlanner Schemata ID: LP
Parameters of Variation: P20, P21, P22, P23, P24, P25
Description:

Provides the leader spacecraft with the functionality to be able to manage, plan and
coordinate the spacecraft of a subswarm to pursue and satisfy system-wide and
individual scientific goals.

Variation Points:

Passive: The elements of a passive leader spacecraft (i.e., a spacecraft
acting as a backup to double-check all commands and calculations
pertaining to the planning for the subswarm) to be able to manage,
plan and coordinate the spacecraft of a subswarm. [LP-Passive]

Active: The elements of an active leader spacecraft (i.e., a spacecraft
actively in charge) to be able to manage, plan and coordinate the
spacecraft of a subswarm. [LP-Active]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time.
All spacecraft shall have the Passive variation point as a commonality. Spacecraft
with the Active variation point shall also include all functionality of Passive and may
switch its variation point at runtime.

Leader Planner Role Variation Points Schema
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Role Schema: LeaderPlanner Schema ID: LP- Passive

Variation Point: LeaderPlanner

Inherits: SC-Core

Parameters of Variation: P9=True; P10=Passive; P11=True; P12=True; P13=True;
P14=True

Requirements: V L1,V L2,V L3,V L4, V L5 V L6,V L7,V L8,V L9,V L11

Description:
Provides the spacecraft with the he elements needed in a leader spacecraft to be
able to be able to passively (i.e., act as a backup) coordinate/plan the subswarm
spacecraft to pursue scientific goals.

Activities and Protocols:

CheckDecideDataToGather, CheckSubswarmAlloc, CheckSubswarmPlan,
AcceptPlanToCheck, VotelLeaderElection

Permissions:
Reads -
leaderSpacecraft [/l vector of the leader spacecraft in the
[/l subswarm
supplied allocationStrategy /I supplied allocation strategy for the sub-
/I swarm to perform scientific exploration
supplied scienceRules /I supplied rules used to investigate the
I types of asteroids to explore
suppliled plan /I supplied plan for the subswarm to
/[ achieve system-wide scientific goals
Changes -
allocationStrategy /I allocation strategy for the subswarm to
/I perform scientific exploration
plan /I plan for the subswarm to achieve
/I system-wide scientific goals
scienceRules /I rules used to investigate the types of
/l asteroids to explore
subswarmSpacecraft /I vector of the spacecraft in the subswarm
leaderSpacecraft /I vector of the leader spacecraft in the
/I subswarm
Generates -
allocationStratMsg /I newly devised subswarm allocation
/I strategy message to be sent out to
/I leader agreeing with or disagreeing with
/I the newly devised allocation strategy
planMsg /I newly devised subswarm plan to achieve
/I system-wide scientific goals
leaderElecVoteMsg /I message to be sent to vote for the ruler

/I of the leader spacecraft for a subswarm

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensure the correctness of the planning done by a leader spacecraft through
redundant checking and agreement voting.
Safety -
None.

Passive Variation Point Schema for the Leader Plarer Role
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Role Schema: LeaderPlanner Schema ID: LP- Active

Variation Point: Active

Inherits: SC-Core, LP-Passive

Parameters of Variation: P9=True; P10=Active; P11=True; P12=True; P13=True;
P14=True

Requirements: V L1,V L2,V L3,V L4, V L5 V L6,V L7,V L8,V L9,V L11

Description:
Provides the elements of an active leader spacecraft (i.e., a spacecraft actively in
charge) to be able to manage, plan and coordinate the spacecraft of a subswarm.

Activities and Protocols:

CoordinateLeaderElection, DecideDataToGather, PerformSubswarmAlloc,
PerformSubswarmPlan, AssignTeams, ComSwitchToActive, DirectWorker,
GetConfirmFromPassive, InitLeaderElection, SendNewAllocationStrat,
SendNewPlan, RedistributeDuties, VoteLeaderElection

Permissions:
Reads -
allocationStrategy /Il current allocation strategy for the sub-
/I swarm to perform scientific exploration
scienceRules /Il current rules used to investigate the
I types of asteroids to explore
subswarmSpacecraft /I vector of the spacecraft in the subswarm
subswarmSpacecraftPos /I vector of the all the spacecrafts current
/I positions in the subswarm
leaderSpacecraft [/l vector of the leaders in the subswarm
plan /Il current plan for the subswarm to achieve
/I system-wide scientific goals
currentGoal /I current goal of the spacecraft
Changes -
allocationStrategy / allocation strategy for the subswarm to
/I perform scientific exploration
plan /I plan for the subswarm to achieve
/I system-wide scientific goals
scienceRules /I rules used to investigate the types of
/l asteroids to explore
subswarmSpacecraft /I vector of the spacecraft in the subswarm
leaderSpacecraft [/l vector of the leaders in the subswarm
Generates -
newAllocationStratMsg /I newly devised subswarm allocation
/I strategy message to be sent out to
/I spacecraft in a subswarm
newPlanMsg /I newly devised subswarm plan to achieve
/I system-wide scientific goals
leaderElecVoteMsg /I message to be sent to vote for the ruler

/I of the leader spacecraft for a subswarm

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the configuration and plans of the subswarm to achieve system-
wide goals.
Safety -
None.

Active Variation Point Schema for the Leader PlanneRole
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Role Variation Points Schema: LeaderKnowledgelLevel Schemata ID: LKL
Parameters of Variation: P15, P16, P17, P18, P19
Description:

Provides the messenger spacecraft with the functionality to be able to facilitate the
communication network of the subswarm and the ability to travel to a destination
point so that the spacecraft can relay the discovered information back to mission
control.

Variation Points:
Subswarm: The core elements of a leader spacecraft to be able to facilitate the
management and coordination of its subswarm. [LKL-Subswarm]

Partial: The functionality of a leader spacecraft to manage and coordinate
several subswarms. [LKL-Partial]

Full: The functionality of a leader spacecraft to manage and coordinate
the entire swarms. [LKL-Full]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time,
however the spacecraft may switch is operating variation point (e.g., from Subswarm
to Partial-Swarm) at runtime. All leader spacecraft shall have the Subswarm variation
point as a commonality. Leader spacecraft with the Partial-Swarm variation point
shall also include all functionality of Subswarm. Likewise, all leader spacecraft with
the Partial-Swarm variation point shall have the functionality of the Full-Swarm.

Leader Knowledge Role Variation Points Schema
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Schema ID: LKL-Subswarm

Variation Point: Subswarm

Inherits: SC-Core

Parameters of Variation: P15=True; P16=True; P17=True; P18=Subswarm;

P19=True

Requirements: V_L10, V_L12, V_L13,V 14, V_L15,V _L16,V _L17

Description:

Provides the core elements of a leader spacecraft to be able to facilitate the
management and coordination of its subswarm.

Activities and Protocols:

CalculatePartModel, OverseeSubSwarmDataFlow, PerformSubswarmReconfig,
AcceptSubswarmChangeVelocityBid, MoveNewPositionCom, RegDataFlow,

RegSubswarmVelocityBids, SendModelPartMessenger,

SendSubswarmVelocityBidConfirm

Permissions:
Reads -
subswarmSpacecraft
subswarmSpacecraftPos

leaderSpacecraft

supplied velocityBidRec
Changes -

asteroidModel

subswarmSpacecraft

subswarmSpacecraftPos

leaderSpacecraft

Generates -
partial AsteroidModel

I/l vector of the spacecraft in the subswarm
/I vector of the all the spacecrafts current
/I positions in the subswarm

/I vector of the leader spacecraft in the

/I subswarm

/I vector of received change of velocity bid

/I current model of an asteroid to send

/I vector of the spacecraft in the subswarm
/I vector of the all thespacecrafts positions
//'in the subswarm

/I vector of the leader spacecraft in the

/I subswarm

/I derived partial model to send to a
/ messenger so that spacecraft can avoid
/I collisions with asteroids

Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
optimize the configuration and plans of the subswarm to achieve subswarm

goals.
Safety -

Avoiding collisions by maintaining and coordinating spacecraft positions and

movements.

Subswarm Knowledge Variation Point Schema for the eader Knowledge Role
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Role Schema: LeaderKnowledgeLevel Schema ID: LKL-Partial

Variation Point: Parial

Inherits: LKL=Subswarm

Parameters of Variation: P15=True; P16=True; P17=True; P18=Partial-Subswarm;

P19=True

Requirements: V_L10,V L12,V L13,V L14,V L15,V L16,V L17

Description:
Provides the functionality of a leader spacecraft to manage and coordinate several
subswarms

Activities and Protocols:
CoordinateReconfigs, CoordinateSubswarms, OverseePartSwarmDataFlow,
PerformPartSwarmReconfig, AcceptPartSwarmChangeVelocityBid,
ComSubswarmsReconfig, MoveNewPositionCom, RegPartSwarmVelocityBids,
SendModelPartMessenger, SendPartswarmVelocityBidConfirm

Permissions:
Reads -
subswarmsPos /I positions of several subswarms to
/I coordinate
subswarmsLeaders /I vector of the leader spacecraft in charge
/I of different subswarms
Changes -
subswarmsPos /I positions of several subswarms to
/I coordinate
Generates -
subswarmReconfigMsg /l message to be sent to the leaders of

/I multiple subswarms to reconfigure

Responsibilities:

Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the configuration and plans of several subswarms to achieve
system-wide goals.

Safety -
Avoiding collisions by maintaining and coordinating spacecraft positions and
movements of several subswarm’s spacecraft.

Partial-Swarm Knowledge Variation Point Schema forthe Leader Knowledge Role
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Role Schema: LeaderKnowledgel evel Schema ID: LKL-Full

Variation Point: Full

Inherits: LKL-Partial

Parameters of Variation: P15=True; P16=True; P17=True; P18=Full-Swarm;
P19=True

Requirements: V_L10, V_L12, V_L13,V 14, V_L15,V _L16,V _L17

Description:
Provides the functionality of a leader spacecraft to manage and coordinate the
entire swarms

Activities and Protocols:

CoordinateReconfigs, CoordinateSwarm, ManageSwarm OverseeSwarmDataFlow,
PerformSwarmReconfig, AcceptSwarmChangeVelocityBid, ComSwarmsReconfig,
MoveNewPositionCom, RegPartSwarmVelocityBids,
SendSwarmVelocityBidConfirm

Permissions:
Reads -
subswarmsPos /I positions of several subswarms to
/I coordinate
subswarmsLeaders /I vector of the leader spacecraft in charge
/I of different subswarms
supplied subswarmGoals /I current scientific goals of all the
/I subswarms
Changes -
subswarmsPos /I positions of all subswarms to coordinate
Generates -
swarmNotifyMsg /I message to be sent to all messengers of
// the swarm
swarmReconfigMsg /I message to be sent to the leaders of

/ all subswarms to reconfigure

Responsibilities:

Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the configuration and plans of the swarm to achieve system-
wide goals.

Safety -
Avoiding collisions by maintaining and coordinating spacecraft positions and
movements of all spacecraft in the swarm.

Full-Swarm Knowledge Variation Point Schema for theLeader Knowledge Role
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Role Variation Points Schema: Worker Schemata ID: W

Parameters of Variation: P26, P28, P30, P31, P32, P33, P34, P35, P36, P37, P38, P39,
P40, P41, P42, P43, P44, PA5, P46, PA7, PAS

Description:
This role and its variation points comprise the specialized functionality for the worker
spacecraft of the swarm and each of the specialized instrumentations of the worker

spacecraft.
Variation Points:

Core: The core elements of a worker spacecraft to be able to explore the
asteroid belt and pursue and satisfy scientific exploration goals. [W-
Core]

Imager: The functionality required of those worker spacecraft equipped with a
visible imager to pursue and satisfy scientific exploration goals
specific to its specialized onboard equipment. [W-Imager]

NIRSpec: The functionality required of those worker spacecraft equipped with a
near-infrared spectrometer to pursue and satisfy scientific exploration
goals specific to its specialized onboard equipment. [W-NIRSpec]

XRaySpec: The functionality required of those worker spacecraft equipped with
an X-ray spectrometer to pursue and satisfy scientific exploration
goals specific to its specialized onboard equipment. [W- XRaySpec]

GRaySpec: The functionality required of those worker spacecraft equipped with a

Gamma-ray spectrometer to pursue and satisfy scientific exploration
goals specific to its specialized onboard equipment. [W-GRaySpec]

NeuSpec: The functionality required of those worker spacecraft equipped with a
Neutron spectrometer to pursue and satisfy scientific exploration
goals specific to its specialized onboard equipment. [W-NeuSpec]

Altimeter: The functionality required of those worker spacecraft equipped with
an altimeter to pursue and satisfy scientific exploration goals specific
to its specialized onboard equipment. [W-Altimeter]

Magneto: The functionality required of those worker spacecraft equipped with a
radio science/magnetometer to pursue and satisfy scientific
exploration goals specific to its specialized onboard equipment. [W-
Magneto]

Radiometer: The functionality required of those worker spacecraft equipped with a
radio sounder/infrared radiometer to pursue and satisfy scientific
exploration goals specific to its specialized onboard equipment. [W-
Radiometer]

NMSpec: The functionality required of those worker spacecraft equipped with a
netural mass spectrometer to pursue and satisfy scientific exploration
goals specific to its specialized onboard equipment. [W-NMSpec]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time.

Worker Role Variation Point Schema
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Role Schema: Worker

Schema ID: W-Core

Variation Point: Core

Inherits: None

Parameters of Variation:

N/A

Requirements: V_.W2,V W3,V W4,

Description:

Provides the worker spacecraft with the functionality to be able to explore the
asteroid belt and pursue and satisfy scientific exploration goals.

Activities and Protocols:

ChecksStatus, CollectPrelimAsteroidData, EvaluateOpportunity,

EvaluateScienceGoals, AcceptAsteroidData, SendArchiveData, SendAsteroidData,
SendPrelimAsteroidData

Permissions:
Reads -
asteroidID

asteriodData
currentGoal

workerSpacecraft
likeWorkerSpacecraft

systemStatus

riskForSystemFactor

position

velocitylncrement
curScienceGoalFactor
subswarmVector

Changes -
asteriodData
asteroidID

currentGoal
systemStatus
Generates -

asteriodDataMsg

prelimAsteriodDataMsg

prelimAsteroidData
scienceGoalsEval

/I identification of the current asteroid

/I under exploration

/I current collected data of an asteroid
Il current goal of the spacecraft

/I vector of the workers in the subswarm
/I vector of the worker spacecraft in the
/I subswarm with the same specialized
/I instrumentation

/Il current status of the spacecraft

Il current risk to spacecraft

/I current spacecraft position

/I current spacecraft velocity increment
/I current spacecraft scientific goal factor
/I vector of nearby spacecraft

/I collected data of an asteroid

/I identification of the current asteroid
/I under exploration

/I current goal of the spacecraft

/Il current status of the spacecraft

/l message to be sent containing the

/I current collected data of an asteroid

/I message to be sent to a leader contain-
/l ing preliminary data of an asteroid

/I collected preliminary data of an asteroid
/I spacecraft’s evaluation of its current

/I science goals and the advantage of the
/I opportunity to explore an asteroid for

/ preliminary data

Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
optimize the scientific exploration of the swarm by taking advantage of
opportunities for scientific exploration when they are presented.

Safety -
None.

Core Variation Point Schema for the Worker Role
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Schema ID: W-Imager

Variation Point:

Imager

Inherits: W-Core

Parameters of Variation:

P30=Narrow-Scope OR Wide-Scope; P31=True; P32=True;

P33=True; P34=True; P35=True

Requirements: V_W6,V W7,V W8,V W9,V W10,V _W11

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
visible imager to pursue and satisfy scientific exploration goals.

Activities and Protocols:
CalculateAsteroidLocation, CheckMemoryStatus, Construct3DModel,
DetectAsteroid, GatherlmagingData, GatherModelData, GatherPhotogeologyData,
GenerateRoughModel, PerformPhotogeolgy, TakeAsteroidimages,
Accept3DModel, CollaborateOn3DModel, Send3DModel, SendAsteroidLocation,

SendAsteroidimages, SendPhotogeologyData, SendRoughModel

Permissions:

Reads -

altimeterSpecSpacecraft
imagerSpacecraft
magnetoSpacecraft
memoryStatus

workerSpacecraft
supplied asteroid3DModel

Changes -

asteroid3DModel

memoryStatus

Generates -

asteroid3DModel

asteroidData
asteroidimages
asteroidLocation
asteroidRoughModel

photogeologyData

/I vector of other nearby worker spacecraft
/I equipped with an altimeter

/I vector of other nearby worker spacecraft
/I equipped with a visible imager

[/l vector of other nearby worker spacecraft
/I equipped with a visible imager

/I status of the spacecraft's memory to

/I ensure sufficient space for data

/I vector of other nearby worker spacecraft
/I 3D model of an asteroid based on the

/I collected data

/I 3D model of an asteroid based on the
/I collected data

/I status of the spacecraft's memory to
/I ensure sufficient space for data

/I 3D model of an asteroid based on the

/I collected data

/l asteroid data collected

/I vector of images taken of an asteroid

/I derived location of an asteroid

/I a rough model of the asteroid to send to
/I other asteroid for navigation purposes
/I photogeology data generated by the

Il spacecraft of an asteroid

Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to

ensuring the satisfaction of science goals pertaining to the visible imager

Safety -

onboard instrumentation.

Accuracy of the asteroid model to be sent to other spacecraft to prevent

spacecraft-asteroid collisions.

Visible Imager Variation Point Schema for the Worke Role
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Role Schema: Worker Schema ID: W-NIRSpec

Variation Point: NIRSpec

Inherits: W-Core

Parameters of Variation: P36=True

Requirements: V_W12

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
near-infrared spectrometer to pursue and satisfy scientific exploration goals related
to detecting an asteroids mineral abundance mapping.

Activities and Protocols:
CalculateAbundanceMapping, DetectMineralAbudance, PerformNISpectrometry,
SendAbundanceMapping

Permissions:
Reads -
asteroidID /I identification of the current asteroid
/I under exploration
niSpecSpacecraft /I vector of other nearby worker spacecraft
/I equipped with a near-infrared
/I spectrometer
workerSpacecraft /I vector of other nearby worker spacecraft
Changes -
asteroidData /I data collected by the spacecraft of an
/I asteroid
Generates -
asteroidMinAbundanceMap /I calculated mineral abundance mapping

/I of an asteroid

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the near-infrared
spectrometer onboard instrumentation.
Safety -
None.

Near-Infrared Spectrometer Variation Point Schema or the Worker Role
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Role Schema: Worker Schema ID: W-XRaySpec

Variation Point: XRaySpec

Inherits: W_Core

Parameters of Variation: P37=True

Requirements: V_W13

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
X-ray spectrometer to pursue and satisfy scientific exploration goals related to
detecting an asteroid’s major element abundance mapping.

Activities and Protocols:
CalculateMajorEleMapping, CheckDetectedElements, DetectMajorEleAbudance,
PerformXraySpectrometry, SendMajorEleMapping

Permissions:
Reads -
asteroidID /l identification of the current asteroid
/I under exploration
majorElementList /I list of the characterization of the major
/I elements to detect
xraySpecSpacecraft /I vector of other nearby worker spacecraft
/I equipped with an x-ray spectrometer
workerSpacecraft /I vector of other nearby worker spacecraft
Changes -
asteroidData /I data collected by the spacecraft of an
/I asteroid
Generates -
asteroidMajorEleMap /Il calculated major element abundance

/l mapping of an asteroid

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the X-ray
spectrometer onboard instrumentation.
Safety -
None.

X-Ray Spectrometer Variation Point Schema for the Vérker Role
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Role Schema: Worker Schema ID: W-GRaySpec

Variation Point: GRaySpec

Inherits: W-Core

Parameters of Variation: P38=True

Requirements: V_W14

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
Gamma-ray spectrometer to pursue and satisfy scientific exploration goals related
to detecting an asteroid’s heavy element abundance mapping.

Activities and Protocols:
CalculateHeavyEleMapping, CheckDetectedElements, DetectHeavyEleAbudance,
PerformGammaRaySpectrometry, SendHeavyEleMapping

Permissions:
Reads -
asteroidID /I identification of the current asteroid
/I under exploration
heavyElementList /I list of the characterization of the heavy
/I elements to detect
gammaRaySpecSpacecraft /I vector of other nearby worker spacecraft
/I equipped with an Gamma-ray
/I spectrometer
workerSpacecraft /I vector of other nearby worker spacecraft
Changes -
asteroidData /I data collected by the spacecraft of an
/I asteroid
Generates -
asteroidMajorEleMap /I calculated heavy element abundance

/l mapping of an asteroid

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the Gamma-ray
spectrometer onboard instrumentation.
Safety -
None.

Gamma-Ray Spectrometer Variation Point Schema forite Worker Role
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Role Schema: Worker Schema ID: W-NeuSpec

Variation Point: NeuSpec

Inherits: W-Core

Parameters of Variation: P39=True

Requirements: V_W15

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
Neutron spectrometer to pursue and satisfy scientific exploration goals related to
detecting an asteroid’s volatile abundance mapping.

Activities and Protocols:
CalculateVolatileEleMapping, CheckDetectedElements,
DetectVolatileEleAbudance, PerformNeturonSpectrometry, SendNetronEleMapping |

Permissions:

Reads -
asteroidID /I identification of the current asteroid
/I under exploration
volatileElementList /I list of the characterization of the volatile
/I elements to detect
neutronSpecSpacecraft /I vector of other nearby worker spacecraft
/I equipped with an Neutron
/I spectrometer
workerSpacecraft /I vector of other nearby worker spacecraft
Changes -
asteroidData /I data collected by the spacecraft of an
/I asteroid
Generates -
volatileEleMap /I calculated volatile element abundance

/l mapping of an asteroid

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the Neutron
spectrometer onboard instrumentation.
Safety -
None.

Neutron Spectrometer Variation Point Schema for theNorker Role
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Role Schema: Worker Schema ID: W-Altimeter

Variation Point: Altimeter

Inherits: W-Core

Parameters of Variation: P40=True; P41=True; P42=True; P43=True;

Requirements: V_W16,V W17,V _W18,V_W19

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
altimeter to pursue and satisfy scientific exploration goals related to detecting an
asteroid’s topographic and geomorphic characteristics.

Activities and Protocols:
CalculateAsteroidShape, CalculateAsteroidTopography, Construct3DModel,
DetectAsteroidShape, GatherGeomorphData, GatherModelData,
GatherTopographyData, Accept3DModel, CollaborateOn3DModel, Send3DModel,
SendAsteroidShapeData, SendAsteroidTopograpy

Permissions:
Reads -
asteroidID /I identification of the current asteroid
/I under exploration
altimeterSpecSpacecraft /I vector of other nearby worker spacecraft
/I equipped with an altimeter spectrometer
imagerSpacecraft /I vector of other nearby worker spacecraft
/I equipped with a visible imager
workerSpacecraft /I vector of other nearby worker spacecraft
supplied asteroid3DModel /I 3D model of an asteroid based on the
/I collected data
Changes -
asteroid3DModel /I 3D model of an asteroid based on the
/I collected data
asteroidData /I data collected by the spacecraft of an
/Il asteroid
asteroidShapeData /I calculated shape data of an asteroid
Generates -
asteroid3DModel /I 3D model of an asteroid based on the
/I collected data
asteroidShapeData /I calculated shape data of an asteroid
asteroidTopographyData /I calculated topography data of an
/Il asteroid
asteroidGeomorphData /I calculated geomorphology data of an
/[ asteroid

Responsibilities:

Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the altimeter onboard
instrumentation.

Safety -
Accuracy of the asteroid model to be sent to other spacecraft to prevent
spacecraft-asteroid collisions.

Altimeter Variation Point Schema for the Worker Role
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Role Schema: Worker Schema ID: W-Magneto

Variation Point: Magneto

Inherits: W-Core

Parameters of Variation: P44=True; P45=True; P46=True

Requirements: V_W20,V W21,V W22V W23

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
radio science/magnetometer instrumentation to pursue and satisfy scientific
exploration goals related to detecting an asteroid’s gravity and magnetic fields.

Activities and Protocols:
CalculatelnteriorMakeup, DetectGravityField, DetectMagneticField,
GatherModelData, MeasureAsteroidinterior, MeasureGravityField,
MeasureMagneticField, CollaborateOn3DModel, Send3DModel,
SendGravityFieldData, SendMagneticFieldData

Permissions:
Reads -
asteroidID /I identification of the current asteroid
/I under exploration
magnetoSpacecraft /I vector of other nearby worker spacecraft
/I equipped with a radio
/I science/magnetometer
altimeterSpecSpacecraft /I vector of other nearby worker spacecraft
/I equipped with an altimeter spectrometer
imagerSpacecraft /I vector of other nearby worker spacecraft
/I equipped with a visible imager
workerSpacecraft /I vector of other nearby worker spacecraft
supplied asteroid3DModel /I 3D model of an asteroid based on the
/I collected data
Changes -
asteroidData /I data collected by the spacecraft of an
/I asteroid
asteroid3DModel /I 3D model of an asteroid based on the
/I collected data
Generates -
asteroid3DModel /I 3D model of an asteroid based on the
/I collected data
asteroidGravityFieldData /I calculated gravity field data of an
/I asteroid
asteroidMagneticFieldData /I calculated magnetic field data of an
/[ asteroid

Responsibilities:

Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the radio
science/magnetometer onboard instrumentation.

Safety -
Accuracy of the asteroid model to be sent to other spacecraft to prevent
spacecraft-asteroid collisions.

Radio Science/Magnetometer Variation Point Schemaf the Worker Role

www.manaraa.com



280

Role Schema: Worker Schema ID: W-Radiometer

Variation Point: Radiometer

Inherits: W-Core

Parameters of Variation: P47=True

Requirements: V_W24

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
radio sounder/infrared radiometer instrumentation to pursue and satisfy scientific
exploration goals related to detecting an asteroid’s Regolith characterization.

Activities and Protocols:
CalculateRegolithChar, GatherRegolithData, MeasureAsteroidRegolith,
SendRegolithData

Permissions:
Reads -
asteroidID /I identification of the current asteroid
/I under exploration
radiometerSpacecraft /I vector of other nearby worker spacecraft
/I equipped with a radio sounder/infrared
/I radiometer
workerSpacecraft /I vector of other nearby worker spacecraft
Changes -
asteroidData /I data collected by the spacecraft of an
/I asteroid
Generates -
asteroidRegolithData /I the gathered Regolith characterization of

/I the asteroid’s surfuce

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the radio/sounder
infrared radiometer onboard instrumentation.
Safety -
None.

Radio Sounder/Infrared Radiometer Variation Point Schema for the Worker Role
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Role Schema: Worker Schema ID: W-NMSpec

Variation Point: NmSpec

Inherits: W-Core

Parameters of Variation: P48=True

Requirements: V_W25

Description:
Provides the worker spacecraft with the functionality to be able to utilize its onboard
neutral mass spectrometer to pursue and satisfy scientific exploration goals related
to detecting an asteroid’s volatile characterization.

Activities and Protocols:
CalculateVolatileCharacterization, CheckDetectedElements,
DetectVolatileEleAbudance, PerformNeutralMassSpectrometry,
SendVolatileCharacterization

Permissions:
Reads -
asteroidID /I identification of the current asteroid
/I under exploration
volatileElementList /I list of the characterization of the volatile
/I elements to detect
neutronSpecSpacecraft /I vector of other nearby worker spacecraft
/I equipped with an Neutron
/I spectrometer
workerSpacecraft /I vector of other nearby worker spacecraft
Changes -
asteroidData /I data collected by the spacecraft of an
/I asteroid
Generates -
volatileCharacterization /I calculated volatile characterization of an
/I asteroid
volatileEleMap /I calculated volatile element abundance

/l mapping of an asteroid

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the neutral mass
spectrometer onboard instrumentation.
Safety -

None.

Neutral Mass Spectrometer Variation Point Schema fothe Worker Role
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Role Variation Points Schema: WorkerCooperationLevel Schemata ID: WCL
Parameters of Variation: P29
Description:

Provides the worker spacecraft with the functionality to be able to either work within
the context of a subswarm to collect data on a targeted asteroid or the ability to work
as in individual to gather scientific data on an asteroid without the need to collaborate
with other worker spacecraft.

Variation Points:
WorkIinTeam: The functionality of a worker spacecraft to work within the context
of a subswarm to form virtual instruments to achieve scientific
goals. [WCL-Team]

WorkSolo: The functionality of a worker spacecraft to work as an individual to
achieve scientific goals. Particularly used to gather preliminary data
on an asteroid so that a leader spacecraft can then decide whether
an asteroid is interesting enough to send an entire subswarm to
explore it in detail. [WCL-Solo]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time.

Worker Cooperation Level Role Variation Point Schena
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Role Schema: WorkerCooperationLevel

Schema ID: WIS-Team

Variation Point: WorkIinTeam

Inherits: W-Core

Parameters of Variation: P29=False

Requirements: V_W5

Description:

Provides the functionality of a worker spacecraft to work within the context of a
subswarm to form virtual instruments to achieve scientific goals

Activities and Protocols:

DecideNewGoal, CheckGoalStatus, MoveToJoinSubswarm, AcceptJoinSubswarm,
NotifySubswarmLeader, RejectJoinSubswarm, RequestNewGoal

Permissions:

Reads -
asteroidID

asteriodData
currentGoal
workerSpacecraft

messengerSpacecraft

position
velocitylncrement
likeWorkerSpacecraft

subswarmID
systemStatus
Changes -
asteriodData
asteroidID

currentGoal

systemStatus
Generates -

scienceGoalsEval

/l identification of the current asteroid
/I under exploration

/I current collected data of an asteroid
Il current goal of the spacecraft

I/l vector of the worker spacecraft in the
/I subswarm

/I vector of the worker spacecraft in the
/I subswarm

/I current spacecraft position

/I current spacecraft velocity increment
I/l vector of the worker spacecraft in the
/I subswarm with the same specialized
/I instrumentation

/I identification of the subswarm it belongs
/I current status of the spacecraft

/I collected data of an asteroid

/I identification of the current asteroid
/I under exploration

/I current goal of the spacecraft

/Il current status of the spacecraft

/I spacecraft’'s evaluation of its current

/I science goals and the advantage of the
/I opportunity to explore an asteroid for

/[ preliminary data

Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
achieve the scientific goals of the subswarm.

Safety -
None.

Work in a Subswarm Variation Point Schema for the Worker Cooperation Level

Role
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Role Schema: WorkerCooperationLevel Schema ID: WIS-Solo

Variation Point:  WorkSolo

Inherits: W-Core

Parameters of Variation: P29=True

Requirements: V_W5

Description:
Provides the functionality of a worker spacecraft to work as an individual to achieve
scientific goals. Particularly used to gather preliminary data on an asteroid so that a
leader spacecraft can then decide whether an asteroid is interesting enough to
send an entire subswarm to explore it in detail.

Activities and Protocols:
DecideNewGoal, EvaluateCurrentAsteroid, MoveToNewAsteroid,
SendPrelimAsteroidData

Permissions:
Reads -
asteroidID /l identification of the current asteroid
/I under exploration
asteriodData /I current collected data of an asteroid
currentGoal Il current goal of the spacecraft
messengerSpacecraft /I vector of the worker spacecraft in the
/I subswarm
messengerSpacecraft /I vector of the leader spacecraft in the
/I subswarm
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
likeWorkerSpacecraft I/l vector of the worker spacecraft in the
/I subswarm with the same specialized
/I instrumentation
subswarmID [/l identification of the subswarm it belongs
systemStatus /I current status of the spacecraft
Changes -
prelimAsteroidData /I collected preliminary data of an asteroid
asteriodData / current collected data of an asteroid
currentGoal Il current goal of the spacecraft
Generates -
prelimAsteriodDataMsg /I message to be sent to a leader
/I containing preliminary data of an
/I asteroid
prelimAsteroidData /I collected preliminary data of an asteroid

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
achieve its own scientific goals and communicate the findings to a leader
spacecraft.
Safety -
None.

Work Individually Variation Point Schema for the Worker Cooperation Level Role
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Role Variation Points Schema: WorkerlmagerScope Schemata ID: WIS

Parameters of Variation: P30

Description:
Provides the messenger spacecraft with the functionality to be able to facilitate the
communication network of the subswarm and the ability to travel to a destination
point so that the spacecraft can relay the discovered information back to mission
control.

Variation Points:

Wide-Scope: The functionality of a worker spacecraft with a visible imager to
operate its wide-scope visible imager onboard instrumentation.
[WIS-Wide]

Narrow-Scope: ~ The functionality of a worker spacecraft with a visible imager to
operate its narrow-scope visible imager onboard instrumentation.
[WIS-Narrow]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time.

Worker Visible Imager Scope Role Variation Point Shema
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Role Schema: WorkerlmagerScope Schema ID: WIS-Wide

Variation Point: Wide-Scope

Inherits: W-Imager

Parameters of Variation: P30=Wide-Scope

Requirements: V_W6

Description:
Provides a worker spacecraft with a visible imager to operate its wide-scope visible
imager onboard instrumentation to perform scientific exploration and satisfy its
scientific goals.

Activities and Protocols:
AnalyzeWidelmage, ChecklmagerScope, FocusWidelmager,
IdentifyTargetAsteroids, TakeWideScopelmage, WidelmagerScopeShutdown,
NotifyWidelmagerFailure, SendWidelmagerTolLeader

Permissions:
Reads -
imagerSpacecraft /I vector of all other imager worker
/I spacecraft in the subswarm
imagerStatus /I current status of the wide-scoped
/I imager
widelmagerSpacecraft [/l vector of all other wide-scoped imager
/I worker spacecraft in the subswarm
widelmagerFocusVal [/l value of the focus of the imager
Changes -
asteroidData /I collected and derived data of an asteroid
imagerStatus /Il current status of the wide-scoped
/I imager
widelmagerFocusVal /I value of the focus of the imager
Generates -
asteroidimageData /I data generated from the analysis of an
/I image taken with a wide-scoped visible
/l imager
widelmagerFailureMsg /I message to be sent to other wide-

/I scoped imager worker spacecraft
/l notifying of a hardware failure

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the visible imager
onboard instrumentation.
Safety -
None.

Wide-Scope Imager Variation Point Schema for the Widker Visible Imager Role
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Role Schema: WorkerimagerScope Schema ID: WIS-Narrow

Variation Point: Narrow-Scope

Inherits: W-Imager

Parameters of Variation: P30=Narrow-Scope

Requirements: V_W6

Description:
Provides a worker spacecraft with a visible imager to operate its narrow-scope
visible imager onboard instrumentation to perform scientific exploration and satisfy
its scientific goals.

Activities and Protocols:
AnalyzeNarrowlmage, ChecklmagerScope, FocusNarrowlmager,
GetAsteroidDetailsFromimage, NarrowlmagerScopeShutdown,
TakeNarrowScopelmage, NotifyNarrowlmagerFailure

Permissions:
Reads -
imagerSpacecraft [/l vector of all other imager worker
/I spacecraft in the subswarm
imagerStatus /I current status of the narrow-scoped
/I imager
narrowlmagerSpacecraft /I vector of all other narrow-scoped imager
/I worker spacecraft in the subswarm
widelmagerFocusVal /I value of the focus of the imager
Changes -
asteroidData /I collected and derived data of an asteroid
imagerStatus /I current status of the narrow-scoped
/I imager
narrowlmagerFocusVal /I value of the focus of the imager
Generates -
asteroidimageData /[ data generated from the analysis of an

/I image taken with a narrow-scoped

[ visible imager
narrowlmagerFailureMsg /l message to be sent to other narrow-

/I scoped imager worker spacecraft

/I notifying of a hardware failure

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensuring the satisfaction of science goals pertaining to the visible imager
onboard instrumentation.
Safety -

None.

Narrow-Scope Imager Variation Point Schema for theNorker Visible Imager Role
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Role Variation Points Schema: Messenger Schemata ID: M
Parameters of Variation: P20, P21, P22, P23, P24, P25
Description:

Provides the messenger spacecraft with the functionality to be able to facilitate the
communication network of the subswarm and the ability to travel to a destination point
so that the spacecraft can relay the discovered information back to mission control.

Variation Points:

Core: The core elements of a messenger spacecraft to be able to facilitate
the communication network of the swarm. [M-Core]

LagrangeTravel: The functionality of a messenger spacecraft to additionally be able
to travel to a Lagrange point and communicate the results of
asteroid exploration to mission control and other spacecraft. [M-
LagrangeTravel]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time.

Messenger Role Variation Points Schema
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Role Schema: Messenger Schema ID: M-Core

Variation Point: Core

Inherits: None

Parameters of Variation: P20=True; P22=dc; P23=True; P25=True

Requirements: V_M1,V _M3,V_M4,V M5,V M7,V_M8

Description:
Provides the spacecraft with the functionality to facilitate the communication
network of the subswarm by relaying and coordinating the messages and data
discovered through scientific exploration.

Activities and Protocols:
ArchiveData, CheckMemoryStatus, MaintainSpacecraftPosData,
AcceptArchiveData, AcceptAsteroidModel, AcceptLeaderMsg,
AcceptMessengerMsg, AcceptWorkerMsg, CoordinateMessageslLeader,
CoordinateMessageWorker, RelayAsteroidModel, RelayMessageTolLeader,
RelayMessageToWorker,

Permissions:
Reads -
leaderSpacecraft /I vector of the leaders in the subswarm
messengerSpacecraft /I vector of the workers in the subswarm
memoryStatus /Il current status (i.e., functioning or mal-
/I functioning) of the spacecraft's memory
/I system
systemStatus /Il current status of the spacecraft
spacecraftOrbitData /I vector of the orbital insertion data of all
/I subswarm spacecraft
spacecraftTrajectoryData /I vector of the trajectory data of all
/I subswarm spacecraft
workerSpacecraft /I vector of the workers in the subswarm
supplied fromSpacecraftiD /I spacecraft identification number that
/I sent a message to be relayed
supplied toSpacecraftID /I spacecraft identification number that
/l'is to received a relayed message
supplied messageRec /I the message received to be relayed
Changes -
messageRec /I the message received to be relayed
messageHistory /I history log of the messages sent
memoryStatus /l current status (i.e., functioning or mal-
/l functioning) of the spacecraft's memory
spacecraftOrbitData /I vector of the orbital insertion data of all
/I subswarm spacecraft
spacecraftTrajectoryData /I vector of the trajectory data of all
/I subswarm spacecraft
Generates -
messageHistory /[ history log of the messages sent
Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
ensure the timely delivery of message throughout the subswarm.

Safety -
Ensure the accuracy of spacecraft orbital and trajectory insertion data to
prevent spacecraft collisions.

Core Variation Point Schema for the Messenger Role
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Role Schema: Messenger Schema ID: M-LagrangeTravel

Variation Point: Lagrange-Travel

Inherits: M-Core

Parameters of Variation: P21=True; P24=True

Requirements: V_M2,V_M6

Description:
Provides the spacecraft with the ability to travel to the Lagrange point and
communicate and with mission control in order to relay the data collected from
scientific exploration.

Activities and Protocols:

CheckSystemStatus, GetArchiveData, PrepareCommToMisControl,
TravelTolLagrange, AcceptMisConotrolConfirm, SendDataToMisControl

Permissions:

Reads -
systemStatus /Il current status of the spacecraft
riskForSystemFactor Il current risk to spacecraft to see if recent

/ solar storm

lagrangePointLocation /I position of the Lagrange point to travel to
solarSailStatus /I current status of the solar sail

Changes -
systemStatus /I status of the spacecraft
solarSailStatus /I status of the solar sail

Generates -
asteroidDataMsg /I message to send to mission control

/l containing the asteroid data collected

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensure the successful delivery of data to mission control.
Safety -

None.

Lagrange Traveler Variation Point Schema for the Massenger Role
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Role Variation Points Schema: SelfHealer Schemata ID: SH
Parameters of Variation: P2, P3
Description:

At the swarm-level, the collection of these roles within all the spacecraft aid in
autonomously maintaining the system’s scientific operations while enduring solar
storms, spacecraft collisions, etc. At the spacecraft-level, detecting subsystem
malfunctions and failures and autonomously reconfigure itself or requesting help to
heal its damaged components.
Variation Points:
Core: The spacecraft does not have the ability to alter its role (i.e.,
- worker, leader or messenger) and only has the core functionality in
regards to its self-healing ability. [SH-Core]

UpTolLeader: The spacecraft has the ability to change from its current role,
either worker or messenger, to that of a leader as a mechanism for
swarm-level self-healing in the case that the swarm or subswarm
needs to replace a lost or failing leader. [SSW-UpTolLeader]

UpToMessenger: The spacecraft has the ability to change from its current role,
either worker or leader, to that of a messenger as a mechanism for
swarm-level self-healing in the case that the swarm or subswarm
needs to replace a lost or failing messenger. [SSW-
UpToMessenger]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time,
however, the spacecraft may switch is operating variation point (e.g., the UpToLeader
variation point) may be enacted at runtime. All spacecraft shall have the Basic
variation point as a commonality.

Self-Healer Role Variation Point Schema
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Role Schema: SelfHealer Schema ID: SH-Core

Variation Point: Core

Inherits: None

Parameters of Variation: P2=False; P3=False

Requirements: C_G1, C_G2, C_SH1, C_SH2, C_SH3, C_SH4, C_SH5

Description:
Provides the spacecraft with the functionality to detect system damage and
malfunctions and reconfigure itself so that it can continue pursuing its goals.

Activities and Protocols:
CheckMemoryStatus, CheckMemConfiguration, ReconfigMemory, RepairMemory,
AcceptNewMemory, AcceptKillCommand, ReceiveNewMemoryReq,
ReguestNewMemory, SendNewMemory

Permissions:
Reads -
spacecraftlD /I spacecraft ID to send to other spacecraft
/I when requesting clean memory
memoryStatus /I current status (i.e., functioning or mal-
I/l functioning) of the spacecraft's memory
/I system
systemStatus /I current status of the spacecraft
riskForSystemFactor Il current risk to spacecraft to see if recent
/l solar storm
Changes -
memoryCorrupted // Boolean value indicating if the spacecraft
/l believes its memory is corrupted
Generates -
memoryStatusReport /I report containing information related to
/I the spacecraft's current memory status
memoryCorruptedMsg /l message indicating to other spacecraft

/ that its memory is damaged and needs
/I to reconfigure

Responsibilities:

Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
ensure that undamaged system memory is being used during scientific
exploration.

Safety -
Preventing the spacecraft from using corrupted/damaged system memory
and sending corrupted data to other spacecraft.

Core Variation Point Schema for the Self-Healer Rd
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Role Schema: SelfHealer Schema ID: SH-UpTolLeader

Variation Point: UpTolLeader

Inherits: SH-Core

Parameters of Variation: P2=True

Requirements: C _G1,C _G2,V_SH1

Description:
Provides the spacecraft with the functionalities needed to change itself from its
current role, either a messenger or worker, to the role of a leader. This role change
may be needed if too many leader spacecraft have been lost (e.g., due to collisions
with other spacecraft or asteroids or due to solar storm damage) or are
malfunctioning.

Activities and Protocols:

CheckSystemStatus, EvaluateUpgradeReq, UpgradeTolLeader,
AcceptUpgradeTol eader, ReceiveUpgradeRequest

Permissions:
Reads -
systemStatus /Il current status of the spacecraft
riskForSystemFactor /I current risk to spacecraft
supplied upgradeGoal /I goal provided to address the reason to
/[ upgrade to leader
supplied leadersVector /I vector of other nearby leaders
Changes -
newSystemsStatus /I current status of the spacecraft
riskForSystemFactor Il current risk to spacecraft
systemGoal /I current goal of the spacecraft
Generates -
newSystemGoal /I new goal of the spacecraft
newSystemRole /I new role for the spacecraft
Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
ensure that the current goal is satisfied or can be satisfied prior to upgrading
to a new spacecraft role.

Safety -
Ensure that the subswarm has an adequate number of leader spacecraft.

Promote to Leader Role Variation Point Schema forhe Self-Healer Role
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Role Schema: SelfHealer Schema ID: SH-UpToMessenger

Variation Point: UpToMessenger

Inherits: SH-Core

Parameters of Variation: P3=True

Requirements: C _G1,C G2,V _SH2,V SH3

Description:
Provides the spacecraft with the functionalities needed to change itself from its
current role, either a messenger or worker, to the role of a leader. This role change
may be needed if too many leader spacecraft have been lost (e.g., due to collisions
with other spacecraft or asteroids or due to solar storm damage) or are
malfunctioning.

Activities and Protocols:
CheckSystemStatus, EvaluateUpgradeReq, UpgradeToMessenger,
AcceptUpgradeToMessenger, ReceiveUpgradeRequest

Permissions:
Reads -
systemStatus /Il current status of the spacecraft
riskForSystemFactor Il current risk to spacecraft
supplied upgradeGoal /I goal provided to address the reason to
/[ upgrade to leader
supplied messengersVector /I vector of other nearby messengers
Changes -
newSystemsStatus /I current status of the spacecraft
riskForSystemFactor I current risk to spacecraft
systemGoal Il current goal of the spacecraft
Generates -
newSystemGoal /I new goal of the spacecraft
newSystemRole /I new role for the spacecraft
Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to
ensure that the current goal is satisfied or can be satisfied prior to upgrading
to a new spacecraft role.

Safety -
Ensure that the subswarm has an adequate number of messenger
spacecraft.

Promote to Messenger Role Variation Point Schemaifthe Self-Healer Role
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Role Variation Points Schema: SelfProtector Schemata ID: SP
Parameters of Variation: N/A
Description:

At the swarm-level, the collection of these roles within all the spacecraft aid in
autonomously maintaining the system’s scientific operations while enduring solar
storms, spacecraft collisions, etc. At the spacecraft-level, detecting subsystem
malfunctions and failures and autonomously reconfigure itself or requesting help to
heal its damaged components.

Variation Points:

SolarStorm\Warner: Detects solar storms through monitoring the solar disc and
being able to receive warning messages from mission control
of an impending solar storm. After detecting an impending
solar storm, it measures solar storm risk to determine the best
course of action for the swarm. [SSW]

SolarStormProtector:  Protects the spacecraft from the solar radiation present during
solar storms by using the solar sail as a shield, powering off
systems and/or moving to a better position. [SSP]

CollisionProtector:  Prevents the spacecraft from colliding with other spacecraft in
the swarm and with nearby asteroids. [CP]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time,

Self-Protector Role Variation Point Schema
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Role Variation Points Schema: SolarStormWarner Schemata ID: SSW

Parameters of Variation: P7, P8

Description:
Detects solar storms through monitoring the solar disc and being able to receive
warning messages from mission control of an impending solar storm. After detecting
an impending solar storm, it measures solar storm risk to determine the best course
of action for the swarm.

Variation Points:
Passive: The spacecraft does not have the ability to constantly monitor the
solar disc to watch for solar storms but can warn other spacecraft
after itself receiving a warning message. [SSW-Passive]

Warm-Spare:  The spacecraft has the ability to constantly monitor the solar disc to
watch for solar storms and receive messages from mission control
but is acting in a backup/redundant capacity. [SSW-Warm]

Active: The spacecraft is tasked to constantly monitor the solar disc and
receive warning messages from mission control so that it can warn
other spacecraft of an impending solar storm. [SSW-Active]

Binding Time:
The binding time to decide which variation point(s) a spacecraft has is at design time,
however, the spacecraft may switch is operating variation point (e.g., from Warm-
Spare to Active) at runtime. All spacecraft shall have the Passive variation point as a
commonality. Spacecraft with the Warm-Spare variation point shall also include all
functionality of Passive. Likewise, all spacecraft with the Active variation point shall
have the functionality of the Warm-Spare.

Self-Protector Solar Storm Warner Role Variation Pant Schema
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Role Schema: SolarStormWarner Schema ID: SSW-Passive

Variation Point: Passive

Inherits: SP-Core

Parameters of Variation: P7=Passive; P8=False

Requirements: C_G1,C_SH4, C_SP5,C _SP8,V _SP1,V_SP2

Description:
Receives warnings from other spacecraft about impending solar storms and
calculates the risk factor to itself from solar radiation damage. Notifies other nearby
spacecraft of the impending solar storm.

Activities and Protocols:
CalculateStormRisk, UpgradeToWarm, AcceptUpgrade, AcceptWarnMsg,
RecieveHeartbeat, ReplyHeartBeat, SendSolarStormWarnMsg

Permissions:

Reads -
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
curScienceGoalFactor /I current spacecraft scientific goal factor
subswarmVector /I vector of nearby spacecraft to warn
supplied stormType /I type of storm supplied by warning
supplied stormintensity /I storm intensity supplied by warning
supplied stormVector /I storm vector supplied by warning

Changes -
riskForSystemFactor Il current risk to spacecraft

Generates -
stormRiskValue /I new value of the risk to the spacecraft of

/I the solar storm

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
optimize the ability to satisfy scientific goals while minimizing the risk factor.
Safety -
Prevent other spacecraft from being damaged by notifying others.

Passive Variation Point Schema for the Solar StorriVarner Role
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Role Schema: SolarStormWarner Schema ID: SSW-Warm

Variation Point: Warm-Spare

Inherits: SSW-Passive

Parameters of Variation: P7=Warm-Spare; P8=False

Requirements: V_SP1,V_SP2

Description:
Acts as a redundant backup to those spacecraft that are actively monitoring the
solar disc and warning other spacecraft of impending solar storms that may
damage their onboard equipment. With actively monitoring spacecraft, verifies
measurements and other solar storm measurements.

Activities and Protocols:

CalculateStormDataAccuracy, CompareVerifyStromData, DetectStormData,
DowngradeToPassive, ObserveSolarDisc, UpgradeToActive, AcceptStormData,
AcceptDowngrade, AcceptUpgrade, SendHeartbeat, SendStormData,
VoteStormDataAccuracy

Permissions:

Reads -
supplied prelimStormType /I preliminary type of storm supplied by
/Il active spacecraft to be verified
supplied prelimstormintensity /I preliminary intensity of storm supplied by
/I active spacecraft to be verified
supplied prelimstormVector /I preliminary storm vector supplied by
/I active spacecraft to be verified

Changes -
stormDataAccuracyValue /I current value of the accuracy of the
/I supplied data compared to detected data
stormRiskValue /I current risk value of the storm to the
/I spacecraft
Generates -
detectedStormType I type of storm as detected
detectedStormintensity /I intensity of the storm as detected
detectedStormVector // storm vector as detected
Responsibilities:
Liveness -

If the spacecraft is functioning properly, this role will eventually be able to

maintain heartbeat with other spacecraft monitoring the solar disc.
Safety -

Prevent dissemination of false solar storm warnings.

Warm-Spare Variation Point Schema for the Solar Stam Warner Role
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Role Schema: SolarStormWarner Schema ID: SSW-Active

Variation Point: Active

Inherits: SSW-Passive, SSW-Warm

Parameters of Variation: P7=Active; P8=True

Requirements: C_M9,V_SP1,V_SP2

Description:
Continuously monitors the solar disc for the signs of an impending solar storm
whose solar radiation may damage the swarm’s spacecraft. Upon detecting a solar
storm, it seeks to verify the data and then proceeds to warn the swarm’s spacecraft.
Also able to receive warning messages from mission control of an impending solar
storm.

Activities and Protocols:
CompareMissionControlData, DowngradeToWarm, AcceptDowngrade,
AcceptMissionControlWarn, AcceptStormDataVote, InitiateStormDataVote,
[nitiateStromWarning

Permissions:
Reads -
detectedStormType I type of storm as detected
detectedStormintensity /I intensity of the storm as detected
detectedStormVector /I storm vector as detected
supplied MCStormType I type of storm supplied by mission control
supplied MCStormintensity /I storm intensity supplied by mission
/ control
supplied MCstormVector /I storm vector supplied by mission control
Changes -
stormRiskValue /I new value of the risk to the spacecraft of
/l the solar storm
Generates -
riskForSystemFactor I current risk to spacecraft
stromWarningConfidence /I confidence in the warning provided by
/I mission control
voteConfidence /I confidence in the verification of detected
/I storm data by other spacecraft
warningMessage /I warning message to be sent to other

/] spacecraft

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually be able to
maintain communication connection with mission control.
Safety -
Initiate warnings to spacecraft of an impending solar storm.

Active Variation Point Schema for the Solar Storm Warner Role
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Role Schema: SolarStormProtector Schema ID: SSP

Variation Point: SolarStormProtector

Inherits: None

Parameters of Variation: N/A

Requirements: C_SP5, C_SP6, C_SP7

Description:
Provides the spacecraft with the functionality to autonomously protect itself from the
affects of solar radiation during a solar storm.

Activities and Protocols:
CheckSolarSailStatus, DeploySolarSailAsShield, EvaluateRiskToGoal,
PowerDownSubsystems, PowerUpSubsystems

Permissions:

Reads -
curScienceGoalFactor /I current spacecraft scientific goal factor
position Il current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor I current risk to spacecraft
solarSailStatus /I status of the solar salil
detectedStormType /I type of storm as detected
detectedStormintensity /I intensity of the storm as detected
detectedStormVector /I storm vector as detected
subsystemsList [/l vector list of the spacecraft's subsystems

Changes -
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor Il current risk to spacecraft
systemStatus /I status of the spacecraft
solarSailStatus /I status of the solar salil
subsystemsStatus /I list of the statuses of the spacecraft’s

/I subsystems

Generates -
riskForSystemFactor I current risk to spacecraft
riskToGoalFactor /I calculated value of the current risk factor

/I to the advantage of pursuing scientific
/] exploration

Responsibilities:
Liveness -
If the spacecraft is functioning properly, this role will eventually take the
steps needed to prevent radiation damage from a solar storm.
Safety -
Prevent the solar radiation damage to the spacecraft possible during a solar
storm.

Protect from Solar Storms Role Variation Point Schena for the Self-Protector Role

www.manaraa.com



301

Role Schema: CollisionProtector Schema ID: CP

Variation Point: CollisionProtector

Inherits: None

Parameters of Variation: N/A

Requirements: C_SP1, C_SP2,C SP3,C_SP4,C_SP5

Description:
Provides the spacecraft with the functionality to autonomously protect itself from
colliding with other spacecraft and nearby asteroids.

Activities and Protocols:
Analyze3DModel, DetectNearbySpacecraft, EvaluateRiskToGoal,
MonitorNearbyAsteroids, MonitorNearbySpacecraft, MoveToAvoidCollision,
AcceptAsteroid3DModel, AcceptCurrentPosition, AcceptCurrentTrajectory,
AcceptSpacecraftLocations, NegotiateCollisionAvoidance, PingNearbySpacecraft,
RequestAsteroidPositions, RequestCurrentPosition, RequestCurrentTrajectory,
ReguestSpacecraftlLocations

Permissions:
Reads -
curScienceGoalFactor /I current spacecraft scientific goal factor
position Il current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor Il current risk to spacecraft
supplied asteroid3DModel /l 3D model of an asteroid supplied
supplied asteroidPositions /I positions of nearby asteroids
supplied subswarmVector /I vector of nearby spacecraft positions
supplied spacecraftPos /I current position of a nearby spacecraft
/I supplied by a messenger or leader
supplied spacecraftTraj /Il current trajectory of a nearby spacecraft
/I supplied by a messenger or leader
Changes -
position /I current spacecraft position
velocitylncrement /I current spacecraft velocity increment
riskForSystemFactor Il current risk to spacecraft
Generates -
collisionRiskFactor /I derived risk to spacecraft for an
/I impending collision
riskToGoalFactor /I calculated value of the current risk factor
/I to the advantage of pursuing scientific
/I exploration
nearbyAsteroid /I vector of nearby asteroids that must be
/[ avoided to prevent a collision
nearbySpacecraft /I vector of nearby spacecraft that must be

/[ avoided to prevent a collision

Responsibilities:
Liveness -
None.
Safety -
Prevent the collision with other spacecraft and nearby asteroids.

Protect from Collisions Role Variation Point Schemdor the Self-Protector Role
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APPENDIX E. SOFTWARE FAILURE MODES, EFFECTS AND
CRITICALITY ANALYSIS

This appendix provides the full set of Software |l@ Modes, Effects and
Criticality Analysis (SFMECA) tables for the Prospiag Asteroid Mission (PAM)
multi-agent system product line (MAS-PL) case studgd throughout this dissertation.

The SFMECA tables are derived using the Gaia-Plirements specifications schemas.
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Role Variation Point Event Failure Mode Local Effed(s) System Effect(s) | Criticality
Self-Protector
CollisionProtector Analyze3DModel Halt/Abnormal The position and model of a nearby asterdidThe spacecraft’'s inaccurate

Termination stored in thesteroidPositions mental model of the nearby
nearbyAsteroicdandcollisionRiskFactodata | asteroid could cause it to
vector may be incomplete or partially maneuver itself too close to Major
incorrect. This may affect other events suchthe asteroid causing a
as MonitorNearbyAsteroids and collision.
MoveToAvoidCollision.

Omission The role fails to analyze the 3D moda of | The failure to analyze the 3D
nearby asteroid potentially causing the model provided of a nearby
asteroidPositionsnearbyAsteroidand asteroid(s) may cause the
collisionRiskFactodata to be incomplete of asteroid to incorrectly
incorrect. This may affect other events suchmaneuver itself too close to Critical
as MonitorNearbyAsteroids and an asteroid and cause a
MoveToAvoidCollision. collision.

Incorrect The role incorrectly analyzes the 3D modgl The spacecraft uses an

Logic/Event of a nearby asteroid that may cause the | inaccurate 3D model of a
asteroidPositionsnearbyAsteroidand nearby asteroid that my
collisionRiskFactodata to be incomplete of cause it to maneuver itself Critical
incorrect. This may affect other events suchinto a nearby spacecraft or
as MonitorNearbyAsteroids and asteroid.
MoveToAvoidCollision.

Timing/Order The role fails to analyze the 3D moafeh The spacecraft uses an
nearby asteroid causing the outdated 3D model of a
asteroidPositionsnearbyAsteroidand nearby asteroid(s) and may
collisionRiskFactodata to be outdated. The not be able to react in time tp
riskForSystemFactodata may be inaccurate avoid a collision with an Major

since it was calculated based on outdated
data. This may affect other events such ag
MonitorNearbyAsteroids,
EvaluateRiskToGoal and
MoveToAvoidCollision.

asteroid if the 3D model is
not updated as expected.

SFMECA Event Table for the CollisionProtector Variation Point of the Self-Protector Role
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Role Variation Point Event Failure Mode Local Effed(s) System Effect(s) | Criticality
Self-Protector
CollisionProtector DetectNearby| Halt/Abnormal The role fails to complete its analysis of | The spacecraft does not have a full
Spacecraft Termination detecting nearby spacecraft and may nof knowledge of all nearby spacecraft and
be aware of all nearby spacecraft. Thus,| may unknowingly maneuver itself into
the data stored inskForSystemFactor another spacecraft causing a collision. The
subswarmVectoispacecraftPas spacecraft's ability to negotiate collision Maior
collisionRiskFactoandneabySpacecraft | avoidance with another spacecraft using !
may be inaccurate, corrupted or outdateg.the NegotiateCollision Avoidance protocgl
can not be trusted by other spacecraft since
the spacecraft’s mental model of nearby
spacecraft is not accurate.
Omission The role fails to detect its surroundiog f| The spacecraft has no knowledge of the
nearby spacecraft and may not be aware gfositions of other nearby spacecrafts
all nearby spacecraft. The data stored in| possibly causing the spacecraft to
riskForSystemFactosubswarmVector maneuver too close to another spacecraft
spacecraftPoscollisionRiskFactoand causing a collision. The lack of knowledge
may be inaccurate or outdated and the | of the positions of nearby spacecrafts may
neabySpacecrafnhay be incorrect or also cause the spacecraft’s ability to avold -,
- ) . Critical
outdated. collisions using the Negotiate
CollisionAvoidance protocol is using
incomplete or inaccurate data.
Incorrect The role possible wrongly detects or The spacecraft’s belief of the positions of
Logic/Event miscalculates the positions of nearby other nearby spacecraft is inaccurate and it
spacecraft. The data stored in may collide into nearby spacecratft if
riskForSystemFactosubswarmVector maneuvers itself. The lack of knowledge jof
spacecraftPgzcollisionRiskFactoand the positions of nearby spacecrafts may Critical
may be inaccurate or outdated and the | additionally cause the spacecraft’s ability,
neabySpacecrafnhay be incorrect or to avoid collisions using the Negotiate
outdated. CollisionAvoidance protocol is using
incomplete or inaccurate data.
Timing/Order The detection of nearby spacecrafts is | The spacecraft may believe that the
delayed so that the role may not possibl¢ positions of nearby spacecratft it has stored
have the accurate locations of nearby in subswarmVectoandspacecraftPoss
spacecraft when it is expecting it. Becausecorrect and thus may inadvertently
of this, the data stored in maneuver too close to another spacecratt Maior
riskForSystemFactospacecraftPas and collide into it. The spacecraft may also !

collisionRiskFactorand may be inaccurat
or outdated and theeabySpacecrafhay
be incorrect or outdated without the role

knowing this.

e provide inaccurate information to other

spacecraft using the NegotiateCollision
Avoidance protocol that may result in

further collisions of spacecraft.

SFMECA Event Table for the CollisionProtector Variation Point of the Self-Protector Role
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Role Variation Point Event Failure Mode Local Effed(s) System Effect(s) | Criticality
Self-Protector
CollisionProtector MoveToAvoid Halt/Abnormal Theposition velocitylncremenand The spacecraft will not have
Collision Termination collisionRiskFactordata may be moved to the position expected
temporarily incorrect since the spacecraft by other nearby spacecraft in
did not complete moving to its new the subswarm potentially Mai
" ! - . L ajor
position. This could potentially affect othercausing a collision.
events such as DetectNearby Spacecraft
EvaluateRiskToGoal, and other protocolg
including NegotiateCollisionAvoidance.
Omission The spacecraft fails to move to its new | The spacecraft will not have
assigned position in the subswarm possiblynoved but, rather, maintain its
causing theosition velocitylncremenand | previous position potentially
collisionRiskFactodata to be temporarily| causing a collision. Other
incorrect. This could potentially affect spacecraft in the subswarm may
other events such as DetectNearby expect the spacecraft to have Critical
Spacecraft EvaluateRiskToGoal, and othemoved to a new position which
protocols including may cause a collision due to the
NegotiateCollisionAvoidance. discrepancies between actual
and perceived spacecraft
positions.
Incorrect The spacecraft fails to move to the positiorThe spacecraft moves to a
Logic/Event it is expecting possibly causing its position different that what it
position velocityIncremenand expects. Further, other
collisionRiskFactodata to be different spacecraft nearby will have
than expected. This could potentially affecexpected the spacecraft to be [n Critical
other events such as DetectNearby a different location potentially
Spacecraft EvaluateRiskToGoal, and othercausing a collision.
protocols including
NegotiateCollisionAvoidance.
Timing/Order The spacecraft fails to move to thene | The spacecraft fails to move tq
position until some later, undetermined | the position it indicated to othe|
time potentially causing igosition spacecraft via the
velocitylncremenandcollisionRiskFactor | NegotiateCollisionAvoidance
data to be different than expected. This | protocol at the time expected hy Major

could potentially affect other events such
as DetectNearby Spacecraft
EvaluateRiskToGoal, and other protocolg

the other spacecraft. This may
cause a collision.

including NegotiateCollisionAvoidance.

SFMECA Event Table for the CollisionProtector Variation Point of the Self-Protector Role
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Role Variation Point Data Failure Mode Local Effec(s) | System Effect(s) | Criticality
Self-Protector

CollisionProtector nearbyAsteroids| Incorrect Value The variation point belief of the The spacecraft will use incorrect
positions of nearby asteroids may be| values of the locations of nearby
incorrect. TheiskForSystemFactor asteroids and may unknowningly
andcollisionRiskFactodata may be maneuver too close to an asteroid
incorrect and the Analyze3DModel, | and collide with it. The spacecraft
EvaluateRiskToGoal and may also provide the incorrect
MoveToAvoidCollision events may information to other spacecraft Critical
make wrong decisions or incorrect through the RequestAsteroid
analysis based on the wrong data. ThePositionsprotocol causing other
RequestAsteroidPositiongrotocol spacecraft to potentially collide intp
may provide inaccurate information | an asteroid. The incorrect data may
upon request. also invalidate the scientific data

collected on the asteroids.

Absent Value TheiskForSystemFactoand The spacecraft will have no
collisionRiskFactodata may be information on the location of
incorrect or corrupted since no locatignnearby asteroids and will need to
values for nearby asteroids were request the locations via the
available. The Analyze3DModel, RequestAsteroidPositions
EvaluateRiskToGoal and protocol. May cause a collision Major
MoveToAvoidCollision events may with an asteroid since the locations
make wrong decisions or incorrect are unknown. May corrupt some df
analysis based on the unavailable datathe scientific data collected on the|

asteroids or cause the execution of
the variation point to freeze.

Wrong Timing TheriskForSystemFactoand The spacecraft may have made
collisionRiskFactodata may be maneuvering decisions based on
incorrect or outdated since the locatignoutdated information of the
of nearby asteroid data is old. The location of nearby asteroids. This Major
Analyze3DModel, EvaluateRiskTo may cause a collision with an
Goal and MoveToAvoidCollision asteroid since the locations are
events may result in outdated output.| outdated.

Duplicated Value The Analyze3DModel, The spacecraft will may have had
EvaluateRiskToGoal and to execute the Analyze3DModel,
MoveToAvoidCollision events may bg EvaluateRiskToGoal and
uneedingly exectuted twice since the| MoveToAvoidCollision events Minor

data was updated twice.

twice possibly delaying the
response to request from other
spacecraft.

SFMECA Data Table for the CollisionProtector Variation Point of the Self-Protector Role
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Role Variation Point Data Failure Mode Local Effec(s) | System Effect(s) | Criticality
Self-Protector
CollisionProtector nearbySpacecraft | Incorrect Value TheiskForSystemFactoand The spacecraft will use incorrect
collisionRiskFactordata may be values of the locations of nearby
incorrect or corrupted since no spacecraft and may unknowningly|
location values for other nearby maneuver too close to another
spacecraft are available. The spacecraft and collide with it. The
DetectNearbySpacecraft, spacecraft may also provide the Major
EvaluateRiskToGoal and incorrect information to other
MoveToAvoidCollision events may | spacecraft through the
make wrong decisions or incorrect | RequestSpacecraftLocations
analysis based on the incorrect. protocol causing other spacecraft fo
potentially collide.

Absent Value TheiskForSystemFactoand The spacecraft will have no
collisionRiskFactodata may be information on the location of
missing or corrupted since no nearby spacecraft and will need tq
location values for other nearby request the locations via the
spacecraft are available. The RequestSpacecraftLocations
DetectNearbySpacecraft, protocol. May cause a collision Critical
EvaluateRiskToGoal and with an spacecraft since the
MoveToAvoidCollision events may | locations are unknown.
make wrong decisions or incorrect
analysis based on the unavailable
data.

Wrong Timing TheriskForSystemFactoand The spacecraft may have made
collisionRiskFactordata may be maneuvering decisions based on
incorrect or outdated since the outdated information of the
location of nearby asteroid data is | location of nearby spacecraft. Thig
old. The DetectNearbySpacecraft, | may cause a collision since the Critical
EvaluateRiskToGoal and locations are outdated.
MoveToAvoidCollision events may
make wrong decisions or incorrect
analysis based on the outdated data.

Duplicated Value The EvaluateRiskToGoal and The spacecraft may report to othefs
MoveToAvoidCollision events may | that it is malfunctioning since it Minor

be uneedingly exectuted twice since

the data was updated twice.

received duplicated values.

SFMECA Data Table for the CollisionProtector Variation Point of the Self-Protector Role
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Role Variation Point Data Failure Mode Local Effec(s) System Effect(s) | Criticality
Self-Protector
CollisionProtector position Incorrect Value Theia#ion point uses the incorrect valyeThe spacecraft does not know

of its current position possibly affecting | its actual position and may
the DetectNearbySpacecraft, Evaluate | report a false position to other
RiskToGoal, MonitorNearyby Asteroids | spacecraft via the
and MoveToAvoidCollision events. This | RequestSpacecraftLocations Major
may also cause the variation point to protocol potentially causing a
incorrectly change itaskForSystemFactor collision.
data and generate inaccuretdlision
RiskFactor riskToGoal Factornearby
AsteroidsandnearbySpacecrafiata.

Absent Value The missing or corrupted value of its The spacecraft does not know
current position may affect the its actual position and may
DetectNearbySpacecraft, EvaluateRisk | report a false position to other
ToGoal, MonitorNearybyAsteroids and | spacecraft via the Request
MoveToAvoidCollision events since the | SpacecraftLocationgrotocol
data is unusable. This may also cause the potentially causing a collision. Major
variation point to corrupted its Alternatively, the spacecraft
riskForSystemFactodata and generate uses the missing or corrupted
corruptedcollisionRiskFactor value and may collilde into a
riskToGoalFactoy nearbyAsteroidand nearby spacecraft.
nearbySpacecrafiata.

Wrong Timing The variation point uses the outdated valudhe spacecraft may have made
of its current position possibly affecting | maneuvering decisions based
the DetectNearbySpacecraft, on outdated information of
EvaluateRiskToGoal, position potentially causing a
MonitorNearybyAsteroids and collision.
MoveToAvoidCollision events. This may Major
also cause the variation point to incorrectly
change itsiskForSystem Factodata and
generate outdatembllisionRiskFactor
riskToGoal FactornearbyAsteroidsind
nearbySpacecrafiata.

Duplicated Value The variation point uses the dugté The spacecraft may report to
position information to execute the others that it is malfunctioning
DetectNearbySpacecratft, since it received duplicated Minor

EvaluateRiskToGoal,
MonitorNearybyAsteroids and

values of its current position.

MoveToAvoidCollision events twice.

SFMECA Data Table for the CollisionProtector Variation Point of the Self-Protector Role
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Failure

Role Variation Point Event Mode Local Effect(s) System Effect(s) Criticality
SolarStormWarner
Passive CalculateStorm Halt/Abnormal ThestormRiskValuand the The spacecraft may not take self-
Risk Termination riskForSystemFactodata values | protection measure to guard against the
may be incorrect or outdated solar radition from the impending solar
since the role did not finish storm. Alternatively, the spacecraft may
calculating the risk to the systen take self-protection actions to guard .
- ; . : : Major
of the impending solar storm. again an impending solar storm when the
actual risk to the spacecraft did not
warrant such actions. This may
unnecessarily consume power and/or
increase the risk of collision.
Omission ThestormRiskValuand the The spacecraft may not take self-
riskForSystemFactodata values | protection measure to guard against the
will not have been updated to solar radition from the impending solar Major
reflect the receieved information| storm.
of an impending solar storm.
Incorrect ThestormRiskValuand the The spacecraft may not take self-
Logic/Event riskForSystemFactodata values | protection measure to guard against the
may be incorrect or corrupted solar radition from the impending solar
since method of calculating themp storm. Alternatively, the spacecraft may
using the newly received take self-protection actions to guard Major
information of an impending again an impending solar storm when the
solar storm is incorrect. actual risk to the spacecraft did not
warrant such actions. This may
unnecessarily consume power and/or
increase the risk of collision.
Timing/Order ThestormRiskValuand the The spacecraft may not take self-
riskForSystemFactodata values | protection actions in time to guard
may be outdated since the methpagainst the solar radition from the
of calculating them may not have impending solar storm. Alternatively, the
executed before the impending | spacecraft may take self-protection Major

solar storm arrived.

actions to guard again an impending

solar storm earlier than needed. This may

unnecessarily consume power and/or
increase the risk of collision.

SFMECA Event Table for the Passive Variation Poinbf the SolarStormWarner Role
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Role Variation Point Data Failure Mode Local Effec(s) | System Effect(s) | Criticality
SolarStormWarner
Passive position Incorrect Value The variation pases the The spacecraft may believe that, given|its
incorrect value of its current incorrect position, it is not at risk to an
position possibly affecting the impending solar storm and may not take
CalculateStormRisk events. This | self-protection measure to guard againg
may also cause the variation point the solar radition from the impending Major
to incorrectly change its solar storm. This may cause the
riskForSystemFactoand spacecraft's memory to be corrupted and
stormRiskValuelata. the data and/or the entire spacecraft to|be
lost to the swarm.
Absent Value The variation point does not have &he spacecraft may not know its current
value for its current position risk to an impending solar storm and may
possibly affecting the not take self-protection measure to guard
CalculateStormRisk events. This | against the solar radition from the Maior
may also cause the variation point impending solar storm. This may cause !
to corrupt itsiskForSystemFactor | the spacecraft’s memory to be corrupted
andstormRiskValuelata values. and the data and/or the entire spacecraft
to be lost to the swarm.
Wrong Timing The variation point uses an The spacecraft will have used an
outdated value of its current outdated position to calculate its risk arjd
position possibly affecting the may not take self-protection measure t
CalculateStormRisk events. This | guard against the solar radition from a
may also cause the variation point impending solar storm. This may cause
to incorrectly change or use the spacecraft’s memory to be corrupted
outdated values to calculate its and the data and/or the entire spacecraft Maior
riskForSystemFactoand to be lost to the swarm. Alternatively, the !
stormRiskValuelata. spacecraft may take self-protection
actions to guard again an impending
solar storm when the actual risk to the
spacecraft did not warrant such actions.
This may unnecessarily consume power
and/or increase the risk of collision.
Duplicated Value The variation point may use the | The spacecraft may have unnecessaril
duplicated position information to | consume power or resources to execute Minor

execute the CalculateStormRisk
activity twice.

activities twice.

SFMECA Data Table for the Passive Variation Point 6the SolarStormWarner Role
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Role Variation Point Data Failure Mode Local Effec(s) | System Effect(s) | Criticality
SolarStormWarner

Passive stormintensity]  Incorrect Value The variapoint uses the The spacecraft calculates its risk to the
incorrect value of the impending solar storm incorrectly and may
sotrmintensitydata that it received | not take self-protection measure to guard
from another spacecraft as a part pfagainst the solar radition from the
the AcceptWarnMsgrotocol. This | impending solar storm. This may cause the
may affect the CalculateStormRisk spacecraft’s memory to be corrupted and Critical
activity and can, in turn, incorrectly the data and/or the entire spacecraft to be
change theiskForSystemFactor lost to the swarm. Additionally, the
and thestormRiskValuelata as spacecraft may relay the incorrect data
well as the using_SendSolarStormWarnMggotocol
SendSolarStormWarnMsgrotocol. | to other spacecraft.

Absent Value The variation point receives a The spacecraft calculates its risk to the
missing value theotrmintensity impending solar storm incorrectly and may
data that it received from another | not take self-protection measure to guard
spacecraft as a part of the against the solar radition from the
AcceptWarnMsgprotocol impending solar storm. This may cause the
potentially affecting the spacecraft's memory to be corrupted ang Critical
riskForSystemFactasnd the data and/or the entire spacecraft to be
stormRiskValuelata as well as the| lost to the swarm. Additionally, the
SendSolarStormWarnMsgrotocol. | spacecraft may relay the missing data

using_SendSolarStormWarnMggotocol
to other spacecratft.

Wrong Timing The variation point receives the The spacecraft may not calculate its risk of
sotrmintensitydata from another the impending solar storm in time to take|
spacecraft via the AcceptWarnMsg self-protection measure to guard against
protocol late. This may affect the | the solar radition from the impending solar
calculation of the the storm. This may cause the spacecraft's
CalculateStormRisk activity and | memory to be corrupted and the data Major
can, in turn, may not be able to and/or the entire spacecraft to be lost to the
update theiskForSystemFactor swarm. Additionally, the spacecraft migh
and thestormRiskValuelata in a not relay the missing data using
timely manner. SendSolarStormWarnMsgrotocol to

other spacecraft.

Duplicated Value The variation point receives the | The spacecraft might relay the warning
sotrmintensitydata from another message using SendSolarStormWarnMsg
spacecraft via the AcceptWarnMsg protocol to other spacecraft multiple times.
protocol multiple times possible Minor

causing the variation point to
execute the CalculateStormRisk

activity multiple times.

SFMECA Data Table for the Passive Variation Point 6the SolarStormWarner Role
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Role Variation Point Data Failure Mode Local Effec(s) | System Effect(s) | Criticality
SolarStormWarner

Passive stormVector Incorrect Value The variatiompuses the incorrect | The spacecraft calculates its risk to the|
value of thestormVectordata that it impending solar storm incorrectly and
received from another spacecraft as a may not take self-protection measure t
part of the AcceptWarnMsgrotocol. guard against the solar radition from the
This may affect the impending solar storm. This may causeg
CalculateStormRisk activity and can, | the spacecraft’s memory to be corrupted Critical
in turn, incorrectly change the and the data and/or the entire spacecraft
riskForSystemFactoand the to be lost to the swarm. Additionally, the
stormRiskValuelata as well as the spacecraft may relay the incorrect data
SendSolarStormWarnMsgrotocol. using_SendSolarStormWarnMggotocol

to other spacecraft.

Absent Value The variation point receives a missingThe spacecraft calculates its risk to the
value thestormVectodata that it impending solar storm incorrectly and
received from another spacecraft as a may not take self-protection measure t
part of the AcceptWarnMsgrotocol guard against the solar radition from the
potentially affecting the impending solar storm. This may cause
riskForSystemFactoand the spacecraft’s memory to be corrupted Critical
stormRiskValuelata as well as the and the data and/or the entire spacecraft
SendSolarStormWarnMsgrotocol. to be lost to the swarm. Additionally, the

spacecraft may relay the missing data
using_SendSolarStormWarnMggotocol
to other spacecratft.

Wrong Timing The variation point receives the The spacecraft may not calculate its risk
stormVectodata from another of the impending solar storm in time to
spacecraft via the AcceptWarnMsg | take self-protection measure to guard
protocol late. This may affect the against the solar radition from the
calculation of the the impending solar storm. This may cause
CalculateStormRisk activity and can, | the spacecraft’s memory to be corrupted Major
in turn, may not be able to update thel and the data and/or the entire spacecraft
riskForSystemFactoand the to be lost to the swarm. Additionally, the
stormRiskValuelata in a timely spacecraft might not relay the missing
manner. data using SendSolarStormWarnMsg

protocol to other spacecraft.

Duplicated Value The variation point receives the The spacecraft might relay the warning
stormVectodata from another message using SendSolarStormWarnMsg
spacecraft via the AcceptWarnMsg | protocol to other spacecraft multiple
protocol multiple times possible times. Minor

causing the variation point to execute|
the CalculateStormRisk activity

multiple times.

SFMECA Data Table for the Passive Variation Point 6the SolarStormWarner Role
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Role Variation Point Event Failure Mode Local Effed(s) System Effect(s) | Criticality
SolarStormWarner
Warm-Spare CalculateStom Halt/Abnormal The variation point does not finish executingl The spacecraft fails to vote or votes with
DataAccuracy | Termination the CalculateStormDataAccuracy to determinénaccurate information as to whether it
if its detected data and another spacecraft’'s| agrees with the solar storm information
detected data regarding an impending solar| detected by another spacecraft. This may Criti
: . ritical
storm are accurate. This may affect skerm delay or prevent a warning message to be
DataAccuracy Valuand thestormRiskValue | generated and sent to the swarm warning
data. This may also affect the information sgnbf an impending solar storm which may
in the VoteStormDataAccuragyotocol. result in the loss of spacecraft.
Omission The variation point does not execute the The spacecraft fails to vote or votes with
CalculateStorm DataAccuracy activity to inaccurate information as to whether it
determine if its detected data and another | agrees with the solar storm information
spacecraft's detected data regarding an detected by another spacecraft. This may
impending solar storm are accurate. This maydelay or prevent a warning message to be Critical
affect thestormDataAccuracyValuand the generated and sent to the swarm warning
stormRiskValuelata by rendering them of an impending solar storm which may
incorrect, outdated or corrupted. This may alseesult in the loss of spacecraft.
affect the information sent in the
VoteStormDataAccuracgrotocol.
Incorrect The variation point incorectly executes the | The spacecraft votes with inaccurate
Logic/Event CalculateStorm DataAccuracy activity to information as to whether it agrees with
determine if its detected data and another | the solar storm information detected by
spacecraft's detected data regarding an another spacecraft. This may delay or
impending solar storm are accurate. This mayprevent a warning message to be
affect thestorm DataAccuracyValuand the generated and sent to the swarm warning
stormRisk Valuelata by rendering them of an impending solar storm which may Critical

incorrect. This may also affect the informatig
sent in the VoteStormDataAccuragsotocol.

nresult in the loss of spacecratft.
Alernatively, this may cause the
spacecraft to agree with the information
when it shouldn’t which may cause an
inadvertent warning message to be sent|to
the swarm.

Timing/Order

The variation point the CalculateStorm
DataAccuracy activity to determine if its
detected data and another spacecraft’s dete
data regarding an impending solar storm arg
accurate not in a timely manner. This may
affect thestormDataAccuracy Valuand the
stormRiskValuelata by rendering them
incorrect. This may also affect the informatiq
sent in the VoteStormData Accuragsotocol.

The spacecraft votes too late as to whether

it agrees with the solar storm informatior

ctedtected by another spacecraft. This ma
delay or prevent a warning message to |
generated and sent to the swarm warning
of an impending solar storm which may
result in the loss of spacecratft.

n

D <

Critical

SFMECA Event Table for the Warm-Spare Variation Pont of the SolarStormWarner Role
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Role Variation Point Event Failure Mode Local Effed(s) | System Effect(s) | Criticality
SolarStormWarner
Warm-Spare DetectStormDatsg Halt/Abnormal | The variation point halts its detection| The spacecraft fails to vote or votes with

Termination of the solar storm data. This may inaccurate information as to whether it
affect thestormData AccuracyValye | agrees with the solar storm information
stormRiskValugprelimStormType detected by another spacecraft. This ma
prelimStorm IntensitgndprelimStom | delay or prevent a warning message to be  Critical
Vectordata rendering it incomplete, | generated and sent to the swarm warning
outdated or inaccurate. This may als¢ of an impending solar storm which may
affect the information sent in the Vote result in the loss of spacecraft.
StormDataAccuracprotocol.

Omission The variation point fails to detect thg The spacecratft fails to vote or votes with
solar storm data. This may affect the| inaccurate information as to whether it
stormDataAccuracy Valye agrees with the solar storm information
stormRiskValugprelim StormType detected by another spacecraft. This ma
prelimStorm IntensitandprelimStom | delay or prevent a warning message to be  Critical
Vectordata ren-dering it incomplete, | generated and sent to the swarm warning
outdated or inaccurate. This may also of an impending solar storm which may
affect the information sent in the Vote result in the loss of spacecraft.
StormDataAccuracprotocol.

Incorrect The variation point uses incorrect The spacecraft votes with inaccurate

Logic/Event logic to detect the solar storm data. | information as to whether it agrees with

This may affect thetormData
AccuracyValuestorm RiskValue
prelimStorm TypgrelimStorm
IntensityandprelimStom Vectodata

the solar storm information detected by
another spacecraft. This may delay or

prevent a warning message to be genergted

and sent to the swarm warning of an

rendering it in-accurate. This may alqoimpending solar storm which may result in Critical
affect the information sent in the the loss of spacecraft. Alernatively, this
VoteStormDataAccuracgrotocol. may cause the spacecraft to agree with the
information when it shouldn’t which may
cause an inadvertent warning message tp
be sent to the swarm.
Timing/Order The variation point detects the solar| The spacecraft votes too late as to whether
storm data not in a timely manner. it agrees with the solar storm information|
This may affect thetormData detected by another spacecraft. This ma
AccuracyValuestormRiskValue delay or prevent a warning message to be
prelimStorm TypgprelimStorm generated and sent to the swarm warning  Critical

IntensityandprelimStomVectordata
rendering it inaccurate. This may als
affect the information sent in the Votg

of an impending solar storm which may
result in the loss of spacecraft.

StormDataAccuracprotocol.

SFMECA Event Table for the Warm-Spare Variation Pont of the SolarStormWarner Role
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Role Variation Point Event Failure Mode Local Effed(s) | System Effect(s) | Criticality
SolarStormWarner
Warm-Spare ObserveSolarDis¢  Halt/Abnormal | The variation point halts its observation The spacecraft fails to vote or votes with

Termination of the solar disc. This may affect the | inaccurate information as to whether it
stormData AccuracyValye agrees with the solar storm information
stormRiskValugprelimStormType detected by another spacecraft. This ma
prelimStorm IntensitandprelimStom delay or prevent a warning message to be  Critical
Vectordata rendering it incomplete, generated and sent to the swarm warning
outdated or inaccurate. This may also | of an impending solar storm which may
affect the information sent in the Vote | result in the loss of spacecratft.
StormDataAccuracprotocol.

Omission The fails to observe the solar disc. ThjsThe spacecratft fails to vote or votes with
may affect thestormDataAccuracy inaccurate information as to whether it
Valug stormRiskValugprelim agrees with the solar storm information
StormTypeprelimStorm Intensitand detected by another spacecraft. This ma Criti

. ST . ritical

prelimStom Vectodata ren-dering it delay or prevent a warning message to be
incomplete, outdated or inaccurate. Thisgenerated and sent to the swarm warning
may also affect the information sent in| of an impending solar storm which may
the Vote StormDataAccuragyrotocol. result in the loss of spacecraft.

Incorrect The variation point uses incorrect logi The spacecraft votes with inaccurate

Logic/Event

to observe the solar disc. This may
affect thestormData AccuracyValye
storm RiskValugorelimStorm Type
prelimStorm IntensitandprelimStom
Vectordata rendering it in-accurate.
This may also affect the information
sent in the VoteStormDataAccuracy
protocol.

information as to whether it agrees with
the solar storm information detected by
another spacecraft. This may delay or

prevent a warning message to be genergted

and sent to the swarm warning of an

impending solar storm which may result in

the loss of spacecraft. Alernatively, this
may cause the spacecraft to agree with t|
information when it shouldn’t which may
cause an inadvertent warning message t
be sent to the swarm.

he

(=)

Critical

Timing/Order

The fails to observe the solar disewh
it should. This may affect tr@ormData
AccuracyValuestormRiskValue
prelimStorm TypeprelimStormintensity
andprelimStomVectodata rendering it
inaccurate. This may also affect the
information sent in the VoteStormDatal

The spacecraft votes too late as to whether

it agrees with the solar storm information
detected by another spacecraft. This ma

delay or prevent a warning message to be

generated and sent to the swarm warnin
of an impending solar storm which may
result in the loss of spacecratft.

Accuracyprotocol.

J

Critical
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Role Variation Point Data Failure Mode Local Effec(s) | System Effect(s) | Criticality
SolarStormWarner
Warm-Spare prelimStorm Incorrect Value The variation point uses an inadrre | The spacecraft may incorrectly judge the
Intensity value for theprelimStormintensitgata | information provided as not an
supplied by another spacecraft possibhlympending solar storm and thus not agree
affecting its calculations in the with sending out a warning. This may
CalculateStormDataAccuracy, cause ho warnings to be sent to the -
. ; Critical
CompareVeryifyStormData, spacecraft of the swarm causing
DetectStormData, ObserveSolarDisc| spacecraft to be lost due to the
activities. Further, this may affect the | impending solar storm’s radiation.
information it sends using the
VoteStormDataAccuracgrotocol.
Absent Value TherelimStormintensitgata supplied| The spacecraft may incorrectly judge the
by another spacecraft is missing whichinformation provided as not an
could possibly affecti the variation impending solar storm and thus not agree
point’s calculations in the Calculate | with sending out a warning. This may
StormDataAccuracy, CompareVeryify cause no warnings to be sent to the Critical
StormData, DetectStormData, Obseryespacecraft of the swarm causing
SolarDisc activities. Further, this may| spacecraft to be lost due to the
affect the information it sends using theimpending solar storm’s radiation.
VoteStormDataAccuracgrotocol.
Wrong Timing The variation point uses the value for| The spacecraft may incorrectly judge the
theprelimStormintensitgata supplied | information provided as not an
by another spacecraft at the wrong timempending solar storm and thus not agree
possibly affecting its calculations in thewith sending out a warning. This may
CalculateStormDataAccuracy, cause a delay or no warnings to be sert Critical
CompareVeryifyStormData, Detect | to the spacecraft of the swarm causing
StormData, ObserveSolarDisc spacecraft to be lost due to the
activities. Further, this may affect the| impending solar storm’s radiation.
information it sends using the
VoteStormDataAccuracgrotocol.
Duplicated Value TherelimStormintensitgata supplied| The spacecraft may redundantly reply to
by another spacecraft possibly is used the message from the spacecraft giving
twice possibly affecting its calculation its agreement or disagreement to the
in the CalculateStormDataAccuracy, | solar storm information.
CompareVeryifyStormData, Detect Minor

StormData, ObserveSolarDisc
activities. Further, this may affect the
information it sends using the
VoteStormDataAccuracygrotocol by
possibly sending redundant message

B.
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Role Variation Point Data Failure Mode Local Effec(s) | System Effect(s) | Criticality
SolarStormWarner
Warm-Spare prelimStorm Incorrect Value The variation point uses an inadrre | The spacecraft may incorrectly judge the
Vector value for theprelimStormVectodata information provided as not an
supplied by another spacecraft possibblympending solar storm and thus not agree
affecting its calculations in the with sending out a warning. This may
CalculateStormDataAccuracy, cause no warnings to be sent to the .
. . Critical
CompareVeryifyStormData, spacecraft of the swarm causing
DetectStormData, ObserveSolarDisc | spacecraft to be lost due to the
activities. Further, this may affect the| impending solar storm’s radiation.
information it sends using the
VoteStormDataAccuracgrotocol.
Absent Value TherelimStormVectodata supplied | The spacecraft may incorrectly judge the
by another spacecraft is missing whichinformation provided as not an
could possibly affecti the variation impending solar storm and thus not agree
point’s calculations in the Calculate | with sending out a warning. This may
StormDataAccuracy, CompareVeryifyl cause no warnings to be sent to the Critical
StormData, DetectStormData, Obseryespacecraft of the swarm causing
SolarDisc activities. Further, this may| spacecraft to be lost due to the
affect the information it sends using theimpending solar storm'’s radiation.
VoteStormDataAccuracgrotocol.
Wrong Timing The variation point uses the value for| The spacecraft may incorrectly judge the
theprelimStormVectodata supplied information provided as not an
by another spacecraft at the wrong timempending solar storm and thus not agree
possibly affecting its calculations in thewith sending out a warning. This may
CalculateStormDataAccuracy, cause a delay or no warnings to be sent Critical
CompareVeryifyStormData, Detect | to the spacecraft of the swarm causing
StormData, ObserveSolarDisc spacecraft to be lost due to the
activities. Further, this may affect the| impending solar storm’s radiation.
information it sends using the
VoteStormDataAccuracgrotocol.
Duplicated Value TherelimStormVectodata supplied | The spacecraft may redundantly reply to
by another spacecraft possibly is used the message from the spacecraft giving
twice possibly affecting its calculation its agreement or disagreement to the
in the CalculateStormDataAccuracy, | solar storm information.
CompareVeryifyStormData, Detect Minor

StormData, ObserveSolarDisc
activities. Further, this may affect the
information it sends using the
VoteStormDataAccuracgrotocol by

5.

possibly sending redundant message
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Role Variation Point Event Failure Mode Local Effed(s) System Effect(s) | Criticality
SolarStormWarner
Active CompareMission Halt/Abnormal The variation point does not finish executing thg The spacecratft fails to vote or votes|
ControlData Termination CompareMissionControlData to determine if its | with inaccurate information as to
detected data and another spacecraft’s detected whether it agrees with the
data regarding an impending solar storm are information sent by mission control.
accurate. This may affect tseormWarning This may delay or prevent a warning  Critical
ConfidencevoteConfidenceand thestormRisk message to be generated and sent to
Valuedata. This may also affect the information| the swarm warning of an impending
sent in the IniateStormDataVoaed solar storm which may result in the
InitiateStormWarningprotocols. loss of spacecraft.
Omission The variation point does not execute tbm@are | The spacecraft fails to vote or votes
MissionControlData activity to determine if its | with inaccurate information as to
detected data and another spacecraft’s detected whether it agrees with the
data regarding an impending solar storm are information detected by mission
accurate. This may affect tseormWarning control. This may delay or prevent g Critical
Confidencevote Confidenceand thestormRisk warning message to be generated gnd
Valuedata. This may also affect the information| sent to the swarm warning of an
sent in the IniateStorm DataVated impending solar storm which may
InitiateStormWarningrotocols. result in the loss of spacecratft.
Incorrect The variation point incorectly executes the The spacecraft votes with inaccurate
Logic/Event CompareMissionControlData activity to determinenformation as to whether it agrees
if its detected data and another spacecraft's with the inform-ation detected by
detected data regarding an impending solar stofrmission control. This may delay or
are accurate. This may affect the prevent a warn-ing message to be
stormWarningConfiden¢eoteConfidenceand generated and sent to the swarm
thestormRiskValuelata. This may also affect thg warning of an impending solar storm  Critical
information sent in the IniateStormDataVated which may result in the loss of
InitiateStormWarningorotocols. spacecraft. Alernatively, this may
cause the spacecraft to agree with the
inform-ation when it shouldn’t which
may cause an inadvertent warning
message to be sent to the swarm.
Timing/Order The variation point the CompareMissiomtrol The spacecraft votes too late as to
Data activity to determine if its detected data andwhether it agrees with the
another spacecraft's detected data regarding an information detected by mission
impending solar storm are accurate not in a timelgontrol. This may delay or prevent g
manner. This may affect tlstormWarning warning message to be generated gnd Critical
ConfidencevoteConfidenceand thestormRisk sent to the swarm warning of an
Valuedata. This may also affect the information| impending solar storm which may
sent in the IniateStormDataVaaad result in the loss of spacecraft.
InitiateStormWarningprotocols.
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Role Variation Point Data Failure Mode Local Effec(s) System Effect(s) | Criticality
SolarStormWarner
Active detectedStorm | Incorrect Value The variation point uses an inadnilue for the | The spacecraft may provide the

Intensity detectedStormintensitiata detected by the incorrect data to other spacecraft
spacecraft and used to send to other spacecraft faronitoring the solar disc potentially
verification. This may affect the leading to the failure to issue a warn-
stormWarningConfidenceoteConfidence ing to the spacecraft of the subwarm
warningMessageand thestormRisk Valuelata as | of an impending solar storm. This Critical
well as the CompareMissionControl Data activity.may cause the loss of several space-
This may also affect the information sent in the | craft as a result of solar radiation
IniateStormDataVotand_InitiateStormWarning | damage. Alternatively, the incorrect
protocols. data could lead to issuing a storm

warning when one is not needed.

Absent Value The variation point uses missing védu¢he The spacecraft may provide the migs-
detectedStormintensitiata detected by the ing data to other spacecraft monitort
spacecraft and used to send to other spacecraft farg the solar disc potentially leading
verification. This may affect th&tormWarning to the failure to issue a warning to the
Confidencevote ConfidencevarningMessage spacecraft of the subwarm of an im4 Critical
and thestormRisk Valuelata by corrupting them | pending storm. This may cause the
or rendering them inaccurate as well as the loss of several spacecraft as a result
CompareMission Control Data activity. This may of radiation damage. Or, the missing
also affect the information sent in the IniateStormdata could lead to issuing a solar
DataVoteand InitiateStormWarningrotocols. storm warning when it is not needed.

Wrong Timing The variation point uses thlietectedStorm The spacecraft may fail to issue a
Intensitydata detected by the spacecraft at the | warning message to the swarm of an
wrong time to send to other spacecraft for veri- | impending solar storm in time to
fication. This may affect thetormWarning allow the spacecraft to take
ConfidencevoteConfidencevarningMessage appropriate self-protection actions. Critical
and thestormRisk Valuelata as well as the This may cause the loss of several
CompareMissionControl Data activity. This may] spacecraft as a result of solar
also affect the information sent in the IniateStormradiation damage.

DataVoteand InitiateStormWarningrotocols.

Duplicated Value The variation point uses duplidatelue for the The spacecraft may redundantly isspe
detectedStormintensitiata detected by the a message to other spacecraft
spacecraft and used to send to other spacecraff fanonitoring the solar disc seeking
verification. This may affect th&ormWarning confirmation of the data they
Confidencevote ConfidencevarningMessage detected. Minor

and thestormRisk Valuelata as well as the
CompareMissionControlData activity by
executing or defining it multiple times. This may|
also affect the information sent in the IniateStor
DataVoteand InitiateStormWarningrotocols.
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Role Variation Point Data Failure Mode Local Effec(s) System Effect(s) | Criticality
SolarStormWarner
Active detectedStorm| Incorrect Value The variation point uses an inadrvalue for the | The spacecraft may provide the

Vector detectedStormVectalata detected by the incorrect data to other spacecraft
spacecraft and used to send to other spacecraft faronitoring the solar disc potentially
verification. This may affect thetormWarning leading to the failure to issue a warning
Confidencevote Confidencevarning Message to the space-craft of the subwarm of an Critical
and thestorm RiskValuelata as well as the impending solar storm. This may cause
Compare MissionControl Data activity. This may the loss of several spacecraft as a result
also affect the information sent in the Iniate of solar radiation damage. Or, the
StormDataVoteand_InitiateStormWarning incorrect data could lead to issuing a
protocols. storm warning when one is not need€d.

Absent Value The variation point uses missing vétuehe The spacecraft may provide the miss
detectedStormVectalata detected by the ing data to other spacecraft monitor-ing
spacecraft and used to send to other spacecraff ftie solar disc potentially leading to the
verification. This may affect thetorm Warning failure to issue a warning to the
Confidencevote ConfidencevarningMessage spacecraft of the subwarm of an im- Critical
and thestormRisk Valuélata by corrupting them | pending storm. This may cause the lgss
or rendering them inaccurate as well as the of several spacecraft as a result of
CompareMission Control Data activity. This may radiation damage. Or, the missing dafa
also affect the information sent in the IniateStormcould lead to issuing a solar storm
DataVoteand InitiateStormWarningrotocols. warning when it is not needed.

Wrong Timing The variation point uses tlietectedStormVector| The spacecraft may fail to issue a
data detected by the spacecraft at the wrong timewarning message to the swarm of an
to send to other spacecraft for veri-fication. Thi§ impending solar storm in time to allow
may affect thestormWarningConfidencegote the spacecraft to take appropriate self-
ConfidencewarningMessageand thestorm Risk | protection actions. This may cause the  Critical
Valuedata as well as the Compare MissionContrdbss of several spacecraft as a result pf
Data activity. This may also affect the informatignsolar radiation damage.
sent in the IniateStorm DataVaed
InitiateStormWarningrotocols.

Duplicated Value The variation point uses duplidatelue for the | The spacecraft may redundantly issu¢ a
detectedStormVectalata detected by the space-| message to other spacecraft monitoring
craft and used to send to other spacecraft for | the solar disc seeking confirmation of]
verification. This may affect thetorm Warning the data they detected.

Confidencevote ConfidencevarningMessage Minor

and thestormRisk Valuelata as well as the
CompareMissionControl Data activity by
executing or defining it multiple times. This may
also affect the information sent in the Iniate 8to

DataVoteand InitiateStormWarningrotocols.

SFMECA Data Table for the Active Variation Point of the SolarStormWarner Role

Wwww.m

aharaa.com

e



Role Variation Point Data | Failure Mode Local Effec(s) System Effect(s) | Criticality
SolarStormWarner
Active warning | Incorrect Value The variation point uses an inadrnilue for | The spacecraft monitoring the solar disg
Message thewarningMessagelata generated by the issues a warning message to the
spacecraft and used to send to other spacecrafipacecraft of the swarm containing
as a warning of an impending solar storm. Thigncorrect information. This may cause
may affect thestorm Warning Confidencgote | spacecraft to not take self-protection
ConfidencewarningMessageand the actions to protect from an impending Critical
stormRisk Valuelata. This may also affect the solar storm when it should. This may
information sent in the Iniate Storm DataVotg cause the loss of several spacecraft as|a
and _InitiateStormWarningrotocols. result of radiation damage. Alternatively,
it may cause spapcecraft to take self-
protection actions when not needed.
Absent Value The variation point uses an emptyevédn the | The spacecraft monitoring the solar disg
warningMessageéata generated by the issues a warning message to the
spacecraft and used to send to other spacecrafipacecraft of the swarm containing
as a warning of an impending solar storm. Thianissing information. This may cause
may affect thestorm Warning Confidenceote | spacecraft to not take self-protection
ConfidencewarningMessageand the actions to protect from an impending Critical
stormRisk Valuelata. This may also affect the solar storm when it should. This may
information sent in the Iniate Storm DataVotg cause the loss of several spacecraft as|a
and _InitiateStormWarningrotocols. result of radiation damage. Alternatively,
it may cause spapcecraft to take self-
protection actions when not needed.
Wrong Timing The variation point issues thearningMessage | The spacecraft monitoring the solar disc
generated by the spacecraft and used to senfd tssues a warning message to the
other spacecraft as a warning of an impendingspacecraft of the swarm not in a timely
solar storm not at the appropriate time. This | manner. This may cause spacecraft to hot
may affect thestorm Warning Confidenceote | take self-protection actions to protect Critical
ConfidencewarningMessageand the from an impending solar storm when it
stormRisk Valuelata. This may also affect the should. This may cause the loss of
information sent in the Iniate Storm DataVotg several spacecraft as a result of radiatipn
and _InitiateStormWarningrotocols. damage.
Duplicated Value The variation point generates iplei The spacecraft monitoring the solar disg
redundantvarningMessagenessage to send tg@ issues multiple warning message to the
other spacecraft as a warning of an impendingspacecraft of the swarm.
solar storm. This may affect tséorm Warning Minor

Confidencevote ConfidencevarningMessage
and thestormRisk Valuelata. This may also
affect the information sent in the Iniate Storm

DataVoteand InitiateStormWarningrotocols.
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APPENDIX F. PRODUCT-LINE SOFTWARE FAULT TREE
ANALYSIS

This appendix provides screenshots of the Produng-ISoftware Fault Tree
Analysis (PL-SFTA) constructed in PLFaultCAT forettProspecting Asteroid Mission
(PAM) multi-agent system product line (MAS-PL) castudy used throughout this
dissertation. The leaf nodes of the PL-SFTA fatde$s associate to the product-line

commonality and/or variability requirements desedvin the Commonality and

Variability Analysis (CVA).
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B product Line Fault Tree Creation and Analysis Program
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B product-Line Fault Tree Creation and Analysis Program
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B Product Line Fault Tree Creation and Analysis Program
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B Product Line Fault Tree Creation and Analysis Program
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